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1 Introduction

Automatic IT discovery is the process of finding and identifying devices on a network.

1.1 Starter Edition

Note that the feature-set is limited when using JDisc Discovery 's Essential Edition! The
starter edition does not display all dialogues or reports described within this manual!

1.2 Discovery Product Categories

The network discovery product market is segmented into four product categories:
1. Agent based

2. Zero-footprint

3. Passive

4. Agent-less

Products in these categories can create an inventory of devices on a network but follow
different approaches. Products often implement techniques from theses categories.

1.3 Agent-based Products

Agent-based products require a proprietary data collection agent. Agents are small
applications or scripts that are permanently installed and run as daemons on target
computers. A central discovery or management application polls the data collection
agent, collects inventory data, and finally stores inventory data in a database. The
agent deployment can be either manual or automatic depending on the product.

The advantage of agent based discovery applications is that agents can collect virtually
any kind of data on the target computer. Agents run locally on target computers and
typically have full access to all system resources. By comparing current data with the
last transmitted data, agents can minimize network utilization.

The disadvantage of agent-based systems is that many device types such as printers,
routers, switches, etc. do not allow installing agents. Agent deployment can also be
time consuming and might create security and performance risks unless thoroughly
tested and well designed.
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1.4 Zero-Footprint Products

Zero-footprint products do not permanently deploy agents on target computers. In
many cases they rely on running system commands on target devices. Sometimes they
might also deploy their own scripts or binaries on target computers for the duration of
the discovery. These scripts and binaries are deleted once the discovery has
completed. Thus the target computer's configuration has not changed compared to the
configuration before the scan. Similar to agent-based tools, zero-footprint products can
collect virtually all kind of information. Zero footprint tools share some of the
disadvantages of agent-based systems, such as possible security and performance
risks. However, in most cases, system commands are powerful enough to retrieve all
necessary information and no proprietary scripts or binaries are used at all.

1.5 Passive Discovery Products

Passive discovery products scan packets on the network. Network traffic can contain
information about devices, their IP and MAC addresses, and sometimes information

about running applications. Passive discovery products can create an inventory from
information extracted from network packets that the discovery product receives.

The advantage of passive discovery products is the zero impact on the network. These
products don't actively send network packets to target computers. However, since they
rely on listening to network packets they'll not find devices that create minimal or zero
network traffic. Moreover getting detailed device information is difficult if not impossible
without sending packets to target devices.

1.6 Agent-less Products

Agent-less products (also called non-intrusive products) use only protocols that are
available on target computers. Virtually every device on the network exposes some
kind of protocol suitable to query basic configuration data. Some prominent examples
for such protocols are SNMP, WMI, and WBEM.

Agent-less products can be easily deployed because they do not need to install
proprietary agents on target computers. With a wide variety of protocols, they can get
very detailed information.

However, as agent-less products are limited to standard protocols, they can only
discover the information that the standard protocols expose. Furthermore (local)
firewalls can prevent agents-less products to get detailed information from devices
behind the firewall.

1.7 JDisc Discovery's Architecture
JDisc Discovery uses zero-footprint and agent-less technologies. It follows the client-
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server architecture. The user interface client communicates via RMI with the discovery
server. The discovery server runs as a Windows service in the background. The user
interface client and the discovery server might also be installed on different computers.

The figure below illustrates JDisc Discovery's architecture.
Figure: JDisc Discovery architecture

The discovery server

e hosts the discovery process

e prepares reports for user interface clients

e loads and stores the discovery configuration

e provides maintenance functionality such as archive/restore of the database
The user interface client

e interacts with the user

e sends user requests to the discovery server

1.8 Summary

JDisc Discovery is a client-server application and it's discovery is a combination of
agent-less and zero-footprint products.

The discovery process follows three concepts:

1. Finding active devices: JDisc Discovery uses a variety of protocols to find active
devices on the network. ICMP-ping requests find devices in IP sub-networks or
ranges. Windows domain discovery finds devices in NTLM domains. LDAP
queries find devices in Microsoft Active Directory environments.

2. ldentify devices: When JDisc Discovery has detected an active device, it
attempts to identify it. Identifying a device means to query basic device
information, such as manufacturer, model, and device type.

3. Collect data: JDisc Discovery performs further data collection once a device has
been identified. This includes a variety of hardware, software and configuration
information.

Discovering a device using JDisc Discovery includes identification
and data collection. Other products might have a different definition
of discovery. Be careful when comparing JDisc Discovery with
similar products!
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2 Getting Started

2.1 Starting The User Interface

To start the JDisc Discovery client, click JDisc » JDisc Discovery 5.0 » JDisc Discovery
from the Windows Start menu. JDisc Discovery uses Windows authentication.

The JDisc Discovery client brings up the login dialog, which prompts for:
e The JDisc Discovery server to connect to

e The user name. JDisc Discovery uses Windows' built-in user authentication. The
first user who logs on to JDisc Discovery becomes it's primary administrator.
Note: JDisc Discovery's user management allows to administer users and user
groups.

e The user's Windows password
e The server's RMI port (default is 30470)

Use your Windows account to login for the first time. By default, JDisc Discovery
suggests your current login name for the first login.

) Connect to JDisc Discovery Server

ILSC

360° Network Inventory

Server hostname localhost
Windows user name JAMES SMITH
Windows password =0  (esssssss

Server RMI port (default 30470) | 30470

Ok Cancel

Figure: Login to the JDisc Discovery server.

Use your Windows account to log on for the first time. By default, JDisc Discovery
suggests the interactive login name.

Note: The server's and client's RMI ports can be changed. Refer to
the Administration Guide for more information.
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2.2 Understanding The User Interface

The user interface's main area displays status information. It shows information about
discovery activity including devices currently being discovered, IP networks and ranges
currently being pinged, Windows domains, and directory objects currently being
discovered. The Discoveries tab lists all scheduled discoveries including their current
status and schedule.

) JDisc Discovery [Enterprise Edition] - JAMES SMITH connected to localhost o
File Discovery Devices Software Metworking User Documents Troubleshaoting Administration Help
DO W&
Biscovery Statls
Status
z Discovery is idle /g\  Click for instructions on how
fz,} &b o mprove the dam quality!
w

Devices | Ping | Network Neighborhood | Directory | Discovery Jobs | Data Quality | Database

Concurrent device discoveries 0 of 10
Average duration

Discovery jobs 0 of 0 pending
Manually triggered 0 pending
Devices in database 18

Device Duration Last message

Figure: JDisc Discovery's main window

The menu provides eight items:
e File: Exit the application
e Discovery: Configure and manually start the discovery
e Devices: Various device reports
e Software: Various software related reports
e Networking: Various network reports
e User: Various user related reports
e Documents: Document management
e Troubleshooting: Various reports to troubleshoot the discovery result

e Administration: Several administrative tasks such as backup, clear, and restore
the database

e Help: On line help, license status, and the About dialog
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2.3 Initial Configuration

During installation, JDisc Discovery's installation program detects and configures the
local network. JDisc Discovery requires initial configuration information. Use JDisc
Discovery's configuration wizard to create the initial configuration

Note: The configuration wizard does not cover all discovery
configuration options. Use the Configuration menu item from the
Discovery menu for detailed configuration.

Open the Configuration Wizard from the Discovery menu.

D Configuration Wizard Iél

The configuration wizard guides you through the initial configuration and helps to customize JDisc Discovery to your
needs. Use the wizard to configure:

& The discovery scope

@& Active Directory environments

@ IP4 networks and IP ranges

@ Desired device types, such as Windows computers. Unix, efc.

# Windows network neighborhood objects and Windows domain login credentials
» Active Directory objects and directory login credentials

Note: The configuration wizard does not cover all possible configuration options. Experienced users should use the
Advanced Configuration dialogs.

Figure: Configuration Wizard

The configuration wizard will guide you through the initial configuration. The explanation
section on the bottom of the dialog informs you about important aspects of the
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configuration. The dialog covers:

Discovery scope (networks, IP ranges, Windows domains, Microsoft Active
Directory objects)

Desired platforms (such as Windows, HP-UX, Linux, ...)

Default access credentials for each platform

Default SNMP communities and SNMPv3 accounts.

Data items to discover (such as processors, memory modules, software, ...)
Microsoft Active Directory access

Click Next to get to the first configuration screen.

2.3.1 Define The Discovery Algorithm For Finding New Devices

As a discovery product, JDisc Discovery's purpose is to find devices on the network.
Depending on the purpose of the discovery exercise, a user might want to discover as
many devices as possible or restrict the discovery to a well defined area. Answer the
question with yes, if you would like to discover only a well defined part of your network.
Answer with no to discover as many devices as possible.

Note: The discovery might also leave your company network, if it
finds IP addresses outside the network in a device's ARP cache or
in its IP connections.

Refer to chapter 5 to learn how to configure the discovery algorithm
on a finer granularity.
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' Y
D Configuration Wizard ﬂ

Discovery Scope

Discover only selected networks, domains, and directories? (7) yes @) no

JDisc Discovery offers a variety of different methods to find devices on the network. JDisc Discovery can

. Ping IP subnetworks and IP ranges

. Browse Windows network neighborhood objects

. Query objects in directories

. Lookup DNS domain servers for each DNS domain

. Locate Windows Domain controllers

. Find devices connected to other devices (only when the dependency mapping add-on is installed)

= R

The first three methods described well defined areas of your network. IP subnetworks are defined by subnet base
address and a subnet mask. IP ranges are defined by start and end address. Windows network neighborhood objects
are defined by name and directory objects are defined by their path within a directory.

The last three methods find devices that are not restricted to specific IP subnetworks, IP ranges, Windows network
neighborhood objects or directory objects.

You can limit JDisc Discovery to discover only selected IP subnetworks, ranges, Windows network neighborhood objects
and directory objects or discover as many devices as possible regardless where they reside on the network.

Select Yes to limit JDisc Discovery's discovery fo selected IP subnetworks, IP ranges, Windows network neighborhood
objects and directory objects.
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Figure: Configure how to find new devices

2.3.2 Select Major Platforms To Discover

JDisc Discovery can discover a variety of devices. Select the major platforms that are
of interest for your project. The wizard will adjust the discovery configuration to get an
optimal discovery result.

The Next button will skip the default accounts screen unless at least one Unix platform
or Apple's Mac OS X is selected.

2 Configuration Wizard Iﬁ

Device Types

Discover Windows server, workstations, and laptops

Discover AIX computers and workstations

Discover HP-UX server and workstations

Discover Linux computers, VMware ESX, and Orade VM servers

Discover MacDSX server, workstations, and laptops

Discover Sun Solaris server and workstations

JDisc Discovery can discover many different device types and operating system using a variety of protocols. Mot all
protocols are relevant for all operating systems.

For instance. WMI (Windows Management Instrumentation) is Microsoft's implementation of the WBEM (\Web Based
Enterprise Management) standard. WMI requires administrative login credentials and is only applicable for Windows
computers.

Unix computers often do not expose detailed information via standard protocols such as SNMP or WBEM. Because of
that, JDisc Discovery uses command line based protocols such as Telnet and SSH to execute system commands. This
technique is called Remote Login. You need to configure login credentials or SSH keys for each operating system to
login. JDisc Discovery cannot discover detailed information without logging on to Unix computers.

Itis a good practive to only select those operating systems that you want to discover.

Back

Figure: Select major Device Platforms

This dialog might vary depending on the licensed edition.
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2.3.3

JDisc Discovery discovers Unix computers by using remote login. It logs on via SSH or

telnet,

Configure Default Accounts For Unix And Mac OS X

then it executes system commands, and parses the output to get detailed

information about a Unix or Mac OS X computer. SSH and telnet require accounts to
for a successful log-on. Use this screen to enter default accounts for the selected
platforms.

Note: Be careful with adding too many default accounts. Testing
many default accounts (especially with SSH) can cause intrusion
detection alerts!

Use JDisc Discovery's grouping mechanism to define default
accounts on a much finer granularity. Refer to section 3.3 for more
details on how to group devices and networks.

2 Configuration Wizard l&]

Default Accounts
Clients & Servers

HP-UX | sun Solaris | IBM ALX I Linux/NMware fenServer [Oracle WM I Mac 05 x|

HP-UX Accounts

User name Password Type Add
Remaove

Mowve up

Mowve down

Total 0 Accounts | 0 Accounts selected

HP-UX SSH Public/Private Keys

Key name User name Key type Passphrase Type Add
Remove
Move up

Move down

Total 0 55H public/private keys | 0 55H public/private keys selected

SSH.

JDisc Discovery can logon to Unix computers and collect detailed hardware and software information using Telnet or

Enter default login credentials for the Unix operating systems that you want to discover. JDisc Discovery will test
these default login credentials when discovering Unix computers. It is a good practice to keep the number of default -

Back

Finish Cancel

Figure: Define Default Accounts
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This dialog might vary depending on the licensed edition.

2.3.4 Configure Default SNMP Credentials

JDisc Discovery uses SNMP to discover most network devices such as routers,
switches, printers, and others. SNMP requires access credentials. For the protocol
version 1 and version 2c, it requires a so called SNMP community which is basically a
simple password. The factory default for most devices is 'public'. Therefore this account
Is pre-configured JDisc Discovery's discovery. Add new communities as needed.
SNMPv3 was developed to overcome security problems?* with the protocol versions 1
and 2c. Use the SNMPv3 configuration area to provide default SNMPv3 access
credentials.

’ 1
) Configuration Wizard Iﬁ
Default SNMP Credentials

SNMPy 1w 2c Communities

Community Add
public Rem

Total 1 SNMP community | 0 SMMP communities selected

SNMPv3 Accounts

User name Password Auth. protocol  Privacy password  Priv. protocol Add

Total 0 SNMPw3 accounts | 0 SNMPy3 accounts selected

JDisc Discovery uses the SNMP (Simple Nelwork Management) protocol to identify devices on the network. i
JDisc Discovery supports SNMPv1, SNMPv2c, and SNMPv3. SNMPv1 and SNMPv2c require so called communities as —
logon credentials. Most devices have been configured using the default community (“public”) when they shipped from

the manufacturer. SNMPv1 and SNMPv2c are not secure because data (including logon credentials credentials) is =

Back

Finish Cancel

Figure: SNMP Community and Account Configuration

1 SNMPv1 and v2c transmit the community unencrypted string in clear text.
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2.3.5 Data Collection

JDisc Discovery collects hardware, software and configuration information from devices
on the network. During discovery, JDisc Discovery sends to and receives data from
devices being discovered. The data volume affects the network bandwidth that is
utilized during discovery. The more information is collected, the more network
bandwidth will be utilized.

The Data Collection dialog allows configuring data collection to fit to your needs.
Enable or disable collection items as needed.

Depending on the license, some items might not be available in the
user interface.

D Configuration Wizard @
Data Collection

User
Discover users

Ignore :Built—in users -
Delete users from logged on user history when not logged on for 30 = day(s)
Find terminal services dients

|| Discover terminal services dients

Software /Hardware
Discover applications [] Discover executable files &) Discaver disks Discover attached devices
Discover licenses Discover processor Discover virtual instances Discover monitors
Discover patches Discover memory Discover blade endosure components Discover local printers/mfp
Discover services Discover video controllers Discover managed devices Discover local scanner
Discover drivers Discover duster Discover VMware annotations Discover card reader
Discover processes

Use pargs on Solaris &)

Choose the hardware and software options to discover.

Mote: The more options you choose the longer the discovery will take and create more network traffic. It is a good practice to select only
those options that you need.

Back ]l Mext | Finish Cancel

Figure: Data Collection Configuration

To reduce network utilization, limit the data collection to those items
that are important for your!
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2.3.6 Configure Microsoft Active Directory Access

JDisc Discovery supports Microsoft Active Directory for discovery of devices that are
member of a directory. A subset of directory objects will be synchronized with JDisc
Discovery's database either on request or automatically when running a discovery
cycle. Directory object types that can be synchronized include

DNS domains
Organizational units
Containers
Computer accounts
User groups

Users

JDisc Discovery queries directory member computers of enabled directory objects
using the Global Catalog (GC) service and also DNS domain controllers (DC) when
discovering recently logged-on computers. The resulting DNS host names of member

computers are looked-up and to IP addresses and are inserted into the device queue
for discovery.

AMERICAS.ACME.COM

ACME.COM

Domain Controlle

Global Catalag (Rgflication) Local Dfmain CommUnication Global Cataloty (Replication)

Member Servers

& @

Member Client Computers

Domain Congroller

EMEA.ACME.COM

/o main-Controller
=Y

Figure: Directory Access

JDisc Discovery uses the Lightweight Directory Access Protocol (LDAP) to connect to
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the Global Catalog (GC) service and also to DNS domain controllers (DC). The Global
Catalog (GC) holds a subset replica of all directory objects across all DNS domains and
trusted DNS domains.

You can configure access credentials to the Global Catalog (GC) and the Domain
Controllers (DC) for each DNS Domain. JDisc Discovery uses these access credentials
(service account) to synchronize directory objects but also to query directory member
computers.

Select yes to configure Active Directory access or no, if Microsoft Active Directory is not
installed on your network.

Configure at least one DNS domain controller / Global Catalog (GC) server for directory
access and add login credentials to connect to the DNS domain controller. Click Test to
test the configuration. Click Sync Networks to synchronize IP networks configured in
the directory and Sync Directory to synchronize the directory with JDisc Discovery's
database.

Click Test to check the DNS domain controller connection before
moving on to the next dialog!

- -
) Configuration Wizard ﬁ

Active Directory Support

@ Is Microsoft Active Directory running on your network? @) yes  (7) no

DNS Domain Controller

Service account

Password

JDisc Discovery supports Microsoft Active Directory and provides these benefits:

1. The directory allows configuring the discovery scope with finer granularity than Windows domains.
2. Synchronizing IP networks from the directory reduces manual configuration or importing of IP networks.

In order for JDisc Discovery 1o access a directory one DNS domain controller is required per directory. Provide a DNS
domain controller hostname and login credentials (not necessarily an administrative account), click the Test button to
test the connectivity. Click the Sync Directory and Sync Networks buttons to synchronize the directory and networks.
MNote: This might take some time depending on the size of your directory and network.

You must test the connection with the Test button before moving on to the next screen. Alternatively, you can use the
Reset button to reset the directory controller settings.

Back MNext Firish
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Figure: Active Directory Configuration

2.3.7 The Discovery Scope

The discovery scope, including

IP4 networks

IP4 address ranges

Microsoft Windows network neighborhood objects
Microsoft Active Directory objects

defines what JDisc Discovery is going to discover.

i R
D Configuration Wizard M

Discovery Scope

Would you like to configure IP4 networks and ranges? @ yes () no
Would you like to configure Windows domains and their administrative accounts? @ yes () no

Configure the discovery scope. The discovery scope determines what JDisc Discovery will discover. The scope can be
defined by

=« Enabled IP4 networks

« Enabled IP4 address ranges

« Enabled Windows network neighborhood objects
=« Enabled Active Directory objects

When the discovery starts, JDisc Discovery enabled IP4 networks and IP4 ranges, browses computers in enabled
Windows nefwork neighborhood objects. and queries computeres in enabled Active Directory objects.

Note: Windows network neighborhood browsing depends on the Windows domain browser cache. Microsoft Windows
periodically populates the browser cache. However when your computer has been started only recently, it might take
several minutes until the browser cache is populated.

Back

Finish Cancel

Figure: Define the Discovery Scope
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2.3.8 IP4 Networks And Ranges

On the IP4 Networks tab add, import or change the configuration of IP4 networks.
JDisc Discovery only pings enabled networks (indicated by the check mark).

Add IP4 address ranges on the IP4 Ranges tab. JDisc Discovery only pings enabled
ranges (indicated by the check mark).

- 5
D Configuration Wizard M
P4 Networks | IP4 Ranges

Filter:

[] Case sensitive filter Disabl

=
Metwork Address Subnet Mask Mame Last Discovered

192,168.178.0 255.255,255.0 Browse

Total 1 network | 0 networks selected

Configure IP4 networks and IP4 address ranges for discovery. JDisc Discovery pings configured IP4 networks and P4
ranges when the discovery is started.

Back

Cancel

Fig: Define IP4 networks and IP4 address ranges

2.3.9 Windows Network Neighborhood Objects

JDisc Discovery can discover member computers of Windows domains and
workgroups For each Windows domain or workgroup that is enabled for discovery,
JDisc Discovery queries computer names of member computers using the Windows
network neighborhood. JDisc Discovery's discovery uses WINS and DNS to convert
computer names into IP addresses.

Click Change to enter Windows domain administrator login credentials. JDisc
Discovery's uses these login credentials when discovering computers that are member
of a Windows domain or workgroup.
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To collect detailed information of Windows computers,
administrative login credentials are required. Without administrative
login credentials, JDisc Discovery will only collect basic information.

Configuring administrative login credentials for Windows domains
avoids configuring login credentials for each Windows computer.

[ D Configuration Wizard ﬁ‘
Filter: Enable
[] Case sensitive filter Disable
Mame ’ Account Last Discovered
Remove

Total 0 Network Neighborhood objects | 0 Network Neighborhood objects selected

Configure Windows network neighborhood objects that are in-scope for discovery. When the discovery is started,
JDisc Discovery will browse computers in all enabled Windows network neighborhood objects.

Provide administrative login credentials for each Windows domain to improve the discovery result for domain member i
computers. JDisc Discovery will discover only limited details withoutadministrative login credentials. In most cases,
hardware details such as serial number, model, and manufacturer will not be discovered without administrative login
credentials.

Back Mext

Figure: Define Windows Network Neighborhood Objects

2.3.10 Directory Objects

JDisc Discovery supports Microsoft Active Directory for discovery of Windows
computers that are a member of a directory. Active directory permits to configure JDisc
Discovery's discovery on a finer level of granularity than Windows domains allow.
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On the Directory tab expand the directory hierarchy, select one or multiple directory
objects and enable them for discovery. JDisc Discovery queries member computers of
enabled directory objects. Use Change to configure administrative login credentials to
discover member computers of enabled directory and sub-directory objects.

You can configure login credentials on different levels of the directory hierarchy. JDisc
Discovery attempts to use login credentials from the the deepest directory objects first.
When a login credential fails, JDisc Discovery then tries to use login credentials from
higher levels of the directory hierarchy.

Windows computers require administrative login credentials to
collect detailed device information. Without administrative account
privileges JDisc Discovery will get only limited device information.

Using login credentials for directory objects is a convenient way to
avoid configuring login credentials for each Windows computer.

2.4 Start The Discovery

The Discovery » Control menu allows to start, stop, pause, and resume the discovery
process. It also contains menu items to manually initiate a directory and network
synchronization for all configured directories.

) JDisc Discovery [Enterprise Edition] - JAMES SMITH connected to I

File |Discovery| Devices Software Metworking User Documents Tre
b | ¢~ Configuration Wizard...

el = Configuration...

i

= Control b b Start Disgovery
) Stop Discovery
= Custom Data Collectors ¥
1) Pause Discovery

= Discover Device Resume Discovery

= Import Devices...
- * Synchronize Directories

* Synchronize Metworks
Devices | ping | Metwork Neighborhood | Directory | Discovery Jobs | Dz

Figure: Start the Discovery

Click Start Discovery to start the first discovery cycle. JDisc Discovery will start pinging
the local network.

The status dialog displays the current discovery status:

e The Devices tab displays devices and IP addresses that are currently
discovered.

e The Ping tab displays IP4 networks and ranges currently being discovered. In
this example Product discovers the network 192.168.178.0 with the subnet mask
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255.255.255.0.

e The Network Neighborhood tab displays Windows network neighborhood
objects currently being discovered.

e The Directory tab displays directory objects currently being discovered and the
directory object/network synchronization status.

e The Discoveries tab displays discovery cycle status information, such as last
start and finished date.

) IDisc Discovery [Enterprise Edition] - JAMES SMITH connected to localhost SRACE X

File Discovery Devices Software Networking User Documents Troubleshooting Administration Help
P (W] &

@ Discovery is currently running

Devices | Ping | Network Neighborhood | Directory | Discovery Jobs | Data Quality | Database

Status Pinging 127 IP4 addresses in chunks of 64 addresses...

Item Discovery Job Manually Triggered
Networks 1of 1 to process 0 to process
P ranges 00f 0 to process 0 to process
|Addresses to ping 127 of 255 to process 0 to process

Title IP Range Progress
Metwork 192,168, 178.0/255.255.255.0 192, 168.178.0 - 192, 168.178.255

Figure: The Discovery Status

The discovery duration depends on the network size, utilization, access speed and also
the performance of the computer running JDisc Discovery.

2.5 Review The Result

JDisc Discovery provides a variety of built-in reports that allow viewing different aspects
of your device inventory. Reports can be run at any time while the discovery is running
and reflect the current discovery result.

-290 -



Open the All Devices report from the Devices menu to view all discovered devices.

) IDisc Discovery [Professional Edition] - THOM
File Discovery |Devices| Software Metworking |

|

DR RO |— =i Al Devices

=i AllIP Devices %

Discovery Staty
By... b
Status
®E Directory
=y \Virtualization 4

Custom Reports

Custom Attributes  » :E
ry

Devices | pin

Concurrent: ) Device Deletion Log

Average duration

Figure: Open the All IP Devices Report

The All IP Devices report displays a list of all devices and selected attributes such as
Name, IP address, Manufacturer, Model, Type to name just a few.

D All Devices | S
#le=28&DLIBD|G|E|&
Fiter:
[7] Case sensitive fiter

Name ° 1P Address Manufacturer Model Type 05 version Patch Level W ve
PortServer-1 12.216.106.31 Moxa NPort Port Server 3.3 o
Printer-1 12.216.104.75 Konica Minolta Magicolor 2350

Printer-2 12.216.106.180 Lexmark. Te0 Printer LssT.
Printer-3 12.251.240.84 Hewlett-Packard LaserJet 4000 Series Printer G.08.490 G.07.1
Printer-4 12.216.106.3 Lexmark. E240n Printer BR.Q.F
Printer6 12.251.240.48 Hewlett-Packard Color LaserJet CP4005 Printer v.33.41 nane
PrintServer-1 12.216.105.148 Hewlett-Packard JetDirect Print Server 3.51 HO07_
PrintServer-2 12.251.240.190 Hewlett-Packard JetDirect 170X Print Server F.08.20 F.08.0
ProCurvel 192.168.178.18 Hewlett-Packard ProCurve 2650 Switch H.08.72 H.08.C
RadiServer-1 12.216.105.80 M eServer xSeries 336 Server (Rack) Viindows Server 2003 Service Pack 2 [APE!
RackServer-2 12.251.240.164 Hewlett-Packard ™~2620 Server (Rack) HP-UX B.11.23U 04.10
RackServer-3 12.251.240.0 Hewlett-Packard x6500 Server (Rack) HP-UX B.11.23U 03.01
RackServer+ 12.251.240.233 Hewlett-Packard 16600 Server (Rack) HP-UXB.11.23U 03.01
RackServer-5 12.251.240.16 Hewlett-Packard 2660 Server (Rack) HP-UX B.11.23U 03.01
solaris11-test 192.168.178.26 VMware Instance Sun0S 5.11 111 DevCo
SolarisZone-1 12.255.1356.63 Solaris Zone

summit1 192.168.178.13 Extreme Networks Summit 48i Routing Switch 7.2.0 Build 33

summit2 192.168.181.2 Extreme Networks Summit 481 Switch 7.2.0 Build 33 =
summit3 192.168.181.3 Extreme Networks Summit 48i Routing Switch 7.2.0 Build 33

SuntirtualBoxinstance-1 12.251.240.97 VirtualBox Instance Windows Server 2008 Enterprise Edition

Switch-1 12.216.107.24 Nortel Networks Nortel GbE Switch Module Switch

Switch-10 12.251.240.218 Hewlett-Packard ProCurve 2524 Switch F.04.08 F.02.0
Switch-11 12.251.240.107 Hewlett-Packard ProCurve 2524 Switch F.04.08 F.02.0
Switch-2 12.216.106.203 Norte! Networks Nortel GbE Snitch Module Switch -

i v

Total 333 devices | 0 devices select=d

Figure: All Devices Report

Reports are linked to other reports. Open the context menu in the report main area to
open links to other reports. JDisc Discovery maintains a history of visited reports.
Reports typically have a tool bar with shortcuts to frequently used actions:

i Display all available actions for the current selection.

= Return to the previous report in the report history.
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= Go to the next report in the report history.

= Refresh the current report.

gli] Open a new Window with the same report.

£ Export the current report to a Microsoft Excel sheet using the current sorting
and filtering options.

2 Export the current report to a CSV plain text file using the current sorting and

filtering options.
Display the SQL query that created the current report.

o Schedule report export.
e Display the group tree to limit the report to specific groups only (refer to section

3.3 for more details on device grouping).
= Adjust the column width to fit its content.

Use the filter field to limit the report to records that contain the filter value. Using filters
Is also a simple way to find data in a report. Select the 'Case sensitive filter' option to
filter values in the report case sensitive.
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3 Concepts

The Concepts chapter explains JDisc Discovery's discovery concepts and the user
interface.

3.1 Pattern Matching

Pattern matching can be used to define conditions in custom reports and device groups
for certain device attributes,such as model, manufacturer, etc.

JDisc Discovery offers two pattern matching algorithms:
e Wildcards
e Regular expressions

3.1.1 Wildcard Matching

Regular expressions are powerful, but sometimes difficult to use. This is why JDisc
Discovery offers wildcard matching similar to wildcards available in a command shell.
There are two wildcards:

e '*matches any number of characters (including 0)
e '?"'matches exactly one character

For instance, the expression 'Ci???* matches the string 'Cisco’, 'Cisco Router’, but not
'‘Switch Cisco'.

3.1.2 Regular Expression Matching

JDisc Discovery uses Posix regular expressions. Refer to the Internet for a more
detailed description of Posix regular expressions.

3.2 Discovery

The Discovery section covers the general discovery process in detail, protocols and
ports, and explains why JDisc Discovery needs login credentials to work properly.
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3.2.1 The Discovery Process

Discovery is the process of finding and identifying devices on a network. The discovery
process also covers device specific data collection once a device has been identified.

Finding a device means to detect an IP address of an active device on the network.
Identifying a device is the process that determines the device type, device model, and
its manufacturer.

When a device has been identified and depending on the device type, the discovery
collects additional hardware, software and configuration.

JDisc Discovery defines discovery of a device as the sequence of finding its IP
address(es), identifying the device, and collecting additional data.

Other software vendors define the term Discovery differently for their products.
Take this into consideration hen comparing different discovery products.

Although the process of finding, identifying, and collecting data from a device is strictly
sequential, JDisc Discovery can discover devices concurrently thus speeding up the
discovery. The number of concurrent device discoveries can be configured in JDisc
Discovery's discovery settings.

JDisc Discovery offers several options to find new IP addresses. Depending on the
configuration finding new IP addresses can happen by:

e Pinging IP4 sub-networks

e Pinging IP4 address ranges

e Browsing computers using the Windows network neighborhood
e Querying computes in a directory

e Finding new IP addresses in a device's ARP cache?

e Finding new IP addresses in a device's connection table?

Whenever JDisc Discovery has detected an active IP address it will identify the device.
Identifying a device implies sending network requests (for instance SNMP, NetBIOS,
WM, etc.) to the device to collect identifying information. Protocols can be enabled or
disabled independently in JDisc Discovery's discovery settings.

When a device has been identified, JDisc Discovery will (depending on the
configuration) collect hardware, software and configuration data.

Most devices require access credentials to collect hardware,
software and configuration data. Without credentials, JDisc
Discovery collects only basic information.

2 A device's ARP cache maintains a mapping between the IP address and the MAC address of a computer on a
network.

3 The connection table maintains a list of ports and IP addresses to connected devices.
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3.2.2 Ports And Protocols

Alike other agent-less discovery applications, JDisc Discovery relies on protocols that
are available on devices. The following table lists all protocols including their port
numbers.

Protocol Ports
Domain Name System (DNS) 53 (TCP)
Hypertext Transfer Protocol (HTTP) 80 (TCP)

Secure Hypertext Transfer Protocol (HTTPS) 443 (TCP)

Multicast DNS (MDNS) 5353 (UDP)

Universal Plug and Play (UPnP) 1900 (UDP)

Lightweight Directory Access Protocol (LDAP) 389 (TCP)

Lightweight Directory Access Protocol (LDAPS) 636 (TCP)

Lightweight Directory Access Protocol (LDAP) 3268 (TCP)
(Global Catalog)

Lightweight Directory Access Protocol (LDAPS) 3269 (TCP)
(Global Catalog)

Network Basic Input/Output System (NetBIOS) 137 (UDP)

138 (UDP)

139 (TCP)
Packet Internet Grouper (PING) n/a
Secure Shell (SSH) 22 (TCP)

Simple Network Management Protocol (SNMP) 161 (UDP)

Server Message Block (SMB) 445 (TCP)
Telnet 23 (TCP)
VMware API (VIM SDK) for VMware Server 8333 (TCP)

VMware API (VIM SDK) for VMware ESX Server 443 (TCP)

Web Based Enterprise Management (WBEM) 5989 (TCP))

Windows Remote Login Relies on SMB

Windows Remote Registry Relies on SMB

-34 -



Windows Management Interface (WMI) 135 (TCP) and
a negotiated port
between 1024 and
65535 (TCP)

Table: Protocols and Ports

Firewalls (either personal firewalls installed on computers or
firewalls separating networks) can block discovery traffic. In order
to get proper discovery results, firewalls must be configured such to
let network traffic pass the above mentioned port/protocols.
Alternatively, in the case of firewalls separating networks, multiple
JDisc Discovery installations might be an option to workaround the
firewall restrictions.

3.2.3 Login Credentials

Most protocols require some kind of authentication to collect data from devices on the
network. Without login credentials devices usually refuse connection attempts or do not
return any data at all. Depending on the protocol and the device platform login
credentials must have administrative privileges or only ordinary user privileges.

Protocol Credentials
Domain Name System (DNS) None
Hypertext Transfer Protocol (HTTP) None

Secure Hypertext Transfer Protocol (HTTPS) None

Lightweight Directory Access Protocol Any non privileged
(Global Catalog) directory user account

Network Basic Input/Output System (NetBIOS)  None

Packet Internet Grouper (PING) None

Secure Shell (SSH) Non root user on Unix.
Some information
requires root user
privileges on Linux.

Simple Network Management Protocol (SNMP)  SNMP read community
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or SNMPv3 account

Server Message Block (SMB) Either none (little
information with
anonymous SMB), non
administrative account,
or administrative
account

Telnet Non root user on Unix.
Some information
requires root user
privileges on Linux

VMware API Read-only user for the
vCenter installation.
Scanning ESX servers
directly (not using the
vCenter) requires root
access.

Web Based Enterprise Management (WBEM) Administrative / root

account.
Windows Remote Login Administrative account
Windows Management Interface (WMI) Administrative account

Table: Protocols and access credentials

This is the most important rule:

No login credentials, no or very superficial information!

3.2.4 Credential Handling

JDisc Discovery stores a successfully tested access credentials for each device. When
a device gets discovered again, then JDisc Discovery uses the access credentials that
succeeded the last time. Otherwise, it would have to test all default accounts again
which can be time consuming.

JDisc Discovery tests the default accounts when the assigned access credentials do
not work anymore (for instance, because an administrator has changed the password).

In some cases, you might want to clear all assigned access credentials for devices.
There are two ways to accomplish this task:

1. Clear accounts (e.g. user/admin accounts or SNMP communities) for selected
devices. Use the context menu Manage » Change... in order to clear selected
accounts.
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2. Use the context menu Manage » Clear Cached Accounts... in order to delete all
cached device accounts.

D All Devices =NACN X

[] Case sensitive filter

=

Name IP Address Manufacturer Model
APP LED Cinema
APP Thunderbolt
tom-apton3.frizbox ety Ao |MacBookPro |
1= Properties
Discover 4
Manage ¥ - Change Accounts...
History ) o~ Change VMware Accounts...
Compare y o~ Change 55H public/private Key...

Custom Attributes y o~ Change SNMP Credentials...

, ] Clear Cached Accounts...

“Z  Synchronize Group Assignment...

Ceonnect with
Troubleshoot L
Delete Devices...

Create Dependency Map...
Create Topelogy Map..

Bae | X

Create Support ZIP
1 T b

Total 6 devices | 1 device selected

Figure: Clear Cached Access Credentials

3.2.5 Remote Login

Depending on the device platform, operating system and configuration, management
protocols, such as SNMP, WBEM, or WMI are not available. In such a case, JDisc
Discovery can use telnet and/or SSH to collect hardware, software and configuration
information. Once connected, JDisc Discovery executes system commands to collect
hardware, software and configuration information not available through other
management protocols. The commands that are executed depend on the device's
platform and operating system. When JDisc Discovery discovers Linux computers, root
privileges are requires to read model, serial number and manufacturer information from
the computer's BIOS. JDisc Discovery can call su, sudo or .do to get root privileges.
The discovery settings allow choosing su, sudo or .do as preferred method. When sudo
or .do fail, JDisc Discovery tries su as fallback.

Remote login is enabled by default for Windows and Unix.

Remember: Remote login is enabled by default.
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Be careful when using SSH based remote login in conjunction with
default accounts. Trying too many default accounts might cause
security alerts.

Remote login for Windows helps to avoid WMI or remote registry
access problems by tunneling the two protocols through the remote
login agent.

In addition to solving access problems, tunneling WMI and remote
registry can improve the discovery speed of Windows computers
that are connected to slow or wide area networks.

3.3 Device Grouping

Device grouping is a concept that permits grouping devices by geography,
organizational structure or other criteria. Group conditions can be created using any of
the device attributes below:

e Membership to an IP4 network

e |P address within an IP4 address range

e Membership to a Windows network neighborhood object
e Membership to a directory object

e Device attributes such as model or manufacturer

While the discovery is running, JDisc Discovery assigns devices to group based on the
group conditions. This eliminates the need to manually assigning devices to groups,
which would be nearly impossible for large number of devices.

Devices are automatically assigned to groups during the discovery.

When the group hierarchy or group conditions change, devices are only reassigned to
groups during the next discovery cycle. Alternatively, you might trigger manual
reassignment of devices to groups by opening a device report (for instance All
Devices), select the devices to reassign, open the context menu and select Manage »
Synchronize Group Assignment...
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(1D Al Devices [= [ fome]
R|e=2|8DHBDD|GE| G |&

[ Case sensitive filter

Name IP Address Manufacturer Model Type QS Version Patch Level FW ve
PortServer-1 12.216.106.31 Moxa NPort Port Server 33
Printer-1 12.216.104.75 Konica Minolta Magicolor 2350 Printer

Printer-2 6.180 & Printer

Properties

Discover

Manage Change Accounts...
Compare } 7 Change SSH public/private Key..

Change SNMP Credentials...

Customn Attributes § o
)

Connect with |

Troubleshoot L3

Delete Devices...

[l Create Support ZIP
mmmmm it3 197.1AR.1R1.3 Futreme Netwnrks Summit 480 Routtinn Switch 720

Figure: Synchronize Group Assignments

Save time and manually reassign devices after a group
configuration change.

The root group is always associated with all devices, all networks, all Windows network
neighborhood objects and all directory objects. The root group's conditions are
immutable.

3.3.1 Define Your Own Groups

Open Discovery » Settings and select Scope. The device group hierarchy is located
in the left navigation panel. Groups can be freely organized in a hierarchy. Select a
parent group, open the context menu using a right mouse click and choose a group

type.

|D Discovery Configuration

| General| Scope | Directory I Data Collection | Discovery Jobs I Protocols | Topo

11
Create new netwgrk/range group _“"q

Create new Windows network neighborhood group |
Create new directory group
Create new group

Delete selected groups
T T THT 152 105, 1750

Figure: Create New Group

JDisc Discovery offers five types of groups:

e Network/range groups assign devices based on IP4 network or IP4 address
range conditions. When a device's IP address(es) matches any of the IP4
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networks or IP4 ranges in the group condition the device will be assigned to the
group.

e Windows network neighborhood groups assign devices based on membership to
Windows network neighborhood objects. When a device's Windows network

neighborhood matches any of the Windows network neighborhood objects in the
group condition the device will be assigned to group.

e Directory groups assign devices based on membership to a directory object or a
hierarchy of directory objects. When a device's directory object matches any of
the directory objects in the group condition the device will be assigned to the

group.

e Cloud Groups assign cloud resources to based on cloud provider account
configuration. Cloud groups are used extensively for Cloud Discovery jobs and
allow you to organize, enable, or exclude cloud accounts (e.g., AWS, Azure,
SOTI) from discovery jobs using the group mechanism.

e Groups assign devices based on device attributes. Groups can be created
based on the following device attributes:

e Device model
e Device manufacturer
e Device type
e Device name
The Group Info menu item displays a textual description for the group definitions.
3.3.1.1 Create Network/Range Groups

Corporate and enterprise networks are usually divided into sub-networks. Often sub-
networks or a set of sub-networks belong to country, site, building or even floors in a
building. Therefore network/range groups are useful to create groups that map
networks to geographical locations.

To create a group, select a parent group, open the context menu and select Create
new network/range group. Enter a group name and description and click Ok.

"
) Create new Network/Range Group &J

Group name  |Berlin

Description  |This group contains all devices that are located
in Berlin/Germany.

Ck Cancel

Figure: Create new Network/Range Group
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The new group will be added to the group hierarchy. Select the new group in the
hierarchy to change the group's configuration. Note: The Network Neighborhood and
Directory tabs disappears when selecting the network group.

g 5
) Discovery Configuration @
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols |Tcp0|ogy Jobs | Filters | 55H Keys|
& company
-y, Americas Properties I Device History | IPv4 Networks | IPv4 Ranges I IPvE Metworks I SMMP I Aocounts|
Filter:
[ Case sensitive filter
-
Metwork Address Subnet Mask Name Last Discovere:

EBrowse

Remove

Figure: Define Networks associated with this Group

The new group is not yet associated to an IP network or IP range. To associate the
group with an IP network

e Click Add to add a new network
e Click Browse to browse and select existing networks

e Click Import to import a list of networks from a comma separated file (CSV). The
file format is a string containing the network base address and subnet mask
separated by a comma and a carriage return.

Enable the networks that should be discovered. JDisc Discovery will assign devices to
the group regardless whether the networks in the group's condition are enabled or
disabled.

The name field in the network table is editable. You may enter a name for the network
for documentation purposes.

"
D Discovery Configuration @
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols |Tup0|ogy Jobs | Filters | 55H Key5|
&, company
2L, Americas Properties I Device History | IPv4 Networks | IPv4 Ranges I IPvE Networks I SNMP I Ar.counts|
----- L, Asiapadific
Filter:
[ Case sensitive filter
=
Network Address Subnet Mask Name Last Discovere:
192.168.178.0 255.255.255.0 Sep 25, 2014 5.

Figure: A Network Group with one Network
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The group 'Berlin' is associated with network ('192.168.178.0 / 255.255.255.0"). Devices
this network will be assigned automatically to this group during the next discovery
cycle.

Specifying IP address ranges works the same way.

The name field in the network and IP address range table is editable. Use this
field to provide meaningful names for IP networks and ranges.

3.3.1.2 Create Windows Network Neighborhood Groups

Using Windows network neighborhood groups is beneficial when Windows domains
reflect the organizational structure such as a single domain per organization.

Select a parent group, open the context menu and select Create new Windows network
neighborhood group. Enter a group description in the new group dialog and click Ok.

D Create new Windows Network Neighberhood Group Iﬁ

Group name  |Development Team Berlin
Description | Al devices belonging to the Windows domain BERLINDEY

Figure: Create new Network Neighborhood Group

The new Windows network neighborhood group will be added to the group hierarchy.
Select the new group in the hierarchy to change the group's configuration. Note: All
other tabs disappear but only the Network Neighborhood tab is visible.

g ~
D Discovery Configuration &J
General | 5COPe | Directory | Data Collection | Discovery Jobs | Protocols | Topology Jobs | Filters | 55H Keys
[ y y pology y
&, Company
L, Americas Properties | Device History | Windows Netwark Neighborhood |
Filter: Enable
[ Case sensitive filter Disable
-
Mame Account Last Discovered findat
Remove
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Figure: The Network Neighborhood Group

The new Windows network neighborhood group is not yet associated with any
Windows network neighborhood object. To associate the new group with a Windows
network neighborhood object

e Click Add to add a new Windows network neighborhood object that might not yet
exist in JDisc Discovery's database.

e Click Browse to browse and select existing Windows network neighborhood
objects.

e Click Import to import Windows network neighborhood objects from a comma
separated (CSV) file.

e Click Change to enter login credentials for selected network neighborhood

g 5
D Discovery Configuration t&J
| General | Scope i Directory | Data Collection I Discovery Jobs E Protocols | Topology Jobs | Filters | 55H Keysi
t,‘-, Company 3 !
L, Americas Properties | Device History | Windows Network Neighborhood |

Filter:

g|lm
ot )

|| Case sensitive filter

7
Name Account Last Discovered kot

[¥] BERLINDEV BERLIMDEV\ADMINISTRATOR.

R Ve

Import

Figure: Group with Associated Windows Neighborhood Objects

Enable the Windows network neighborhood objects for discovery. JDisc Discovery will
assign devices to this group regardless whether the Windows network neighborhood
objects in the group's condition are enabled or disabled.

It is recommended to enter administrative login credentials for Windows domains. This
enables JDisc Discovery to collect detailed hardware, software and configuration
information from Windows computers that belong to Windows domains.

Enter administrative login credentials for Windows domains to
improve the discovery result.

3.3.1.3 Create Directory Group

Using directory groups is helpful for creating groups that map the organizational
or geographical structure of a corporation or an enterprise.
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Select a parent group, open the context menu and select Create new directory
group. Enter a group description and click Ok.

- -
D Create new Directory Group Iﬁ

Group name  |Clients Berlin

Description  |The organizational unit with all client computers
in Berlin/Germany

Figure: Create new Directory Group

The new directory group will be added to the group hierarchy. Select the new group in
the hierarchy to change the group's configuration. Note: All other tabs disappear but
only the Directory tab is visible.

Expand the directory hierarchy, select directory objects and click Toggle to include or
exclude selected directory objects in the group's configuration.

Click Change Account to enter administrative login credentials for the selected directory
objects. JDisc Discovery will use the login credentials to discover member computers of
the selected directory objects or any subordinate directory objects. The login
credentials enable JDisc Discovery to collect detailed hardware, software and
configuration information from Windows computers that belong to a directory.

& 5
D Discovery Configuration @
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Topology Jobs | Filters | S5H Keys
% Company ;
-k, Americas | properties [ Device History | Directory |
----- <A, Asiapadfic
-, EMEA [=] & J15C.local (%) Toggle
France L[] ™ Domain Controllers
Germany E} =E Germany (*)
Berin | T
R A Clicnts Berlin -] ICLagComputers
- gy Development Team Berlin IL3) ForeignsecurityPrincipals
Ll UK + [7] | Managed Service Accounts
=2} I3 Program Data
G- [7] 12 System
I5) Users

Figure: Directory Group with associated Directory Objects

Enter administrative login credentials for directory objects to

improve the discovery result.
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3.3.1.4 Create A Group Based On Device Attributes

Select a parent group, open the context menu and select Create new group.
Enter a group description and click Ok.

7 -
D Create new Group Iﬁ

Group name  |My Dell Servers

Description  |This group contains all Dell Servers!

Figure: Create a new Group

The new group will be added to the group hierarchy. Select the new group in the
group tree to change its configuration. Select the Specification tab to define the
group membership rules.

[ A
D Discovery Configuration @
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Topology Jobs | Filters | 55H Key5|
% Company .
b, Americas [ Properties | Device History | Specification |
----- <A, Asiapadfic
This group has no conditions! Change
France group
ermany ’ "
Berlin Click the Change button to add new conditions!

™2 Clients Berlin
- ¥y Development Team Berlin
)

Fig: Group Specification

Initially the group specification is empty and thus no devices will be assigned to
the group. Click Change to add group conditions or modify the group
specification. On the Group Specification dialog select attributes from the
navigation tree and build conditions .

Group conditions can use any of the attributes below:
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e Device name

e Device model

e Device manufacturer

e Device type

e Operating system family

e Operating system version

e Operating system patch level

r y
1D Modify 'My Dell Servers' Group Specification @

[=-Device Attributes . ;
i ieName Manufacturer = ~ ||Dell

E-Software
Conditions {Connected with OR)

Total 0 conditions | O conditions selected

Figure: Change Group Specification

Select an attribute and add a new condition by selecting the operator (in this
case '=") and a value (in this case 'Dell'). Click Add to add the condition to the
group specification.

Depending on the attribute type, JDisc Discovery offers the following operators:
e equals
e not equals
e contains
e contains (case insensitive)
e (greater than
e (greater than or equal
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e less than

e less than or equal

e between

e matches regular expression

e matches wildcard expression
Refer to chapter 3.1 for more information about pattern matching.
The Specification tab shows a summary of the group definition.

il =~
D Discovery Configuration @
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Topology Jobs | Filters | 55H Keys
&, Company
b, Americas Device History | Spedification
----- <A, Asiapadfic
-k, EMEA : - - . i ; "
L, France Devices will be assigned to this group. when they meet the following condition
B <L, Germany R
B Berlin device type = Server or
: - ™2 Clients Berlin device tvpe = Server (Blade) or
gy Development Team B device type = Server (Rack) or
T device tvpe = Server (Tower) or

device type = Server (Mini Tower)
and

device manufacturer = Dell

Figure: Group definition summary

3.3.1.5 Groups And Default Accounts

Corporate and enterprise networks typically run large numbers of SNMP enabled
devices and Unix computers. Often times, SNMP enabled devices and UNIX computers
share the same local access and login credentials but are not member of a Windows
domain or a directory (for technical or organizational reasons) that could simplify the
credentials configuration.
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This is why JDisc Discovery's default access and login credentials feature to reduce the
configuration effort or SNMP enabled devices and UNIX computers. JDisc Discovery
attempts to authenticate configured default SNMP communities and UNIX login
credentials up until one of them succeeds, associates and stores the credentials with
the device in the database. The group hierarchy and order of default credentials within
a group determine the order of default credentials JDisc Discovery's attempts to
authenticate. Default credentials in subordinate groups are tried first and only if these
fail, JDisc Discovery attempts to authenticate default credentials of superordinate
groups up until it reaches the root group. JDisc Discovery's installation program adds
the 'public’ default SNMP community to the root group.

JDisc Discovery attempts to authenticate credentials in subordinate
groups first. If credentials of subordinate groups fail, JDisc
Discovery will attempt to authenticate credentials of superordinate
group until the root group is reached or authentication succeeds.

Having only one global list of default credentials might cause problems in corporate and
enterprise networks because JDisc Discovery will attempt to authenticate all default
credentials in the worst case (if all fail) and might trigger security alerts (especially,
when using SSH) and intrusion detection systems. Because of that it is important to
keep the number of default credentials to a minimum. JDisc Discovery allows
configuring default SNMP communities and login credentials for each group. Group
based default credentials offer better granularity than a global definition of default
credentials and thus reduce the risk of security alerts.

Keep default credentials to a minimum to avoid triggering security
alerts (especially when using SSH) and intrusion detection
systems.
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Open the Discovery Settings dialog, select a network group and click select the SNMP
tab.

To add default SNMP communities to a group, click Add. Remove will delete selected
default SNMP communities. Click Move Up and Move Down to change the order of
selected default SNMP communities.

Use the buttons in the SNMPv3 Accounts panel to create, delete or reorder default
SNMPvV3 accounts.

r N
D Discovery Configuration @

| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols |Tcpo|ogy Jobs | Filters | 55H Keys|

&, Company
L, Americas | Propertes [ Device History [ 1Pva Networks | 1Pv4 Ranges | 1Pve Networks | SNMP | Accounts |
----- <A, Asiapadfic

=L, EMEA SHMPv 1fv2c Communities
ok, France
Et-<l, Germany Community Add
Ll UK emo

i

i
s ||T

Total 0 SNMP communities | 0 SMMP communities selected

SNMPv3 Accounts

User name Password Auth. protocol  Privacy password  Priv. protocoel Add

< [ ] »
Total 0 SMMPv3 accounts | 0 SNMPv 3 accounts selected

Figure: Default SNMP Communities and SNMPv3 Accounts
Select the Accounts tab to create default accounts for UNIX platforms. You can help

JDisc Discovery's discovery by specifying the account type (root or non-root account).

Choose default SSH public/private keys after importing keys into the JDisc Discovery
application. Refer to section 5.9 on how to import SSH keys.

3.3.1.6 Create Cloud Groups

Cloud groups allow you to manage cloud provider accounts (e.g., AWS, Azure, SOTI)
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as part of the JDisc Discovery's scope. Cloud groups are essential when seperating
discovery jobs per cloud provider or cloud account.

To create a cloud group:
1. Select a parent group under the Scope tab.
2. Open the context menu and choose Create a new Cloud Group.

3. Enter a group name and description and click OK.

| D Create new Cloud Group X

Group name | test doud groups

Description | Testing new doud group|

Assign directly attached devices to this group

Ok Cancel

Figure: Create new cloud group

Once the cloud group is created, select it in the group hierarchy to configure it.
You can:

Add or remove cloud accounts.

Enable or disable accounts to control whether they are scanned during
discovery.

Delete the group if it is no longer needed.
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1 Discovery Configuration

General Scope Directory Data Collection  Discovery Jobs  Protocols Fiters Paas SsHKeys

Irwerhes Cloud

Azure  Amazon AWS CiscoMeraki Hetzner Google Cloud Platform SOTI MobiCantrol

Name
8 isc Cloud
@ Intne Test
{8 Thomas MSDN

Total 3 apikeys | 0 2pi keys selected

Figure: Configure cloud group accounts

During a discovery job:

- Ifacloud account is enabled in the Scope tab and also the cloud group involving
it is selected for the discovery job, its enabled accounts will be scanned.

- Accounts not enabled will not be scanned by the discovery job.

This provides precise control over which cloud resources are disccovered in each job.

) Discovery Configuration

General Scope Directory Data Collection Discovery Jobs  protocols Filters Paas SSHKeys

Properties Groups Settings  Schedue

= groups that belong to this discovery.

& company (9

=
L

- (@ 7 Cloud Group for Job Scan Cloud Orly

T

< Gruppe mit IP Adressen
() Gruppe nach Gerétenamen
<. HyperV server

L Jerking

L Lappi

& LAPS Client.

[ Linux Computers,

L Local Net

L My New Group

L TF Home

Figure: Enable the cloud group for the discovery job.
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-
1D Discovery Configuration

| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols |Tcpology Jobs | Filters | 55H Key5|

m Company
<L, Americas | Properties I Device History I IPv4 Networks I IPv4 Ranges I IPwE Networks I SMNMP ‘ Accounts ‘
----- <L, Asiapadific
= aﬁa EMEA Use default accounts from all platforms for unknown devices
L, France

Clients & Servers | Interconnect Devicas

HP-LX | 5un Solaris I I6M ALX I LinwVMware XenServer (Orade VM I Mac 05 X

4| [

Total 0 55H publicfprivate keys | 0 55H public/private keys selected

HP-UX Accounts
User name Password Type Ad
Remove
Move up
Move down
Total 0 Accounts | 0 Accounts selected
HP-UX 55H Public/Private Keys
Key name User name Key type Passphrase  Type Add
Remove
Move up
Move down

3.3.2 Groups And Reports

Groups can do more than structuring devices by organizational or geographical criteria

Figure: Manage default Accounts for UNIX Platforms

and simplifying the discovery configuration. You can use groups to restrict JDisc
Discovery's reports and graphical views to devices that are member of a group or a

hierarchy of groups.

In a report or graphical view click the grouping icon == to open the group tree. The
group icon might be disabled in reports where grouping is not applicable.
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D All Devices = | B
dle=2abBOe|0] s
/| Include subgroups Filter:
& company | Case sensitive filter
=L, EMEA
rolha France Name 1P Address Manufacturer Model Ty
koL, Germany
T ) Berlin HPE49E84 192.168.178.43 Hewlett-Packard Officelet 16400 Series Mult »
= ‘I" Cologne NPI13DD22D. fritz.box 192.168.178.38 Hewlett-Packard LaserJet CM 1415fw Mult]
- Wi ProCurvel 192.168.178.18 Hewlett-Packard ProCurve 2650 Swit|
Y ﬁ:nn:h teetee-pc. fritz.box 192.168.178.20 Hewlett-Packard m3180.de Desl|
Lk xenserver 192.168.178.55 Hewlett-Packard Compag dx2450 Mini
- summit1 192,168.178.13 Extreme Networks Summit 45 Rou
192.168.178.7 192.168.178.7 Dell PowerEdge T110 I Sen|
182,158,178.73 192,168.178.73 Dell PowerEdge T110 I Sery(_
ttrenz-PC2. fritz.box 192.168.178.75 Dell Studio Hybrid 140g Des| ™
cisco-sw1 192.168.178.4 Cisco Systems C2900XL Swit]
firewalli.home. net 192.168.178.17 Cisco Systems PIX 501 Fire|
tom-aptop3. fritz.box 192.168.178.81 Apple MacBookPro10, 1 Lapi
3comtest 192.168.178.16 3CoM SuperStack 3 Switch 4300 Swit|
0005CD2D0B0. fritz. box 152.168.178.57 Unic|
192.158.178.118 192.168.178.118 Virh|

Figure: Report with Grouping Hierarchy

Select groups in the group hierarchy to display devices that are associated to the
selected groups.

3.4 Scheduled Discovery Jobs

JDisc Discovery can schedule discovery jobs to start automatically. A discovery job is
comprised of a set of groups define the discovery scope. In its simplest form a
discovery job can be comprised of just the root group. To accommodate the discovery
of more complex networks that might span across different continents and timezones, a
discovery job can be comprised of a set of groups with each group defining different
discovery scopes.

Discovery jobs can be scheduled using one of these schedule types:
e Not scheduled: Discovery job must be started manually
e Run once: Run once at a particular date and time
e Run daily: Run daily at a particular time
e Run weekly: Run weekly at a particular day and time
e Run monthly: Run monthly at a particular day of the month and time
e Recurring: Run recurring within a configurable interval

In it's default configuration, JDisc Discovery comes with a built-in discovery job called
'‘Discover all', which includes all networks, IP4 address ranges, Windows network
neighborhood objects and directory objects that are enabled for discovery including all
subgroups.
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r 5
D Discovery Configuration Lﬁ

| General I Scope I Directory I Data Collection | Discovery Jobs | Protocols | Topology Jobs | Filters | S5H Keys

=
Discovery Mame
| Y Properties I Directory I Schedule

Name Discover all

Description | This is a built-in configuration to discover all enabled items,

Figure: The 'Discover all' Discovery Job

The concept of discovery jobs is powerful and flexible. While it is easy and simple to
use for small company networks, discovery jobs also fits corporate and enterprise
networks with locations and sites spread across the world.

For example: A corporation would like to run JDisc Discovery to create a world wide
inventory. The discovery server running JDisc Discovery is located in a data center in
Europe. JDisc Discovery can only discover devices that are powered on and connected
to the network. Consequently, devices that are turned off or are disconnected from the
network cannot be discovered, such as the ever increasing number notebooks and
PDAs. Because of that, it is essential to discover mobile devices during office hours.
The JDisc Discovery administrator has already created groups for countries and sites.
Now the administrator would like to schedule a discovery job for the Atlanta site. The
time leap between the discovery server and the Atlanta site is 7 hours. Therefore (to
discover devices during office hours in Atlanta) the discovery should start at 3pm
(discovery server local time).

To create a new discovery job, open the context menu in the Discovery Jobs panel and
choose Add new discovery job. Enter a meaningful discovery job name and description
in the New Discovery dialog and click Ok.
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. ~
) New Discovery lob [&J

Mame Discover San Frandsco Site

Desaription | Discover the San Frandsco site during local business hours.

Ck Cancel

Figure: Create a new Discovery Job

Select the new discovery job from the Discovery Jobs panel:

Enter a meaningful name and description in the Properties tab.
Select groups to associate with the discovery job in the Groups tab.

Select the Directory tab to configure directory synchronization options. JDisc
Discovery can synchronize directory hierarchies and networks from directories
when a discovery job starts.

Select the Schedule tab to schedule the discovery job.

Choose one of the options below:

Not scheduled: Discoveries are not scheduled. Start a discovery manually from
Discovery » Control » Start Discovery.

Run once: Run the discovery job once at a particular time and date.
Run daily: Run the discovery job daily at a particular time.
Run weekly: Run the discovery job weekly at a particular day and time.

Run monthly: Run the discovery job monthly at a particular day of the
month and time.

Recurring: Run the discovery job regularly.

Define blackout periods for recurring or daily schedules. A blackout period
defines when not to run a discovery. Define blackout periods based on

one or more daily intervals
one or more days of the week
one or more days of the month
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3.5 Control The Discovery

JDisc Discovery's discovery can be controlled from the Discovery » Control menu or by
clicking the icons from the tool bar. The discovery process can be either running, idle,
paused, or disabled.

-

D IDisc Discovery [Enterprise Edition] - JAMES SMITH connected to I
File |Discovery| Devices Software MNetwerking User Documents Tr

v | &7 Configuration Wizard...
L - Configuration...
i
.= Control ¥ b Start Disggvery -
) = Stop Discovery
o~ Custem Data Cellectors
Pause Discovery
o Discover Device Resumne Discovery

o~ Import Devices... o )
- *) Synchronize Directories

k) Synchronize Netweorks

Devices | Ping | Metwaork Meighborhood I Directory I Discovery Jobs I Dz

Figure: Control Discovery Menu

3.5.1 Start Discovery

Choose Start Discovery or click the start icon *' to start a discovery job. The discovery
job starts immediately when only one discovery job is configured. JDisc Discovery'
displays the Start Discovery dialog if more than one discovery job is configured. From
the Start Discovery dialog select the discovery job that you want to start.
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¢ 5
D Start Discovery &J

Select the discovery that you would like to start...

Discovery Mame

Discover all
Discover San Francisco Site

Total 2 discovery jobs | 0 dizcovery jobs selected

Figure: Select and start a Discovery Job

3.5.2 Stop Discovery

Choose Stop Discovery or click the stop discovery icon *' to stop a discovery job.
JDisc Discovery prompts which discovery job to stop if more than one discovery job is

running. Otherwise, if only one discovery job is running the discovery stops
immediately.

3.5.3 Pause Discovery

Choose Pause Discovery or click the pause icon ' to pause all running discovery jobs.

Discovery jobs cannot be paused individually. JDisc Discovery can
only pause all running discovery jobs at once!

3.5.4 Resume Discovery

Choose Resume Discovery or click the start discovery icon ' to resume paused
discovery jobs.
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3.5.5 Synchronize Directory

Choose Synchronize Directory to synchronize directory information in JDisc Discovery's
database with configured directories.

Synchronizing directory information requires configuration of a DNS
Domain Controller and login credentials. Refer to section 5.3.1 for
how to configure directory DNS Domain Controllers.

3.5.6 Synchronize Networks

Choose Synchronize Networks to synchronize IP4 networks in JDisc Discovery's
database with IP4 networks from configured directories. Refer to section 5.3.1 for how
to configure directory DNS Domain Controllers.

Synchronizing IP4 networks from a directory requires configuration
of a DNS Domain Controller and login credentials. Refer to section
5.3.1 for how to configure directory DNS Domain Controllers.

3.6 The Status Panels

JDisc Discovery's main window displays status information.
The status panel is divided into these sub-tabs:

e The Devices tab displays statistics about devices and IP addresses already
discovered, pending IP addresses and displays devices that are currently
discovered.

e The Ping tab displays what IP4 networks and IP4 ranges are currently pinged
and the total number of IP addresses processed and pending for discovery.

e The Windows Network Neighborhood tab displays the Windows network
neighborhood discovery current activity and the total number of Windows
network neighborhood objects processed and pending for discovery.

e The Directory tab is divided into two panels.

o The Synchronization panel displays directory and network
synchronization status.

o The Queue panel displays displays the directory discovery current activity
and the total number of directory objects processed and pending for
discovery.

e The Topology Jobs tab appears only when the 'Networking Add-On' is installed
on top of JDisc Discovery. This tab lists all running network topology discovery
jobs.
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e The Device History tab appears only when the 'History Add-On' is installed on

top of JDisc Discovery. This tab lists all currently running device history tasks.

e The Data Quality tab displays statistics about the discovered data quality. Tips

on how to improve the data quality help to get the most out of JDisc Discovery.

e The Discovery Jobs tab lists all scheduled discovery jobs with their status.
e The Database tab shows statistics about the database size and the number of

entries within the tables.

) IDisc Discovery [Enterprise Edition] - JAMES SMITH connected to localhost

)
File Discovery Devices Software Networking User Documents Troubleshooting Administration Help
D@ | &
Discovery Statis |
Status
z Discovery is idle /g% Click for instructions on how
/.‘-3} {_l_, to improve the data quality!
=

Devices | ping | Network Neighborhood | Directory [ Discovery Jobs | Data Quality | Database

Concurrent device discoveries 0 of 10
Average duration

Discovery jobs 0 of 0 pending
Manually triggered 0 pending
Devices in database 18

Device Duration Last message

Figure: The Main Window with Status Information

Icons in the Status area display the discovery's current state

&
A
@ The discovery is running.

The discovery is idle.

The discovery is paused.

JDisc Discovery is stopped. Only administrative tasks such as archiving and
restoring the database can be executed while JDisc Discovery is stopped.
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3.6.1 Devices Status

The Devices status tab displays aggregated devices statistics spanning across all
running discovery jobs. In addition to that the table view displays progress for each
devices currently discovered.

e Concurrent device discoveries displays the number of devices currently
discovered concurrently. The maximum number of concurrent device discoveries
can be configured in JDisc Discovery's discovery settings.

e Average duration displays the average device discovery duration based on the
average discovery duration of the last 200 devices and also an estimated device
discovery rate forecast.

e Discovery jobs displays the total number of IP addresses pending for discovery
from manually or automatically scheduled discovery jobs.

e Manually triggered displays the number of IP addresses that have been
manually triggered for discovery.

e Devices in database displays the total number of devices in JDisc Discovery's
database.

The table view displays device IP address, current discovery duration and discoveries
activity for each device.

|
Concurrent device discoveries  8of 10

Average duration Average discovery time: 00:00:19 (1849 devices per hour)

Discovery jobs 8 of 8 pending
Manually triggered 0 pending
Devices in database 0

Device Duration Last message

192,168.178.1 00:00:04 Waiting for SMB anonymous protocol check...
192,168.178.69 00:00:04 Waiting for SMB authenticated protocol chedk. ..
192.168.178.75 00:00:04 Waiting for SNMP protocol check. ..
192.168.178.78 00:00:04 Waiting for SMB anonymous protocol check...
192.168.178.23 00:00:04 Waiting for SME anonymous protocol check...
192,1568.178.2 00:00:04 Testing SMB anonymous

192,168.173.76 00:00:04 Waiting for SMEB anonymous protocol check...
192,168.178.90 00:00:04 Waiting for SMB anonymous protocol check...

Figure: The Device Status Tab

The Discovery job and Manually triggered counters refer to IP
addresses only. Device can have multiple IP addresses assigned
and. therefore the number of IP addresses discovered might
become higher than the number of devices in the database.

3.6.2 Ping

The Ping tab displays progress when pinging IP4 sub-networks and address ranges.
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Status displays current activity. The upper table view displays overall ping progress
separately for scheduled and manually triggered discovery jobs.

e The number of IP networks to ping
e The number of IP address ranges to ping
e The total number of IP addresses pending to ping

I Devices | Ping | Network Neighborhood | Directory | Discovery Jobs Database!

Status  Pinging 127 IP4 addresses in chunks of 64 addresses. ..

Item Discovery Job Manually Triggered
Metworks 1 of 1 to process 0 to process
IP ranges 0 of 0 to process 0 to process
\Addresses to ping 127 of 255 to process 0 to process

Title IF Range Progress
MNetwork 192.168,178.0/255,255.255.0 192,168,178.0 - 192, 168,178,255

Figure: Ping Status during Discovery of a Network

The lower table view displays processing of IP networks and ranges. A progress bar
indicates the progress when pinging an IP network or range.

JDisc Discovery can ping up to 10 IP networks or ranges
concurrently.

3.6.3 Windows Network Neighborhood Status

The Windows Network Neighborhood tab displays Windows network neighborhood
discovery progress.

e Status displays current activity.

e Current object displays the Windows network neighborhood object being
processed.

e Pending objects displays the total number of Windows network neighborhood
objects pending for discovery.

e Processed objects displays the total number of Windows network neighborhood
objects discovered.
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| Devices Ping | Network Neighborhood __.Direcbnry_:; Discovery Jobs | Database|

Status

Idle

Current object
Pending objects 1}
Processed objects 0

Figure: The Windows Network Neighborhood Status

3.6.4 Directory Status

The Directory tab displays directory discovery and directory synchronization status.

The Synchronization panel displays aggregated directory object and network
synchronization statistics.

Added displays the total number of directory objects and networks added to the
database.

Removed displays the total number of directory objects and networks removed
from the database.

Synchronized displays the total number of directory objects and networks
synchronized with the database.

Status displays current activity of the directory object and network
synchronization.

The Queue panel displays directory objects discovery status.

Status indicates the directory discovery's operational state, such as Running,
Idle or Paused.

Message displays current activity.
Processed displays the total number of directory objects discovered.
Pending displays the total number of directory objects to be discovered.
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| Devices I Fing I Network Naghborhoodl Directory | Discovery Jobs | D

Synchronization

Added Removed Synchronized  Status Message
Directory 1] 0 0 Idle
Metwork 1} 0 0 Idle
Queue
Status Idle

Message
Processed 0
Pending 1]

Figure: Directory Status

3.6.5 Status Of Discovery Jobs

The Discovery Jobs tab displays the status of discovery jobs. The table view displays:

Discovery Job displays the discovery job name.
Status displays the current status.

Last Started displays when the discovery was last started. This column is empty
when the discovery job was never been started.

Last Finished displays when the discovery job finished. This column is empty
when the discovery job never completed.

Duration displays the discovery job duration. This column is empty when the
discovery job never completed.

Next Schedule displays the date and time for the next scheduled discovery. This
column is empty when the discovery job was not scheduled.

| Devices I Ping I Network Neighborhood D\recboryl Discovery Jobs | Datat

Discovery Job Status Last Started Last Finished Duration Next Schedule
Discover all Stopped Oct 6, 2009 5:51:32PM Oct 6, 2009 6:03:43 PM 00:12:11

Figure: Discovery Jobs Status
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3.6.6 Data Quality

The Data Quality tab displays data quality information on how well devices have been
discovered.

| Devices | Ping | Network Neighborhood I Directory | Topology Jobs | Device History | Discovery Jabsl Data Quality ‘ Database

Total

The total data quality of all operating system families
Total | 33% | How toimprove...

By Operating System Family

The data quality by operating system family

Windows | | How to improve...
Linue 0% |  How to improve...
VMware ESX Server 0%

Oradle VM Server

MAC OS5 X 0% | How toimprove...
5un Solaris 0% | How toimprove...
HP-UX 0% 1 Groomes
IEM AIX 0% | How

Figure: Data Quality tab

The "Total' panel displays the data quality of all devices and operating systems whereas
the 'By Operating System Family' panel displays the data quality of each operating system
family individually. Click the How to improve link next to the quality meter to display
diagnostic information on how to further improve the data quality.

3.6.7 Database Status

The Database panel displays the database size on the disk, the number of rows in
each table and the size of the table on the disk (including required space for indexes)

| Devices I Ping | Network Meighborhood I Directory | Discovery Jobsl Database |

Database size  230.81MB
Table Name Row Count Table Size
account 1311 3.34MB -
application 11632 13,86 MB [2 |
applicationinstance 23 136 KB ==
applicationinstancearrayattribute 0 43 KB
applicationinstancearrayattributec. .. 0 16 KB
applicationinstancearrayattributey. .. 0 56 KB
applicationinstanceattribute i] 128 KB
applicationoperatingsystemrelation 19763 23.01MB
bios 87 400 KB
connectortypelookup 134 32KB
customattribute 10 120 KB
customattributecollectionconfig 2 56 KB
customattributedatacollectionconfig 2 40 KB -
rustmmattribtssnim n KR

Figure: Database status
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4 Discovery Scenarios

This chapter describes common discovery scenarios and explains how to configure
JDisc Discovery to best discover Windows and Unix computers. Furthermore, it also
provides guidance on how to improve the discovery of other networked devices such as
printers, switches, and routers.

4.1 Active Directory Environments

JDisc Discovery supports Active Directory environments in many ways, such as
e Automatically detect directories and DNS domain controllers on the network.
e Synchronize directory objects and IP networks with JDisc Discovery's database.
e Automatically assign member computers to directory objects.

e Discover member computers of directories that are associated with DNS
domains, organizational units or containers.

e Simplify the configuration of access credentials for directory member computers.

4 1.1 Directories And DNS Domain Controllers

JDisc Discovery uses the SMB (Server Message Block) protocol to detect directories,
Global Catalog (GC) servers DNS domain controllers (DC) on the network. Often times
(depending on the security settings of target computers) this does not require entering
credentials. The automatic detection of directories, Global Catalog (GC) servers and
DNS domain controllers (DC) simplifies the configuration of Active Directory
environments and also reveals unknown directories on the network.

You can view directories from Networking » Directories. Directories that have not yet
been synchronized only have DNS domain objects. Organizational units and containers
will be added underneath DNS domain objects when a directory is synchronized.

4.1.2 Manually Discover DNS Domain Controllers

You can configure Gloabal Catalog (GC) servers and/or DNS domain controllers (DC)
of a directory before running your first discovery job. When you do not know your
Global Catalog (GC) servers or DNS domain controller (DC) host names, follow the
instructions below:

e Make sure the ‘Discover DNS domain controllers’ option is checked on the
General tab of the Discovery Configuration dialog.
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e From the Discovery » Discover Device menu open the Discover Device dialog
and enter the directory's DNS domain name.

e Wait until the discovery returns to idle state.

e Open the Discovery Configuration dialog from Discovery » Configuration and
choose the Directory tab.

e If IDisc Discovery has discovered at least one DNS Domain Controller of the
specified DNS domain name:

e The DNS domain name is displayed in the DNS Domains panel

e And the DNS Domain Controller is displayed in the DNS Domain Controller
panel.

e See section 5.3.1 for how to configure login credentials for DNS Domain
Controllers.

4.1.3 Synchronization Of Directory Objects And IP Networks

When JDisc Discovery has detected a directory and at least one Global Catalog (GC)
server or DNS domain controller (DC), you can enter login credentials (non-privileged)
to access the DNS domain controller (DC) or Global Catalog (GC) servers (see section
5.3.1 for details).

JDisc Discovery uses these login credentials to run LDAP queries on the Global
Catalog (GC) and DNS domain controllers (DC). Typically DNS domain controllers
(DC) also run the Global Catalog (GC) service. This is why DNS domain controllers
(DC) and Global Catalog (GC) servers are often user interchangeable.

When JDisc Discovery synchronizes directory objects and IP networks, it runs a series
of LDAP queries against the Global Catalog (DC) service.

To synchronize directories, choose Settings » Sync Directory.

Synchronizing a directory requires at least one DNS domain
controller and login credentials to run LDAP queries.

4.1.4 Relating Member Computers To Directory Objects

JDisc Discovery determines the directory membership of discovered computers /
devices by using their:

« fully qualified host names (FQDNSs)
computer name including the NetBIOS domain name
« domain security identifier (SID)

When successful, JDisc Discovery relates directory member computers with their
respective directory objects (DNS domain | organizational unit | container). JDisc
Discovery uses the administrative logon credentials that are configured for the directory
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object and sub-objects to log-on to directory member computers and collect hardware,
software and configuration information. Relating member computers to directory
objects is important to make directory groups work (see section 3.3.1.3 for details).
Section 6.3.1 shows a device associated to a directory.

4.1.5 Discover Directory Member Computers

Alike IP networks, IP ranges and network neighborhoods/domains, directory objects
can be enabled for discovery in many ways. The table below explains the different
discovery modes that are applicable to directory objects.

N

Discover all computers of the selected directory object.*

N

Discover all computers of the selected directory object and all sub-directory
objects.

Y|

Discover recently logged-on computers of the selected directory object.®

i

Discover recently logged-on computers of the selected directory object and all
sub-directories.

Figure: Directory Object Discovery Modes

When the discovery is running, JDisc Discovery queries the configured Active Directory
Global Catalog (GC) service or DNS domain controllers (DC) for member computers of
enabled directory objects. See also section 5.2.1.6 for how to enable directory objects
for discovery and section 6.1.1.1 for how to report member computers.

4.1.6 Simplifying Configuration Of Credentials

Login credentials can be configured for each directory object in a directory hierarchy.
This enables using different login credentials for discovery of member computers,
which is very important to accommodate to corporate and enterprise networks, which
typically do not have single administrator credential for the entire directory.

JDisc Discovery uses configured login credentials to discover member computers of the
enabled directory objects or subordinate directory objects. JDisc Discovery uses login
credentials from the the deepest directory objects first. When a login credential fails,
JDisc Discovery then tries to use login credentials from higher levels of the directory
hierarchy. See section 5.2.1.6 for how to configure login credentials for directory
objects.

4 This requires only access to one Global Catalog (GC) server/service.
5 This requires preferably access to all DNS Domain Controllers (DC) of the respective DNS domain.
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4.2 Discover Windows Computers

Windows computers are very common target devices for discoveries. JDisc Discovery
discovers Windows computers using protocols and technologies, such as SMB,
NetBIOS, Remote registry, WMI (Windows Management Instrumentation), remote login,
SNMP or vendor specific agents.

Protocols including SMB, NetBIOS and SNMP (without vendor specific agent
extensions®) return only limited, but important information, such as operating system
version.

Other protocols and technologies, such as WMI and remote login collect detailed
hardware, software and configuration information such as hardware serial number,
model, manufacturer, or installed applications.

Starting with Windows 2000, Microsoft has included WMI in the Windows operating
systems. Although a WMI implementation for Windows NT 4.0 exists, it is not installed
by default. WMI is using DCOM (Distributed Component Object Model) technology
(which is based on DCE/RPC) for WMI client to server communication. Using WMI
requires administrative credentials.

JDisc Discovery discovers most hardware information using WMI.
WMI requires administrative credentials to collect hardware,
software and configuration information.

Therefore:

No administrative WMI credentials, no detailed hardware
information from Windows computers!

Enable remote login for Windows in cases where a firewall blocks
WMI and remote registry traffic. JDisc Discovery tunnels WMI and
remote registry access through its remote login agent.

JDisc Discovery allows configuring administrative credentials for
e Directory objects including DNS domains, organizational units or containers
e Windows domains
e Individual computers

4.2.1 Enter Credentials For Directory Objects

When you run Microsoft Active Directory on your corporate network, you can configure

6 Most manufacturers (including Hewlett-Packard, Dell and IBM) enhance SNMP agents with proprietary vendor
specific agents providing detailed hardware information. The standard Windows SNMP agent does not expose
detailed hardware and software information.
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administrative credentials for Directory objects that can contain computers, such as
DNS domains, organizational units and containers.

Figure: Change Directory Object Credentials

JDisc Discovery logs on to computers that are member of a directory using credentials
configured for directory objects. When JDisc Discovery logs on to a computer, it will use
credentials from directory objects on the lowest applicable hierarchy level first. If no
access credentials are configured or if access credentials fail, JDisc Discovery will
begin using access credentials from superior directory objects.

Directory objects allow configuring credentials more granular than Windows domains
permit. Refer to section 5.2.1.6 for detailed instructions on how to configure credentials
for directory objects.

4.2.2 Enter Credentials For Windows Network Neighborhood Objects

Even though Active Directory is around since the year 2000, corporate networks still
run LAN Manager Windows domains. LAN Manager Windows domains have a flat
structure in contrast to Active Directory's object hierarchy.

Enter administrative credentials for a Windows network neighborhood object to
discover member computers.
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D Discovery Configuration =
General | Scope | Directory | Data Collection I Discovery Jobs I Protocols ITopoIogy Jobs I Filters I S5H Keys|
)
ol EMEA | Properties | Device History | 1Pv4 Networks [ 1Pv4 Ranges | 1Pve Networks | Network Neighborhood | Directory [ stme | Accounts|
[F] Case sensitive filter
=
Name Account Last Discovered
mposc T
[ MsHoME ~
Browse
[ TsTDOM1
o
D TSTDOM3 TSTDOM3\Administrator
D TSTDOM4 TSTDOM4\Administrator
[0 TsTDOMS [ change |
[ TSTDOME 3
[[] TsTooM7 Madify Network Neighborhood Account @
WORKGROUP
Meighborhood name | IDISC
User name IDISCVADMIN
{domain'user or user@domain)
Password |
Total 10 Network Neighberhood objects | 1 Network Neighborhood object selected

Figure: Configure Windows Network Neighborhood Object Credentials

Configuring administrative credentials for Windows domains eliminates the need to
configure administrative credentials for each computer. All Windows domain member
will be discovered using the administrative credentials configured for the respective
Windows network neighborhood object.

Refer to section 5.2.1.5 for how to configure administrative credentials for Windows
network neighborhood objects.

4.2.3 Enter Windows Default Accounts

When JDisc Discovery tries to get access to a Windows computer, it must use an
administrative account. Otherwise, it only gets limited information. The last two
chapters explained how to configure administrative accounts for the network
neighborhood (Windows Domain) or for organizational units within Microsoft's Active
Directory.

However, there are situations, where JDisc Discovery can't determine the network
neighborhood name or the OU within the directory. For instance, when firewalls block
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the required protocols or when the device does not register within the directory.

For those cases (and only for those cases), JDisc Discovery provides the possibility to
add a list of Windows default accounts.

D Discovery Configuration

Scope | Directory | Data Collection | Discovery Jobs | Protocols | Topology Jobs | Filters | ssH keys|

Properties | Device History | 1Pv Networks | 1Pv4 Ranges | 1Pv6 Networks | Netwark Neighborhood | Directory [ NP | Accounts |

Use default accounts from all platforms for unknown devices

Clients & Servers | Interconnect Devices|

Windaws | Hp-UX | Orace Solaris | 18M AIX | Linux/Oracie VM | VMware E5%/VCenter | Citrix XenServer | Free8sD | Mac 05 X

Use the default accounts for Windaws orly, if the configuration via the network neighbarhood or the directory is not

LAY
Ll_> possible. Othernise, you risk that the accounts get locked or that intrusion detection systems create alarms!
read more. ..
Windows Accounts
User name Password Type Comment Add
administrator rootjenable Account for workgroup 1 Remove
administrator rootfenable Account for workgroup 2

<
Total 2 Accounts | 0 Accounts selected

Figure: Default Windows Accounts

Use the list of Windows default accounts only if the configuration
via network neighborhood or organizational units from the
directory do not succeed.

4.2.4 Enter Per Device Credentials

Standalone computers that are not member of a directory or a Windows domain require
configuration of individual administrative credentials.

Per device administrative credentials is the only solution for

directory and Windows domain member computers that do not
trust the directory's or Windows domains global Administrators
group because it has been removed from the computer's local

Administrators group.

Open the context menu in any device report and choose Manage » Change Accounts
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to configure credentials of selected devices.

D All Devices = @ P
F|l==28DBDG|E|&
Filter:
[ Case sensitive fiiter | Modify Accounts @
Name User Account ype 05 Version
BladeServer-1 rver (Blade) Windaws Server 2003 Star .
BladeServer-10 \Jser name rver (Blade)
BladeServer-11 rver (Blade) Windaws Server 2003
EladeServer-12 Password irver (Blade) =
BladeServer-13 rver (Blade) Windows Server 2003 —
BladeServer-14 h'er (Blade)
Bladeserver-15 rver (Blade)
BladeServer-15 Admin/Root Account irver (lade)
BladeServer-17 rver (Blade)
BladeServer-2 User name | administrator I‘\rer {Blade) Windaws Server 2003 Ente
BladeServer-3 rver (Blade) Windaws Server 2008 Star
EBladeServer-4 Password  |eessssssssese irver (Blade) Windows Server 2003
BladeServer-5 irver (Blade) Windaws Server 2003 Ent:
BladeServer-6 h’er (Blade) Windows Server 2003
Bladeserver-7 rver (Blade) Windows Server 2003 Star
Bladeserver-a h'er (Blade)
BladeServer-9 rver (Blade) Windows Server 2003
RackServer-1 L l’\rer {Rack) Windaws Server 2003
TP T IR Flonitor
Hewlett-Packard LaserJet 4100 Series Printer
Desktop8 ___________]12.265.136.208
HPE49ES4 192.168.178.43 Hewlett-Packard Officelet 16400 Series Multifunctional Device
Laptop-4 12.255.136.191 Hewlett-Packard Pavilion HOXS000 Laptop Windows Vista Home Prem
ManagementDevice-1 12.251.240.235 Hewlett-Packard Management Processor for HP In... Management Device i
M lfifiinr tinnaiNevica-7 17 755 134 171 Hewlatt-Parkard Affire et 164NN Sarise M lfifi e tinnal Nevies
] T r

Total 333 devices | 1 device selected

Close

Figure: Change Device Credentials

Refer to section 6.2.2 for how to configure credentials for individual devices.

4.3 Discover Unix And Apple MAC OS X Computers

JDisc Discovery supports these Unix and Unix based operating systems:
e HP-UX
e Sun Solaris
e Linux (all major distributions)
e VMware ESX server
e Citrix XenServer
e Oracle VM Server
e IBMAIX
e Apple Mac OS X

All of the above Unix flavors typically do not have standard management protocols,
such as SNMP or WBEM installed out-of-the-box or if installed, often do not provide
detailed hardware, software and configuration information.
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JDisc Discovery can overcome the lack of standard management protocols by logging
on using telnet, executing selected system commands, and parsing the command
output to retrieve hardware, software and configuration information. Ordinary user
privileges are sufficient in most cases except of Linux and VMware ESX server), which
require root access to collect hardware information from the BIOS.

To properly discover Unix computers:

e Enable the remote login for desired operating system platforms. Remote login is
disabled for all operating system platforms by default. To enable remote login,
open the Configuration dialog from the Discovery menu. Refer to section 5.6 for
more details.

e Enable remote login for unknown devices. This option is important for hardened
systems. JDisc Discovery then first logs on the computer, performs a uname
command to determine the device platform. If the uname command has
succeeded, the device is being discovered according to the device platform's
configuration.

e Configure default credentials for desired operating system platforms. If using
default credentials is not an option, configure per-device credentials. Refer to
section 5.2.1.8 for more details on how to configure default credentials.

When discovering a computer, JDisc Discovery logs all commands that have been
executed in the discovery log.

JDisc Discovery can use telnet or SSH to discover Unix computers
correctly.

Remote login is disabled by default.

Enter default credentials in the discovery configuration or configure
per-device credentials.

Root privileges are not required except for Linux and VMware ESX
server.

4.4 Discover SNMP Based Devices

SNMP is the most common and important protocol to discover networked devices, such
as routers, switches, or network printers. Network devices typically support SNMP as
their primary protocol. Unlike computers, network devices often provide detailed
hardware, software and configuration information in their private SNMP MIB
(Management Information Base) area.

As most protocols, SNMP requires access credentials. SNMPv1 and SNMPv2c use so
called '‘community' as access credentials. Most manufacturers configure 'public’ as their
factory default community. Therefore JDisc Discovery uses 'public’ as default
community. You can add more default communities when needed. SNMPV3 is the
security enabled version of the SNMP protocol. SNMPv3 does no longer use
communities but comes with an user model that offers user authentication and
password encryption.
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D All Devices = | B 2
i = | O = o
| =-=2 8DHEBDC|E|&
Filter:
[ Case sensitive filter

Mame IP Address Manufacturer Model Type
ProCurvel 192,168.178.18 Hewlett-Packard ProCurve 2650 Switch -
RackServer-2 12.251.240.164 Hewlett-Packard rx2620 Server (Rat
RackServer-3 12.251.240.0 Hewlett-Packard rx6600 Server (Rat
RackServer-4 12.251,240.233 Hewlett-Packard rxee00 Server (Rat
Rackserver-3 12,251.240.16 Hewlett-Packard k2660 Server (Rat__
Switch-10 ) Hewlett-Packard ProCurve 4 witch | =]

witch-11 12,2 T 7 W i =

Modify SNMP Credentials
Switch-5 fy i
Switch-6 i
Switch-7 Read Community i
Switch-8 12,2 itch
Switch-9 12 litch
SNMP read t tol t
teetee-pe. fritz.box 192, RO DaEAE] ecktop
XEnserver 192, i Tower
Desktop-4 12.25) eskiop
Desktop-5 12,29 SMMPv3 Account
summit1 k pLting Sw
summit2 192.1) e 4 . i
summit3 192, 1 Authentication protocol  |SHA - puiting Sw
User name test itor

192.168.178.7 192. 1§ b ord o

192,158.178.73 192, asswor L :
Desktop-9 12,25} Privacy protocol \DES - Ecktop
ttrenz-PC2. fritz.box 192,14 A - I
Lol 1nn 4 Privacy passwors TS p

< | il F 5
Total 333 devices | 1 device selected | |

Figure: Change SNMP Access Credentials

Refer to section 5.2.1.7 for how to add new default SNMP communities and accounts.

If using default SNMP communities or accounts is not an option, configure SNMP
access credentials for each device individually.

4.5 Virtualization Technologies

JDisc Discovery supports these virtualization technologies:

VMware ESX server (including ESXi) and VMware server running on Linux and
Windows

Oracle VM Server

Xen

Sun Solaris Zones

Sun Solaris LDoms

HP Integrity virtual machines
Microsoft Hyper-V

Sun VirtualBox

JDisc Discovery discovers all active virtual computer instances on a host server and
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creates relations between the host server and the virtual computer instances it runs.
Inactive virtual computer instances are ignored.

To return optimal results:

e VMware Tools should be installed on each VMware virtual machine. Without
VMware Tools being installed, JDisc Discovery cannot discover important virtual
machine attributes, such as IP address.

e Login credentials are required for each Hyper-V server to discover Hyper-V
instances.

VMware Tools improves the discovery result. If VMware Tools is
absent on VMware virtual machines, JDisc Discovery cannot
discover the virtual machine's IP address.

The Medium Business or Enterprise Edition is required to discover
virtual computers and the relationship to host computers except of
Microsoft Hyper-V discovery which is part of the Small Business
Edition.

4.5.1 Scanning VMware Environments

JDisc Discovery scans VMware environments and creates a list of VMware clusters,
the physical servers, virtual machines and managing vSphere installations.

Without any access credentials, JDisc Discovery uses the HTTP or HTTPS protocol in
order to identify VMware server installations. In that case, we can at least identify the
operating system version even though we don't get detailed hardware and software
information.

Once you provide access to the ESX(i) servers, JDisc Discovery uses the VMware API
to retrieve the hardware, software and virtual machine information. Using the VMware
API, JDisc Discovery can get hardware and operating system information for the ESX
servers and basic information (such as IP address, mac address and configured
operating system) for the virtual machines.

JDisc Discovery requires direct access to virtual machines in order
to get detailed hardware and software information. The VMware
API does not expose detailed information about the virtual
machine's software configuration.
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1 Discovery Configuration

Directory | Data Collection | Discovery Jobs | Protecals | Fiters | ssH Keys|
EEEEE its

3

[¥] Use default accounts from all platforms for unknown devices

Windows | HP-Ux | Orade Solaris | 16M ALX | Linux/Oradie VM | YMware ESK/VCenter | Gitrix XenServer | FreeBSD | Mac 05 X|

VMware ESX/VCenter Accounts

User name Password  Type Commenf t Aod

adrmiistrator @vsphere Jocal U] user
root V| rootfenzble

«
Total 2 Accounts | 0 Accounts selected

Mware ESX/VCenter S5H Public/Private Keys

Key name User name Key type Passphrase  Type Add

«
Total 0 SSH public/private keys | 0 55H publicjprivate keys selected

Figure: VMware Default Accounts

JDisc Discovery makes use of information that is stored within the vCenter installation.
The discovery process reads cluster, physcial server and virtual machine information
out of the vCenter installation. Direct access to the ESX servers is no longer required.
Vmware's vCenter is often installed on Windows computers. Simply enter the vCenter
access credentials into JDisc Discovery's default accounts in order to let JDisc
Discovery gather information from the vCenter installation.

JDisc Discovery can read information about clustering, physical
hosts and their virtual machines from the vSphere installation. Root
access to the physical ESX servers is not required!

4.5.2 Scanning Nutanix

Nutanix is a leading platform for hyperconverged infrastructure (HCI), designed to
simplify data center operations through software-defined architecture. It integrates
compute, storage, and virtualization resources into a single, scalable system,
eliminating the complexity of traditional multi-tier infrastructure.

At the core of Nutanix is the concept of clusters. A Nutanix cluster consists of multiple
physical hosts - commonly referred to as nodes -that are tightly integrated to form a
unified pool of resources. Each host runs a hypervisor and also includes a specialized
virtual machine known as the Controller VM (CVM). The CVM is responsible for
managing the local resources of its host and for participating in the distributed system
that spans the entire cluster. Together, these CVMs handle storage services, data
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replication, high availability, and resource optimization across the cluster, making the
infrastructure resilient and highly efficient.

To simplify management across multiple clusters, Nutanix offers Prism Central. This
centralized management solution enables IT administrators to monitor, configure, and
orchestrate all Nutanix clusters from a single user interface. Prism Central aggregates
data from various clusters, providing insights into performance, capacity planning, and
automation tasks. It serves as the control plane for managing virtual machines, storage,
and applications at scale, and it plays a key role in enabling advanced features like
analytics, reporting, and policy-based governance.

4.5.2.1 Creating A Nutanix Inventory

Scanning Nutanix environments with IP Scanner Product Inventory is based on
integrating with the Prism Central APIs. These APIs provide an overview of the Nutanix
infrastructure by exposing information about:

The clusters managed by the Prism Central instance
The physical hosts assigned to those clusters
The virtual machines running on those physical hosts

However, unlike the VMware APIs, the Nutanix Prism Central API has limitations when
it comes to detailed hardware-level information. It does not expose low-level hardware
attributes such as the physical host’s serial number or other BIOS-level details.

To retrieve a complete and accurate inventory of a Nutanix environment, it is necessary
to combine multiple data sources:

API access to the Prism Central instance to retrieve high-level information about
clusters, hosts, and Vms

SSH access to the physical hosts to query hardware-specific data directly from
the host operating system

SSH access to the CVMs to extract cluster-level and host-specific information
using Nutanix console commands

Only when all three data sources are accessible — Prism Central API, physical host
SSH, and CVM SSH - can a full and detailed inventory be generated. If any of these
access methods are missing, the inventory will be incomplete and certain hardware or
configuration details may not be available.

This architectural limitation is inherent to the Nutanix API design and must be
considered when planning the discovery of Nutanix infrastructure.

4.5.2.2 Configuring Nutanix Inventory

To ensure a comprehensive inventory of Nutanix environments in JDisc Discovery,
several configuration steps must be completed to provide the necessary access
credentials for all relevant components.

Start by entering the credentials for the physical hosts. These credentials are required
to connect via SSH and collect detailed hardware information that is not available
through the Nutanix APIs. You must provide:
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SSH login credentials (username and password or SSH key)
Either the sudo password for privilege escalation or direct root access

This step is essential to gather low-level data such as hardware serial numbers, BIOS
versions, and other platform-specific attributes.

Next, configure access to the Nutanix Prism Central installation:

e Open the discovery settings in JDisc Discovery

e Navigate to the Virtualization Manager tab

e Add a new entry for the Nutanix Prism Central server by providing the following:
o A descriptive name for identification
o The target address (hostname or IP address)
o Port number used for APl communication (typically 9440)
o APl access credentials (username and password)

]
Genersl Scope Directory Paas Vitusization Managers Dats Colection Discovery Xobs  Protocols | Fiters | SSHKeys
< Nutanix

Enter Nutanix Prism Elements or Prism Central credentials to enable JDisc Discovery to collect the list of dusters, hosts, and virtual machines.

Status Manager IP Address Hostname Fort Use Proxy Username ol

Name
[ JDisc Nutanix 192.158.178.233

D Change Nutanix AP| Endpoint X
Descrptive name 1Disc Nutanis| Test

Cluster, CYM or Prism Central address | 192.168. 178.233
Port 5440

[ Use Jnisc Discoery proxy settings when connecting to the virtusization manager

Enter credentials to access the virtuslization manager's API endpoint

Username admin

Total 1 virtualization manager | 1 virtualization manager selected

Ok Cancel

After saving the configuration, you can initiate a scan. When the IP address of the
Prism Central server is scanned, JDisc Discovery queries the Prism Central APl and
retrieves available information about:

e All clusters managed by the Prism Central instance
e Physical hosts assigned to those clusters
e Virtual machines running on the hosts

This setup enables a streamlined discovery process. However, keep in mind that API
access alone will not provide a complete hardware inventory. For the most accurate
and detailed results, combine the Prism Central APl with SSH access to the physical
hosts and the CVMs.

-79 -



4.5.2.3 Review Nutanix Inventory Results

After scanning a Nutanix environment, the discovered infrastructure can be reviewed
using the Virtualization Explorer in JDisc Discovery.

Open the Nutanix subtree in the Virtualization Explorer. The structure is similar to that

of a VMware vCenter environment, making it intuitive for users familiar with virtualized
infrastructures.

The hierarchy is organized as follows:

e At the top level, the Nutanix Prism Central installation is displayed as the root
element

e Underneath, all discovered clusters managed by this Prism Central instance are
listed

e Each cluster contains the associated physical servers (hosts)
e Within each host, the virtual machines (VMSs) running on that server are shown

This structured view allows for quick navigation and a clear understanding of how
resources are grouped and managed within the Nutanix infrastructure. It provides a
centralized and consistent way to explore virtual environments, supporting both
operational insight and documentation.

D Virtualization Environment

| 2|8|DHBNEG6-E|E0|9 ik

State Neme 1P Address Manufacturer Model Type
ninx-7be0sdes-a 192.168.178.230 AHV 20230302, 103053
ubuntu. itz box 192.168.178.20 Ubuntu 14.04.6 LTS

192.168.178.231 05 6.10.18
3 Rumning pe-tn 192.168.178.233 A0S pC.2024.2.0.10
] stopped

Total 5 d 0 d instances selected

4.6 Discovery Using Jumphost

There are cases, where you don't have direct access to a server. In many cases,
administrators use a dedicated so called jumphost to access the server. In order to

logon to the server, you connect first via SSH to the jumphost and then use the ssh
client to access the actual server.
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Firewall

Fi

Discovery Server

Remaote Network

Figure: Scan a device via Jumphost

Define a jumphost for a dedicated network or IP range. In order to scan a device within
this network or range, JDisc Discovery will connect to the jumphost first and then
connect to the final server.

JDisc Discovery will also make use of the jumphost to ping the target network because
ping to those protected networks is often blocked by a firewall.

There are two options on how to use the jumphost:
e try first a direct connection. If that fails, then use the jumphost.
e always use the jumphost.

Define a jumphost for an IP4 subnetwork or for an IP4 range from within the discovery
configuration dialog.

1 Discovery Configuration X
General Stope Directory Data Collection Discovery Jobs Protocols Topology Jobs Measurement Filters Cloud  55H Keys
Properties Device History IPv4Networks [pydRanges IPvEMetworks Devices Network Neighborhood Directory SMNMP  Accounts
Filter: Enable
[[] Case sensitive filter Ping all Protocols
Disable
means: use only ping to find active devices
#7] means: use all protocols to find active devices (significantly slower than pinging IPs)
= Add
Network Address Subnet Mask Name Jumphost # 1P Addresses
10.0.0.0 255.255.255.0 [ |srisazsaar frenss
[]192.188.178.0 255.255.255.0 Remove
R N it
Import
Expaort
< >
Total 2 networks | 1 network selected
Ok Cancel
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Figure: Jumphost Configuration

Click on the Jumphost button in order to define a jumphost for a specific IP4 network or
range. Configure the jumphost access credentials and the jumphost mode.

D Jump Host Configuration x

Explanation

Remote Metwork

Jump host mode iUse direct access first, then jumphost Test
Jump host 51.144.39.121

S5H port 22

(®) Username and password

(O) Username and S5H key

Login tirenz

Password |essssssssees

Ok Cancel

Figure: Jumphost Configuration Dialog

Use the Test button in order to test access to the jumphost.

4.7 Discover Cloud Environments

JDisc Discovery discovers cloud infrastructures for selected cloud provider.

4.7.1 Microsoft Azure

JDisc Discovery can gather information about Microsoft's Azure cloud. That includes
information about Office 365 deployments as well as virtual machines and database
services.

JDisc Discovery basically requires the following rights:
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e DeviceManagementManagedDevices.Read.All (Type Application) to read Intune managed
devices

e DeviceLocalCredential.Read.All (Type Application) in order to read the local

administrator password when devices use LAPS within Intune.

Directory.Read.All (Type Application) in order to read directory information

User.Read.All (Type Application) in order to read user information

AuditLog.Read.All (Type Application) in order to read last logon date of users

Furthermore, you need read access to each and every subscription that you would like to

read.

4.7.1.1 Preparation Within The Azure Portal

You need to create an application within the Azure portal in order to collect Microsoft
Azure information. Basically, you have to

e Register a new application
e Create a secret key

e Grant read access to users with the User.Read.All permission within the Microsoft
Graph API

e Grant read access to Azure Active Directory with the Directory.Read.All permission
within the Microsoft Graph API.

e Grant reader permissions to the individual subscriptions from the Access Control
(IAM) dialog for each subscription.

e Grant permissions to Intune by adding the permission
DeviceManagementManagedDevices.Read.All permission within the Microsoft
Graph API

Follow the steps below to create an application with the required permissions:
e Connect to the Azure portal

e Open Azure Active Directory > App Registrations

e Click on New application registration

e Enter a name (e.g. JDisc Discovery)

e Enter https://localhost as Sign-on URL

e Once the application is created copy the Application ID to a Notepad window
e Now, we need to configure the api secret and the permissions

e In the application properties click on the Settings button

e Then click in the right menu on Keys

e Enter a new description for the key and a duration

e Once itis saved, copy the key secret to your notepad. The key secret is only visible
once. If you don't have the key secret anymore, then you need to delete the key
and create a new one
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https://localhost/

e Within the application settings click on the Required permissions item
e Click on Add and then select the Microsoft Graph API.

e Select Application Permissions and select the item Read Directory Data
(Directory.Read.All)

e Select Application Permissions and select the item Read Domain Data
(Domain.Read.All)

e Select Application Permission and select the item Read all users' full profiles
(User.Read.All)

e In addition add the permission Read Microsoft Intune Devices
(DeviceManagementManagedDevices.ReadAll) when you are using Microsoft
lontune.

e Click on Grant admin consent for <directory name>

e Finally, you need to grant read access to every subscription that you would like to
discover:

e Open your subscriptions (e.g. from the Cost Management + Billing
e Select the desired subscription.

e Now select the item Access Control (IAM) in the left hand menu

e Click on Add a role assignment

e Select the role reader

e Inthe Select input field enter the name for the registered application, select the
application and save your settings.

4.7.1.2 Configuration Within JDisc Discovery

Configure Microsoft Azure cloud access within JDisc Discovery once you have
completed the preparation steps from the previous chapter. You will need:

e The so called tenant id. The tenant id might also be called directory id
e The application id
e The key secret

You can get the tenant id from the Azure portal within the Active Directory/Properties
tab. The application id and the key secret is available from the your steps when you
registered the application.

Enter the Azure cloud information in the configuration dialog.
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D

General | Scope Directory Data Collection DiscoveryJobs Protocols Topology Jobs Measurement Filters Cloud  SSHKeye
Azure
Mame Tenant D Application ID Add
Change
Remove
Test
1) Add new Azure API Key x
Name Tom's MSDN Cloud|
Tenant ID 61305a50-19c2-4d 4b-8f8e-766232e6b4fc
Application ID | 40bba1df-0b59-4854-9f 1e-4658d27ae 72
Key Searet
Ok Cancel

Total @ api keys | 0 api keys selected

ok Cancel

Figure: Add access credentials for an Azure cloud directory

You might enter access credentials to more than one Azure cloud
directory!

Define for each discovery job whether cloud information should be updated within this
job or not.

1) Discovery Configuration X

General Scope Directory Data Collection Discovery Jobs Protocols Topology Jobs Measurement Filters Cloud SSH Keys

Name
Properties Setings  Schedule

Directary

Synchror
Sy
Synchre
Synchr «computer accounts

Synchronize networks

Cloud Senvices
Synchronize doud senices
Device Discover y

[[] Discover devices onlyence within 7|3 |dayls)

ok Cancel

Figure: Enable Cloud Synchronization for a Discovery Job
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Not every discovery job needs to update the cloud information. In
some cases, a separate job which updates the cloud information on
a daily or weekly base might be sufficient!

Check the cloud discovery state from within the cloud status tab once the discovery job
has started.

D) JDisc Discovery [Professional Edition] - THOMAS TRENZ connected to localhost - o x

1y Devices Software Cloud Networking Measurement Users Maps Documents Troubleshooting Administration SHI  Help

Discovery is currently running A\ Checkouthow
Getting network interfaces &L bimpore the data qualit

Devices Ping Network Neighborhood  Directory Cloud | Topology Jebs Device History Discovery Jobs Measurement Data Quality Database

Status Rumning
Currentactivity Seanning Azure - Tom's MSDN Cloud

Name Discovery Job Name Tipe Last message Percentage

s Tom's MSDN Cloud Discover al 1] Azure Discover Office 365 Cloud
0 IDisc Azure Cloud Discover al 1 Azure Waiting..

Figure: Cloud Discovery Status
4.7.1.3 Checking Azure Cloud Results

The Microsoft Azure discovery performs two major tasks:
e it reads Office 365 subscriptions

e for each subscription, JDisc Discovery gets the list of subscribed services (e.g.
database services, virtual machines)

Review the list of Office 365 subscriptions from the report Cloud » Office 365 » Office
365 Subscriptions. Open the report Cloud » Office 365 » Office 365 User Subscriptions
in order to list of Azure directory users together with their Office 365 subscriptions.

The Cloud Explorer which is available through Cloud » Cloud Explorer organizes the
cloud information in a tree. The top level item defines the Cloud technology, the next
level determines the tenant (the owner of the cloud). Below the tenant there is
information about the Office 365 subscriptions as well as the Azure subscritpions and
their assigned resource groups and resources.
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1 Cloud Explorer

2| -=-2(8hB0|G|E|~E|9k

00QQ Filter:

B /A Aare
=i+ | Default Directory

state Name Ip Address Manufacturer Model
10014
100,45

Type

HyperV Instance

HyperV Instance

100.16 HyperV Instance

asewindowsnet  40.68.37.158 Micosoft Micosoft.Sal Cloud Service
191 Microsoft Microsoft.DBforPostaresQL Cloud Senice

[_] Deallocated Windows
3 Rumning Jiscsdl
[ Running P10,

*- [] Office 365 Subsariptions
) Office 365 User Subscriptions

<
Total 5 devices | 0 devices selected

Figure: The Cloud Explorer

4.7.2 Amazon AWS

JDisc Discovery can gather information about Amazon's AWS cloud. That includes
information about virtual machines.

4.7.2.1 Preparation Within The AWS Portal

You need to create an application API key and an API key secret within the Amazon
AWS portal in order to collect cloud information:

e Open the IAM service within your AWS portal.
e Goto the users
e Create a new user and select the Security credentials tab.

e Within this tab use the button Create access key and remember the Access key ID
and the Secret access key.

The Secret access key is displayed only during the key creation

and cannot be recovered afterwards. So make sure to take a note
of the key.

4.7.2.2 AWS Permissions Required For Cloud Discovery

To enable JDisc Discovery to collect information from your AWS environment, the IAM
user or role configured in the Cloud Account settings must have read-only permissions
to access specific AWS services. These permissions allow JDisc to retrieve metadata
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from resources such as RDS instances, S3 Buckets, Elastic Load Balancers and EC2
instances without modifying or creating anything in your AWS account.

At minimum, the following AWS API permissions, must be included in the IAM policy:
e RDS: rds:DescribeDBInstances, rds:DescribeDBClusters, rds:ListTagsForResource

e S3: s3:ListAlIMyBuckets, s3:GetBucketLocation, s3:GetBucketTagging,
s3:ListBucket

e Load Balancer: elasticloadbalancing:DescribeLoadBalancers,
elasticloadbalancing:DescribeTags, elasticloadbalancing:DescribeTargetGroups

e EC2 (for target groups): ec2:Describelnstances, ec2:DescribeTags

These can be attached to a custom IAM policy and assign it to the role or user used in
JDisc Discovery. We recommend applying the principle of least privilege to maintain
security while enabling full discovery functionality.

Figure: Amazon AWS Policies
4.7.2.3 Checking Amazon AWS Cloud Results
JDisc Discovery checks all AWS regions and collects all virtual machine resources

assigned to the region together with the resource groups. Furthermore, it discovers all
tags attached to a VM and stores them within the custom attribute section.

D Cloud Explerer - o x
@le=2|8hRR0|0|sE9dkER

©0Qa Filter:
[] Case sensitive filter

B /4 Azure
E- 3% Amazon AWS
= Ll idisc (076232821529)
i-({) Us East (Ohio) (us

State Name 1P Address Manufacturer Model Type o
[ Stopped €c2-35-156-236-69.eu-central-L.compu., . 35.156.236.69 Amazon t2micro Xen Instance Ub
[~ Stopped Tom's test 1 172.31.43.43 Amazon t2micro en Instance

Total 2 devices | 0 dewices sel lected

Close.
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Figure: Amazon AWS Results

4.7.3 Google Cloud Platform

JDisc Discovery can gather information about the Google Cloud Platform. That includes
information about the cloud structure (folders, projects, regions, and zone) as well as
information about the hosted virtual machines.

4.7.3.1 Preparation Within The Google Cloud Platform

First, enable the required APIs for your projects:
e Compute Engine API
e Cloud Resource Manager API

Create a Service Account within the API section. The service account requires the
following permissions on the organization and the projects:

e Browser
e Viewer
Finally, create a Key for the service user. Use the JSON format when creating the key.

4.7.3.2 Configuration Within JDisc Discovery

Open the discovery configuration and select the Google Cloud Platform tab within the
Cloud section.

Click on add and provide the following information:
e name: Choose a name for this connection

e domain name/directory customer id: provide the google domain name or the
directory customer id

e api key: Past the JSON key created in the Google Cloud Platform configuration.
Use the Test button in order to test your configuration.

4.7.3.3 Review Google Cloud Platform Scan Results

After a successful scan review your cloud information using the Cloud Explorer.
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Cloud Expl o X
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20QQ Fiter:
[] Case sensitive filter
/A Azure
,) gmazlmc’l‘“‘: Lk State Name 1P Address Manufacturer Model Type osw
S oogle Cloud Platform
5- [l jdisc.com " Running scantest 10.156.0.58 Google e2-miao GCP Instance
‘B devs Stopped instance-1 10.182.0.2 Google e2-micro GCP Instance
devs-germany ] Stopped jdisc-scanner 10.156.15.214 Google e2-medium GCP Instance
=) ) My First Project
3 g
us-westd-b
- (@ europe-west3
devs-greece
13 My Project
13 Test
3 1Disc Test Project
3 IDisc Blog
§2) My First Project
§2) Daddel Project
Cisco Meraki
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< >
Total 3 devices | 0 devices selected
Close

Figure: Google Cloud Platform Scan

4.7.4 Cisco Meraki

JDisc Discovery can gather information about the Cisco Meraki cloud. That includes
information about the managed network devices, organizations and networks.

4.7.4.1 Preparation Within The Cisco Meraki Portal

You need to create an application API key within your Meraki portal. Configure this
account within the Cloud configuration tab.
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General Scope Directory DataCollection DiscoveryJobs Protocols Topology Jobs Filters Cloud  ssHKeys
Azure  Amazon AWS Cisco Meraki

Timeout 120 | 3|second(s)

Name Add
Chan
Remove
1) Add new Cisco Meraki API Key X
Test
Name Di
AFLKey oeesssecns
ok Cancel

Total O api keys | 0 api keys selected

Ok Cancel

Figure: Configure the API key for the Cisco Meraki Discovery
4.7.4.2 Checking Cisco Meraki Cloud Results

Cisco Meraki devices can be scanned directly via SNMP or via the cloud using Meraki's
REST API. The REST API gets information that is not available via the SNMP protocol
such as serial numbers for access points, assigned organizations or Meraki networks.

D Cloud Explorer - [m] x
B|-=2|8DDD|6|6|aE|0 kR
e Q@ Filter:
[] Case sensitive filter
A Az
& h 2m . A‘"f Name 1P Address Manufacturer Model Type Serial Nut
i5co Meral
S [ Disc IDISC-TEST-40G-01 Cisco Systems M5225-48FP Swiitch
5)- 5 Merak JDisc Cloud IDISC-TEST-40G-02 Cisco Systems MS225-48FP Switch
0. Tesmetwork JDISC-TEST-AP-01 Cisco Systems MR33 Access Paint
+- ., Datacenter Stuttgart IDISC-TEST-AP-02 Cisco Systems MR33 Access Point
-\, Datacenter Berlin JIDISC-TEST-AP-03 Cisco Systems MR33 Access Point
-, Datacenter Hamburg JDISC-TEST-AP-04 Gisco Systems MR33 Access Paint
-, Datacenter Paris JDISC-TEST-AP-05 Cisco Systems MR33 Access Paint
-2\, Datacenter London IDISC-TEST-AP-06 Cisco Systems MR33 Access Point
D tecenter Madnid IDISC-TEST-£G-01 Cisco Systems MS225-48FP Swiitch
IDISC-TEST-£G-02 Cisco Systems MS225-48FF Switch
< 3
Total 10 devices | 0 devices selected
Close

Figure: Meraki Discovery Results

-91 -



4.8 Discover Users And User Groups

JDisc Discovery discovers local user and user groups from computers and global users
and user groups from Microsoft Active Directory. Moreover JDisc Discovery also
gathers additional user and user group information including group members.

User and user group discovery is enabled by default. Two settings allow to to enable or
disable the discovery of users and user groups.

Most reports that display users and user groups provide buttons on the right pane.
These buttons simplify the navigation from user groups to their members or displaying
effective permissions when the Security add-on is installed and licensed.

JDisc Discovery Discovers users, user groups and user group
membership from computers and Microsoft Active Directory.

4.8.1 Discover Local Users And User Groups

JDisc Discovery discovers local users and user groups for Windows and Unix
computers. The discovery f local users and user groups is enabled by default and can
be disabled from the discovery settings in the Data Collection tab.

D Discovery Configuration L'th

| General | Scope | Direcbory‘_;é:[é Discovery Jobs_i_Promco\s | Topology Jobs Filters S5H Keys.;_

[ standard Custom | File Collection |
User | User Groups
| Discover user groups
|| Discover users
[#] Delete users from logged on user history when not logged on for 30 2= day(s)
[7] Detect remote connections via RDP, 55H or telnet
[ Create new devices for user connections from remote devices &)

|| Discover remote dients

Figure: User / User Group Data Collection Settings

4.8.2 Discover Active Directory Users And User Groups

When Microsoft Active Directory access has been configured (refer to chapter 4.1 for
more details), JDisc Discovery discovers all users and user groups that exist in Active
Directory. Furthermore, JDisc Discovery assigns all users and user groups to their
respective directory object and builds the user group membership of all users and user
groups.

To discover Active Direcory users, user groups and user group membership, the
synchronize users and synchronize user groups options must be enabled in the
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Discovery Jobs directory tab.

-
1D Discovery Configuration

| General I Scope I Directory | Data Collection ‘ Discovery Jobs | Protocols | Topology Jobs I Filters I S5H Keys

Discovery Name

| Properties I | Directory | Schadulel

Synchronize directories
Synchronize users
Synchronize user groups

Synchronize netwarks

Figure: Directory Synchronization Settings

4.8.3 The User Group Browser

JDisc Discovery's user group browser displays the group hierarchy in a tree view. A
report in the main area shows all users and user groups that belong to the selected

group in the tree.

1D User Group rowser

B[-~=28DL/BD0(W 6|

Fiter:
[ Case sensitve fiter

© © Q @ | FIRearsive wserlist

DISC\Alowed RODC Password Replcation Group

t =
g oy ol User Name Logn Stats UserGroup Count Canonical Name. Distinguished Name Userld
- DISC\Deried RODC Password Replcation Group () KariNagp. DISCIARL NAPP 101 Dol 51.521.3914981214 36492245-3201...
- IDISC\Group Policy Creator Onners (%)

IDISC\pomain Controlers

IDISC\Enterprise Admins (%)
IDISC\Cert Publhers
IDISC\Read-only Domain Controlers
IDISC\evelopment (%
IDISC\Discovery Management
JDISC\nsadmins
IDISC\nsUpdateProxy
IDISC\Domain Computers
DISC\poman Guests
JDISC\Domai Users
DISC\Enterprise Read-only Domain Controllers
IDISC\Exchange Servers
5 IDISC\Exchange Windows Permissions
IDISC\Exchange Trusted Subsystem
IDISC\Exchangel egacyInterop
-JDISC\Group2
JDISC\Help Desk
JDISC\Hygene Management
S JDISC\ayer 1Group
E5-DDISCLayer2 Group
£-DDISCLayer3eroup
& DISC\Layer2 Grow
IDISC\Organization Management (*)
IDISC\parentGroup ()
DISCSaes ()
JDISCarketing (%)
IDISCIpubic Folder Management
IDISCIRAS and 14S Servers:
DISCIRA_AlowAddinAccess (%)
DISCIRA_AlonComputerAccess (%)
IDISCIRA AowDashboardAccess ()
DISCIRA AlonHomePageLinks (%)
DISCIRA_AlowNetworkalertAccess (%)
IDISCIRA_AlonRemoteAccess (%)

DISC\View-Only Organization Management
JDISC\WsSUsers (
IDISC\WinRMRemoteWMIUsers_

Tota Tuser

Figure: User Group Browser
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4.8.4 User Report

Open the Users » Users menu item to display global Active Directory users.

D AllUsers [ESE ==

eI NEEICIEIE

Fiter:
[ Case sensitve fiter

| User Name. . Login Status. User Group Count  Canonical Name Distinguished Name: User Id x
DIsCIADMIN 12 JDISC localUsers/Admn ‘CN=Adimin,CN=Users,DC=DISC,0Cocal 5-1-521-391498 1214-36452245-3201528148-1111

|Administrator DISCIADMINISTRATOR 4 JISC. Q=Users, DC=1DISC,DCocal 5-1-5-21-391498 1214-36452245-3201528148-500

Discovery Search Maibox DISCISM BE452129885645€09 0 JIsC. 5
o 0 JISC. ,0C=01SC,0C =ocal 5+1-5-21-3914981214-36492245-3201528149-6116 =

(Guest 0ISC\GUEST 0 DISC JocalUsers/Guest ‘CN=Guest,CN=Users, 0C=IDISC,DC =local 511-6-21-3914981214-36492245-3201528148-501 ! 4
ISCISM_ 0 JDISC.
DISCISM ¢ 0 JISC.
DISCISM F 0 JDISC. .. |

Kari Napp DISCKARL NAPP. 1 2DI5C.local/UsersKarl Napp. ‘ON=Karl Napp, Qi =Users, 0C=TDISC,0C ocal 5-1-5-21-3914981214-36452245-3201528148-1124

labtgt DISCYRETGT 1 2D15ClocallUsersabtgt =rbtgt, CN=Users,DC=IDISC,0C =local 21-3914981214-36492245-3201528148-502

Microsoft Exchange: DISCISM_AES3AIFDADFD48848 0 Jisc. (CN=Users,DC=1D.

Mcrosoft Exchange JDISC\SM_63730237CF 42683 0 o1 N=Users,DC=.

Microsoft Exchange Approval Assistant DISCSM_FEBSB0ASEDBF460F9 0 JISC.

IMicrosoft Exchange Federation Maibox DISCISM_F7B45DADCDS 3024 0 JISC. .

Microsoft Exchange Migration DISCISM_773837700°6140979 0 JDIsC. - Ci=igration. ,0C=: t

Share st Tester DISC\SHARETESTER 0 JDISC local/Germany/Development/Share st. Tester  Ch=Share st, Tester,OU=Development,OU=Germany, OC = DISC,OC =local 149981214-36492245-3201528198-6113¢
DISCYESTER 0JISC. CN=test tester, DC=DISC,0C=local 14581214-36492245-320 15281961125

Thomas Trenz DISCITTRENZ 9 JDISC Jocal Users/Thomas Trenz i=Thomas Trenz, CN=Users, DC =3DISC,0C =bocal 14581214-36432245-320 15281461112

Thoms tt, Trenz DISCYTHOMAS TRENZ 0 2DISC localfGermany/Development/Thomas tt. Trenz - CN=Thomas t. e ol

Total 15 users | 0 sers selected

E==n

Figure: User Report

Use the buttons on the right side to display the user groups of which the user is a
member.

4.8.5 User Group Report

Open the Users » User Groups menu item in to display allglobal Active Directory users
groups.
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D Al User Groups ==

o 21 d

0 0 JDISC JocalUsers/Domain Computers.

0 0 JDISC Jocal/Users/Domain Controlers.
0o

featur...

Figure: User Group Report

Use the buttons on the right side to display member users and user groups.

The user report does not display local user groups but only global
Active Directory user groups.

4.9 Discover Databases

JDisc Discovery detects database installations together with the list of running
instances, databases, its sizes and tables for a variety of database products.

The database discovery is split into two phases. Within the first phase, we are going to
identify the database installations by looking at processes, installed applications or the
Windows registry.

Once, we have determined the database installations and the ports that the instances
are running on, we connect via JDBC to the database and determine information about
the database itself. We collect information about its size, the schemas and tables
defined within the database.

4.9.1 Configure Database Accounts

As for scanning devices, we need access credentials in order to connect to a database
instance. Open the Discovery Configuration dialog and select the Accounts tab within
the Scope. There, you can define default accounts for the currently supported
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databases. Note that JDisc Discovery uses the database's JDBC driver to connect to
the database.

If the connection succeeds, then we remember the username and password of the last
success. This avoids to test the whole default list for each and every scan. The
discovery will be faster and security logs shorter.

Database instances can be scanned without direct access to the
database while more detailed information such as database size,
schemas and tables requires database access via JDBC.

The database discovery requires to leave the process discovery
enabled because some databases can only be identified based on
their processes.

1 Discovery Configuration

L
Directory | Data Collection | Discovery Jobs | Protocois | Fiters | S5H Keys)|
(Ycompen: |

Properties | 1Pv4 Netnorks | PPv4Ranges | IPu6 Networks | Network Directory | SNMP | Accaunts

Use default accounts from al platforms for unknown devices

Clients & Servers | Datbase

18M D2 | MariabB | Microsoft SQL Server | My5QL | Orace Database || Postares Database | 5AP MaxDB | Sybase Database]|

Postgres Database Accounts

User name Password  Commen t Add
postares.

Total 1 Account | 0 Accounts selected

Figure: Configure Default Database Accounts

The default accounts will be used to connect to a database for the given database
system.

4.9.2 Review Database Discovery Results

JDisc Discovery assigns the discovered database information to the corresponding
devices. Database information is available from within the device details dialog.
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1 Device Details for ‘tom-laptop3.fritz.box’ N (=D e
#-~z[ab/8Dle/c/-m ¥

General | Networkng | Hardware | Firmware | Software | User | virtuslization | Custom Attributes | Roles | Groups [ Analyze|

| Applcations [ Application Instances | Database | patches | Services [ Drivers | Executables | Processes | windows Features | Certificates [ luster Services

0eeQAq Filter:

-] MariaDB [10.1.21] B

5125 i lprogram files mariscb 0. \data - 33

T3 mysql E
test

] tve fiter

DETEME’ DB Table Size DB Table Max Size DB Table Row Count
:::::: 13 80.00KB
T Microsoft SQL Server 2005 Express Edition [ 16.00KB
7] MySQL Community Server [5.7.17] ‘aceaccessmasho. . 16.00 KB
] PostgresqL [9.2.4] aceflagslookup 16.00 KB
B-C] P 5.3.3] ‘application 5765.00KB
128.00 KB
48.00 KB
16.00 KB
32.00KB
48.00 KB
40.00 KB
272.00 KB
16.00 KB

56.00 KB
64.00K8
176.00 KB
El r 88.00K8
=] applicationinstanceport [40.( cluster 48,00 KB
| applcationoperatingsystemn clusterdevicerelat... 16.00K8
| attrbutetvoelookun 116.00k ™ | | |dusterservice 40.00KB o
v

Total 240 databases | 0 databases selected

Figure: Database Details

JDisc Discovery offers a tree version for the database report and a flat version which
lists all database information in one single table.

4.9.3 Discover Oracle Database Instances

JDisc Discovery discovers Oracle database instances on Unix and Windows operating
systems and stores them as application instances of type '‘Database’.

4.9.3.1 Discover Oracle Instances On Unix Computers
JDisc Discovery requires remote login to discover Oracle database instances. Make

sure you have enabled remote login for the desired platform and have entered access
credentials. Root access is required to query all Oracle database instances.

Root access is required to query all Oracle database instances.

4.9.3.2 Discover Oracle Instances On Windows Computers

JDisc Discovery requires

e Windows Remote Login
e WMI

e SMB

protocols to collect Oracle database instances. Make sure you have enabled these
protocols and entered access credentials.

4.9.3.3 Oracle Multitenant Databases From Version 12¢

Since Oracle Database version 12c Release 1, oracle introduced the concept of
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multitenant architecture which enables an Oracle database to function as a multitent
container database (CDB).

In order to be able to scan Oracle multitenant databases in JDisc Discovery, you need
to add 'sys as dba' account to JDisc Discovery in configuration under Scope > Accounts
> Database > Oracle Database.

"
D Device Details for IntegrityVM-4' =RACE X
: 2 | = [ | & 5
# =-=280H80 M G| E
| General I MNetworking I Hardware I Firmware |§50&‘NBFE | User I Connections I Virtual Computers I Custom Attributes I Roles I Groups | .&nalyze|
| Operating System | Applicationsl Application Instances | Patches I Services I Drivers I Executables I Processes I Cluster Serwcesl
Filter:
[ Case sensitive filter
=
Instance Name Instance Type Application Version Manufacturer Path
customers Database Oracle Database 10g  10.2.0.1 Oracle foptforade fproduct/10.2.0.1
| 1 r
Total 1 application instance | 0 application instances selected

Figure: Database Instances

Administrative remote login, WMI and SMB is required to collect
Oracle database instances.

4.9.4 Discover Oracle MySQL Database Instances

JDisc Discovery discovers Oracle MySQL database instances on Unix and Windows
operating systems and stores them as application instances of type 'Database’.

4.9.5 Discover IBM DB2 Database Instances

JDisc Discovery discovers IBM DB2 database instances on Unix and Windows
operating systems and stores them as application instances of type '‘Database’.
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4.9.5.1 Discover IBM DB2 Instances On Unix Computers

JDisc Discovery requires remote login to query DB2 database instances. Make sure
you have enabled remote login for the desired platform and have entered access
credentials.

Root access is required to query all DB2 database instances.

4.9.5.2 Discover IBM DB2 Instances On Windows Computers

JDisc Discovery requires

e Windows Remote Login
e WMI

e SMB (authenticated)

protocols to collect IBM DB2 database instances. Make sure you have enabled these
protocols and entered access credentials.

Administrative remote login, WMI and SMB is required to collect
IBM DB2 database instances.

4.9.6 Discover Microsoft SQL Server Instances

JDisc Discovery discovers SQL Server database instances and stores them as
application instances of type 'Database’.

JDisc Discovery requires
e SMB (authenticated)
e WMI

to collect Microsoft SQL Server instances. Make sure you have enabled these protocols
and have entered access credentials.

SMB or WMI access is required to collect Microsoft SQL server
instances.

4.9.7 Discover Postgres Database Instances

JDisc Discovery discovers Postgres database instances on Unix and Windows and
stores them as application instances of type 'Database’.
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4.9.7.1 Discover Postgres Instances On Unix Computers

JDisc Discovery requires remote login to query Postgres database instances. Make
sure you have enabled remote login for the desired platform and have entered access
credentials. Root access is required to query all Postgres database instances.

Root access is required to query all Postgres database instances.

4.9.7.2 Discover Postgres Instances On Windows Computers

JDisc Discovery requires

e Windows Remote Login
e WMI

e SMB

protocols to discover Postgres database instances. Make sure you have enabled these
protocols and entered the required access credentials.

Administrative remote login, WMI, SMB access is required to
discover Postgres database instances.

4.9.8 Discover Sybase Database Instances

JDisc Discovery discovers Sybase database instances on Unix and Windows
computers and stores them as application instances of type 'Database’.

4.9.8.1 Discover Sybase Instances On Unix Computers

JDisc Discovery requires remote login to discover Sybase database instances. Make
sure you have enabled remote login for the desired platform and have entered access
credentials.

4.9.8.2 Discover Sybase Instances On Windows Computers
JDisc Discovery requires SMB or WMI to query Sybase database instances. Make sure

you have enabled at least one of those protocols and that you have entered access
credentials.

4.10 Running Oracle LMS Scripts

JDisc Discovery can run Oracle's LMS scripts in order to help collecting the data when
audited by Oracle. Oracle usually provides the LMS scripts within a ZIP package. The
ZIP package includes some documentation and the Unix shell and Windows command
scripts.
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JDisc Discovery cannot prepackage Oracle's scripts because of Oracle's licensing
terms. However, if you are audited by Oracle, then you are entitled to receive the
scripts. Once you receive the scripts, you can integrate the scripts into JDisc Discovery.
JDisc Discovery will then copy the scripts to a target machine that has an Oracle
database installed, runs the scripts and collects the output files as custom attributes
within our database.

4.10.1 Import Oracle LMS Scripts Into JDisc Discovery

Copy the Oracle LMS scripts to your JDisc Discovery server. Then open the
configuration dialog and navigate to Data Collection » Database in order to import the
Oracle LMS scripts into JDisc Discovery. First enable the Oracle LMS collection by
selecting the checkbox Run Oracle LMS scripts. Then click on the Browse button and
select the Oracle LMS zip file.

JDisc Discovery is now prepared to run Oracle's LMS scripts.

1 Discovery Configuration x
General Scope Directory |Data Collection] Discovery Jobs Protocols Topology Jobs Measurement Filters Cloud SSH Keys
Standard Networking Virtualization Exchange Server Database Support Entitlements Custom File Collection
Settings
Discover database details

Discover schemas within database
Discover tables within schema

Timeout
IBM DB2 database connect timeout 10[% seconds
Informix database connect timeout 10/% seconds
Microsoft SQL Server database connect timeout | 10/% seconds
MongoDB connect timeout 10 seconds
MySQL/MariaDB database connect timeout 10[% seconds
Oradle database connect timeout 10 seconds
Postgres connect timeout 10[%seconds
SAP MaxDB connect timeout 10 seconds
Sybase connect timeout 10} seconds
Oracle LMS

IDisc Discovery can deploy and run Oracle’s LMS scripts.

Configure the Oracle LMS ZIP location and enable Oracle LMS.

IDisc Discovery will then run Oracle’s scripts and capture the output within custom attributes.
[JRun Oracle LMS scripts

ZIP file location (must be on the discovery server) Browse

Ok Cancel

Figure: Configuring Oracle LMS Data Collection

4.10.2 Review The Results

You find the output for the Oracle LMS collection within our custom attribute section
once a server with an Oracle database installation has been scanned.

Figure: Oracle LMS Results
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As a result of an Oracle LMS script execution, you get a hierarchy of folder below the
Oracle LMS root folder. The folder structure below is that we create a new folder for
each result ZIP file that comes from the LMS scripts. Then, we create the exact same
folder structure as it is within the result ZIP files from Oracle's scripts.

4.10.3 Bulk Export

When the Oracle LMS data has been imported into JDisc Discovery's database, then
you can select any number of devices and use the context menu Oracle LMS » Export
Oracle LMS Data. The export creates a ZIP file with a folder for each device. Each
device folder contains all files collected for this particular device.

4.11 JEE Server Discovery

JDisc Discovery detects the most common Java Enterprise Edition (JEE) application
server. In addition to finding the application server software installation, JDisc Discovery
also discovers all deployed JEE applications. JEE applications are represented as
application instances in JDisc Discovery's reports.

4.11.1 IBM WebSphere

JDisc Discovery requires remote login access on Unix and Windows systems to
discover IBM WebSphere installations (starting with WS 7.0).

4.11.2 Oracle WebLogic

JDisc Discovery requires remote login access on Unix and Windows to discover Oracle
WebLogic installations. On Unix, root access is required due to restrictive permissions
configured by Oracle's installer program.

4.11.3 JBoss

JDisc Discovery requires remote login access on Unix and Windows to discover JBoss
installations.
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4.12 Using Password Managers

JDisc Discovery can use password managers to obtain the current username and
password for a specific device during the scan process.

4.12.1 Paswordstate

Clickstudios' password manager Passwordstate offers a wide range of functionality to
manage your passwords, rotate passwords on defined intervals.

4.12.1.1 Prepare Passwordstate Server

In order to obtain data from the Passwordstate solution via its API, you need to define
API keys. There are two kind of API keys:

Systemwide API Keys

There can only be one systemwide API key in Passwordstate. With this API key,
users can obtain data from all shared password lists.

API Keys for single Password Lists
API keys for single password lists can be defined when you would like to grant
access only to this particular password list.

4.12.1.2 JDisc Discovery Configuration Steps

In order to configure access to the Passwordstate solution, you need to have the
following information:

« The Passwordstate's server name (e.g. passwordstate.testcompany.com)
The port that the API is reachable on (usually 443)
- Asystemwide API key or a list API key together with the numeric list id.

When configuring access to a single Password list then you need
the API key for the list and the internal list id from Passwordstate.
The list ids are hidden by default. Enable displaying the list id by
using the List Administrator Actions... within the list properties and
choose the option Toggle Visibility of WEB API IDs.

Once you have this information, you can add a Passwordstate connection in JDisc
Discovery's user interface via Administration » Password Managers » Passwordstate.

Figure: Configure Passwordstate Connections

The menu item opens a new dialog with the list of currently configured connections.
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Add a new connection via the Add button.

Figure: Add a systemwide Connection

Once, you have added the new connection, you can use the Test button to check
whether the connection works or not.

Choose the credentials you would like to use within the discovery when the connection
to the Thycotic SecretServer has been established.

Choose Accounts from the Passwordstate Password Manager

4.12.2 Thycotic SecretServer

Thycotic's SecretServer is a password management product which is frequently used
by companies to manage their credentials in a secure way.

4.12.2.1 Prepare Thycotic SecretServer

In order to use the Thycotic's REST API, you will need to define a user with a username
and password which has the permissions for APl access. Follow the Thycotic
instructions on how to achieve this.

4.12.2.2 JDisc Discovery Configuration Steps

Once the Thycotic SecretServer is properly configured, you can add the Thycotic
SecretServer connection to JDisc Discovery.

Open the Thycotic SecretServer connection management dialog via Administration »
Password Managers » Thycotic.

D JDisc Discovery [Professional Edition] - THOMAS TRENZ connected to localhost — [u} X
File Discovery Devices Software Cloud Networking Measurement Users Maps Documents Troubleshooting Administration SHI Help
2 #” User Management...

Discovery Status ¢~ Change Master User...
Status Database ?

e ¥ /' Password Managers > € CyberAk 1

< n ti
=N/ (4 Manage Mail Accounts... ]| Thycoic

& Manage Scheduled Mail Report Jobs...

Devices Ping Network Neighborhood Directory Cloud Device History Discovery Jobs Measurement Data Quality Databz

B Manage Storage Locations...
Concurrent device discoveries 0 of 10
Average duration J Manage Scheduled Report Export Jobs...
Discovery jobs 0 of 0 pending
Manually triggered 0 pending Start Application
Devices in database 0 &

Start Application - Reporting Mode

Device Name Type Duration Progress L =) Stop Application

Figure: Configure Thycotic Secret Server Connections
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This menu item opens a new dialog which allows users to manage your Thycotic
SecretServer connections.

Figure: Add a new Thycotic SecretServer Account

Choose the credentials you would like to use within the discovery when the connection
to the Thycotic SecretServer has been established.

JD piscovery Configuration
General Scope Directory Data Collection Discovery Jobs Protocols Filters Cloud SSHKeys
| BB D add new windows Account
| Account
(O Use loginjpassword (@) Use password manager

Managed Passwords

undefined - dick to modify

Comment

" s IPv6Networks Devices NetworkNeighborhood Directory SNMP Accounts

devices
Interconnect Devices HTTP(S) Support Entitiement
Drade VM VMware ESX/VCenter Citrix XenServer FreeBSD Mac OS X

|you cannot configure the Windows domain or Active Directory. There is a risk of accounts being blocked and intrusion

D Password Managers

Select the desired account.

- Password Managers
- € CyberArk
= () Thycotic SecretServer
- () Test
=} Personal Folders
=] thomas. trenz@jdisc.com

‘est Machine Accounts

Filter:
[] Case sensitive filter

Name Type
Unix Account (S5H)

Windows Account

Default account
Lokaler account

Total 0 Thycotic SecretServer credentials | 0 Thycotic SecretServer credentials selected

Ok Cancel

Cancel

Figure: Choose Credentials

JDisc Discovery will query the Thycotic SecretServer for the current login and password
when the credentials are needed for the device scan. JDisc Discovery does not store
the username or passwords in its database!

4.12.3 CyberArk

CyberArk is a password management application which is frequently used to store and
manage access credentials for devices or domains. In order to use the CyberArk
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password manager, you need to prepare the CyberArk server and configure access for
the JDisc Discovery solution.

4.12.3.1 Prepare CyberArk

Follow the steps below in order to provide access to the credentials stored within
CyberArk.

Step 1: Define an Application ID

To define the application, define it manually through the CyberArk Password Vault Web
Access (PVWA) interface:

e Log in as user allowed to manage applications (it requires Manage Users
authorization)

e In the Applications tab, click Add Application. The Add Application page appears.
There is no special requirement for the APPID name. Specify the following information:

e inthe Name box, specify the unique name (ID) of the application. The
recommended Application ID for this integration is:APP ID = Jdisc

e in the Description box, specify a short description of the application that will help
you identify it.

e in the Business owner section, specify contact information about the application’s
business owner.

e inthe Location box, specify the location of the application in the Vault hierarchy. If a
location is not selected, the application will be added in the same location as the
user who is creating this application.
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Add Application ®

Name: JDisc
Description: Used to obtain credentials while scanning devices
using JDisc
Business owner

First Name:

Last Name:

Email:

Phone:

Location: \ v
Time Restrictions: From: v  To: s
Expiration Date:

Disabled

Add Cancel

Figure: Adding an Application

Click Add and the application is added to the list of applications.

Last sign in: 7/11/2019 Administrator v B @

Spsack [fedt [ Delete 4P Add Application [ Add/Update Applications Customize
Application Details: PartherName-ApplicationName

Authentication | Allowed Machines
Apphicationld: JDisc

Hone Page 10f1 = Ho authentications to display

Figure: Application Configuration

e check the Allowing extended authentication restrictions box. This enables you to
specify an unlimited number of machines and Windows domain OS users for a
single application.

e Specify the application’s Authentication details. This information enables the
Credential Provider to check certain application characteristics before retrieving the
application password.
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Step 2: Specify Authentication Details

Specify the application’s Authentication details. This information enables the Credential
Provider to check certain application characteristics before retrieving the application
password. You need to create a client certificate and you have to have the root
certificate for the client certificate.

e in the Authentication tab, click Add. A drop-down list of authentication characteristics
is displayed.

e Select Certificate Serial Number
e Specify the Certificate Serial Number.

Optional Step 3: Specify the Allowed Machines

Specify the application’s Allowed Machines. This information enables AAM to make
sure that only applications that run from specified machines can access their
passwords.

e In the Allowed Machines tab, click Add. The Add allowed machine window is
displayed.

Add allowed machine *x

Address:

Add Cancel

Figure: Enter allowed machine

e In the Address box, specify the IP/hostname/DNS of the machine where
the application will run and will request passwords, then click Add. The IP
address is listed in the Allowed Machines tab.

Step 4: Provisioning Accounts and setting Permissions for Application Access

For the application to perform its functionality or tasks, the application must
have access to particular existing accounts, or new accounts to be
provisioned in CyberArk Vault.

In the Password Safe, provision the privileged accounts that will be required
by the application. You can -do this in either of the following ways:

e Manually — Add accounts manually one at a time, and specify all the account
details.

e Automatically - Add multiple accounts automatically using the Password
Upload feature.

For this step, you require the Add accounts authorization in the Password
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Safe.

For more information about adding and managing privileged accounts, refer
to the Privileged Access Security Implementation Guide.

Once the accounts are managed by CyberArk, make sure to setup the
access to both the application and CyberArk Application Password Providers
serving the Application.

Add the provider user (where the Central Credential Provider is installed)
and application users as members of the Password Safes where the
application passwords are stored. This can either be done manually in the

Safes tab, or by specifying the Safe names in the CSV file for adding multiple
applications.

Add the Provider user as a Safe Member with the following authorizations:
e Listaccounts

e Retrieve accounts

e View Safe Members

% When installing multiple Providers for this integration, it is
® recommended to create a group for them, and add the group to the
Safe once with the above authorization.
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Add Safe Member
Search: I: Search In: IVault j Search

Selected Search: Vault

Name Business Email Full Name

r Access ﬂ
[~ Use accounts
[¥ Retrieve accounts

[V Listaccounts

[ Account Management

[T Safe Management
™ Monitor
™ View Auditlog
[V View Safe Members ﬂ

Add Close

Configuring Application Permissions

Add the application (the APPID) as a Safe Member with the following authorizations:
e Retrieve accounts

W If the Safe is configured for object level access, make sure that
both the provider user and the application have access to the
password(s) to retrieve.

For more information about configuring Safe Members, refer to the Privileged Access
Security Implementation Guide.

4.12.3.2 JDisc Discovery Configuration Steps

Once your CyberArk Instance is configured, you have to configure the CyberArk access
within the JDisc Discovery application. JDisc Discovery can use as many CyberArk
servers as needed. Each server instance has its own access credentials and
configured application. Follow the steps below in order to add a new CyberArk server
instance to JDisc Discovery's configuration:

Open the CyberArk server configuration dialog via Administration > Password
Managers > CyberArk.
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Figure: Open the CyberArk Server Configuration Dialog

This is going to open the CyberArk Server Configuration dialog. The dialog lists all
currently configured CyberArk servers.

Figure: CyberArk Servers Dialog

Click on the Add button in order to add an additional CyberArk server. Then enter a
name for the server, the server address (hostname or IP address), the port (default it
HTTPS port 443). Finally configure the application id configured in the CyberArk
preparation.

Furthermore import the client certificate by clicking on the click to import certificate file.
The file must be in the .p12 format and include the client certificate and the certificate's
private key.

The root certificate for the client certificate must be imported into
certificate store on the server where JDisc Discovery is installed.

D) Add Cyberark Server X

Name IDisc CyberArk Test Server
Cyberark Server Address  cyberark.jdisc.com
Cyberark Server Port 443
Cyberark App ID IDisc
Client Certificate dick to import certificate file
JDisc Discovery utilizes the following credentials to browse safes and passwords in order to select existing passwords in JDisc Discovery's credentials dialog.
Authentication type  CyberArk
Credential type Username/Password

CyberArk API user admin

CyberArk API password eesssse

Ok Cancel

Figure: Add a new CyberArk Server Connection

The App-ID and the client certificate is used to retrieve the current credentials. In order
to list the CyberArk accounts and the safes, you need to specify an additional user.

Depending on the user configuration within CyberArk, you can choose an
authentication type:

e CyberArk
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e Windows
e LDAP
e Radius

In order to get the username and password for this user, you can specific the username
and password directly or you can specify a CyberArk safe and object name to define
the credentials.

Finally, you can use the Test button to check the connectivity. In order to check the
connectivity, you need to provide a safe and object name to test the access with.

4.12.3.3 Using CyberArk Accounts

Once the connection has been established successfully, you can use CyberArk
accounts from virtually anywhere where you configure access credentials (just a few

exceptions).
All credential dialogs supporting password managers have now a radio button to

choose whether you would like to enter a username/password combination or whether
you would like to choose credentials managed by a password manager.

D Add new Windows Account X

Account

() Use password manager

User name/Password

User name

Password

Comment

Ok Cancel

Figure: Credential Dialog supporting Password Managers

Either enter a username and password or select the User password manager radio
button in order to select credentials managed by a password manager.
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) Add new Windows Account X

Account

(O Use login/password (@) Use password manager;

Managed Passwords

undefined - dick to modify

Comment

Ok Cancel

Figure: Select Password Manager Credentials

The Managed Passwords area contains the selected password from a password
manager. Click on the undefined — click to modify link in order to select the desired
credentials.

This will open a selection dialog where you can see the configured password managers
on the left and once you select a safe the list of the actual passwords on the right side.

Figure: Select the desired Credentials

Finally, the credentials dialog displays the password name.

) Add new Windows Account X

Account

(O) Use loginfpassword (@) Use password manager;

Managed Passwords

JDisc Test Server - Safe: 'Test' Object: 'Operating System-WinDomain-jdisc-adn

Comment

Ok Cancel

Figure: The selected Credentials
From now on, the discovery will use this account and query the current username and
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password from the CyberArk server when the account is needed.

4.12.4 Microsoft LAPS

Microsoft LAPS (Local Administrator Password Solution) is a solution from Microsoft to
manage local administrator account passwords for computers that are member of a
Active Directory. LAPS makes local administrator accounts more secure since it is
using different passwords for local administrators on different computers and it is able
to change the passwords frequently.

Find more information on Microsoft's LAPS download page:
https://www.microsoft.com/en-us/download/details.aspx?id=46899

4.12.4.1 LAPS Architecture Overview

Legacy LAPS To use LAPS, you need to install the software on one of your
servers. As a second step, you need to extend your directory
structure with the LAPS related attributes. Finally, you need
to install a software on all the client computers that are
managed through LAPS.

Native LAPS Natively Integrated on Windows 11, Windows 10, and
Windows Server (starting in April 2023)

When configured properly, LAPS updates the local administrator user's password in the
Active Directory computer account property that is accessible only for specific users.
Native LAPS also supports encrypted storage of the local administrator passwords in
Active Directory.

4.12.4.2 Configure LAPS In JDisc Discovery

JDisc Discovery's discovery configuration dialog includes the LAPS tab within the top
level group. When the Active Directory structure has been synchronized you can view
all directory objects in the tree view. To make use of LAPS for a directory object, you
need

e a user account having access rights for reading the local administrator's password
for computer accounts. This user account can be assigned on any level in the
directory and is valid for all sub-directory objects.

e for Legacy LAPS installations only: optionally a list of common local administrator
account names. This list can be assigned on any level in the directory and is valid
for all sub-directory objects. This is important, since the local administrator account
names can be renamed and also depend on the Windows operating system
language. If omitted, Administrator is used as local account name.

JDisc Discovery uses LAPS only when discovering computers that are a member of a
directory object that has been enabled for LAPS (either directly or indirectly via one of
its parents).
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4.12.4.3 Configure A LAPS Account

To access the local administrator password of a computer account in Active Directory, a
user is required having also the read the confidential attribute permissions.

1 Microsoft provides a PowerShell helper to delegate exactly the
needed permission: Set-LapsADReadPasswordPermission
(point it at the organization unit and the user/group you want to
allow).

To configure a LAPS account,
- Open the Discovery Configuration dialog-box and switch to the LAPS tab.
- Then select a directory object and click the Change LAPS Account button.

- From the Modify Directory Object Account dialog-box enter the user account and
password.

D Discovery Configuration >

General Scope Directory Data Collection Discovery Jobs Protocols Filters Cloud SSHKeys

=YCompany
Properties Device History IPv4Networks IPv4Ranges IPv6 Networks Devices Network Neighborhood Directory LAPS SNMP Accounts

Microsoft Local Administrator Password Solution (LAPS) provides management of Local Administrator account passwords for Toggle
domain joined computers. Passwords are saved ACL protected in Active Directory for authorized users only. Enable directory
objects for which you want JDisc Discovery to query Local Administrator account passwords for domain joined computers.

Change LAPS Account

IDISC.local (%)

™= Domain Controllers

®E France

®E Germany

®E Intrastructure Servers
Managed-LAPS-Devices - [JDISC\ADMIN]|
Microsoft Exchange Security Groups

=) Computers

) ForeignSecurityPrincipals

() Managed Service Accounts

Local Administrator Accounts

&0
&

O o o [

= Program Data
) System
) Users

Ok Cancel



For native LAPS, if the computer running JDisc Discovery is not
part of the same Active Directory domain, or is operating as a
standalone system, additional configuration is required:

o

The LAPS account must have sufficient privileges to execute
processes on the domain controllers that manage the Active
Directory domain. JDisc Discovery relies on its Zero-footprint agent
installed on the domain controllers to decode and decrypt the LAPS
account password cipher-text stored in the corresponding Active
Directory computer account object.

Detailed instructions for configuring the Zero-footprint agent’s
privilege elevation feature—while minimizing the security impact on
domain controllers - can be found in the JDisc Discovery Security
Guide, chapter “Communication and Security.”

Figure: Enter a LAPS Account

4.12.4.4 Configure Local Administrator Accounts

Without extra configuration, JDisc Discovery uses ADMINISTRATOR as default login
for the local administrator.

You must enter a different local administrator account name (or a list of local
administrator account names) if the local administrator login is localized or has been
intentionally renamed.

To enter local administrator account names,

select a directory object and click the Local Administrator Accounts button to
manage the list of local administrator account names.

from the LAPS Local Administrator Account Names dialog-box, click Add to add
a new local administrator account name or Remove to delete an existing local
administrator account name.
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D LAPS Local Administrator Account Names X

Microsoft Local Administrator Password Solution (LAPS) provides management of Local Administrator account passwords for domain joined computers. However, LAPS
does not save the Local Administrator account name.

To support your Windows language versions and Local Administrator account names, add the appropriate Local Administrator account names. If you don't add Local
Administrator account names, JDisc Discovery defaults to the "ADMINISTRATOR' account name.

Local Administrator Account
JDISC

Ok Cancel

Figure: Manage LAPS local Administrator account names

4.12.5 Microsoft Group Managed Accounts (gMSA)

A Group Managed Service Account (gMSA) is a domain-managed account designed for
use across multiple Windows computers, offering automated password management,
streamlined handling of service principal names (SPNs), and support for delegating
administrative control to other users.

As the name implies, it involves a global Windows domain group, which includes a set
of Windows computer accounts that are permitted to retrieve the gMSAs password.
Moreover, a gMSA must be installed on a computer to enable that computer to
authenticate using the account.

The figure below illustrates a typical gMSA Windows ecosystem:
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windows
Domain

gMSA-User Group

Computer Computer c puter
Account Accpunt ccount

principafs Allowed
To Retrieve
Mangged Password

Installed On

gMSA-User

Figure: Windows Group Managed Service Account gMSA Ecosystem

{E a This chapter does not provide a comprehensive guide on creating, configuring,
A and installing a gMSA on Windows computers in a domain environment. The

JDisc website features a collection of blog articles on gMSA that offer further
insights and context.

4.12.5.1 Add A GMSA To The Discovery Configuration

Including a gMSA in the directory discovery configuration is the simplest approach.

From the Discovery Configuration dialog-box, navigate to the Scope > Directory tab

and select the directory objects where the gMSA should be configured as the access
credential for the discovery.
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1D Discovery Configuration

e -E Home Directory

General 5cope Directory Data Collection Discovery Jobs Protocols Filters Cloud PaaS  SSH Keys
QCnmpany
L, Home Properties/Settings Directory

means: discover all computers of this directory Toggle
means: discover all computers of this and subdirectories
Iﬂ means: discover only recently logged on computers of this directory

IE‘ means: discover only recently logged on computers of this and subdirectories

Change Account

(- [] & IDISC-INT2008.LOCAL (*) - [IDISC-INT2008\TFRIETSCH]
=+ [[] & IDISC-INTERNAL.LOCAL (*)

I E .E Domain Confrollers - [IDISC-INTERNAL\MSA-DISCOVERS]
I Wl Computers - [IDISC-INTERNAL\MSA-DISCOVERS
I:‘ iﬂ ForeignSecurityPrincipals

]I eys

e I:| ﬂ Managed Service Accounts

o8 I:‘ ﬂ Program Datz

[ ]I System

1) users

[8]3 Cancel

Figure: Discovery Configuration using a Group Policy Managed Account

After making your selection, click the Change Account button to open the Modify

Directory Object Account dialog-box.

User name/Password

Password ||

Comment

D Maodify Directory Object Account

@ Use login/password

User name JDISC-INTERNAL\MSA-DISCOVERS

() Use password manager

Enter an administrative scan account for devices belonging to this (and subordinate) directory objects.

Verify

0Ok Cancel
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Figure: Adding a gMSA in the Directory Object Account dialog

Enter the gMSA in the User name field, appending a dollar sign ($) to ensure it is
interpreted correctly as a gMSA by the discovery process.

Leave the Password field blank, as the gMSA password is fetched dynamically by the
system during authentication.

-zll

() Make sure the gMSA is installed on all machines within the selected directory
objects for everything to work properly.

The figure below shows an example of a gMSA environment setup

gMSA-User-Group gMSA-User

The 'msa-Discover' user

. . . is created as a domain
_ The 'msa-Discover-Group'  pomain Controller  service account, allowing
is created as a global domain members of the

group '‘msa-Discover-Group' to
retrieve its password

Wlnclows Domain

Windows Server A's'
computer account is
included as a member

of the 'msa-Discover-Group'

The computer account

of the 'Discovery Server' is
added as a member of the
‘msa-Discover-Group'

User 'msa-Discover'
added to the local

administrators group .-

Discovery Server

User authentication
and discovery
protocol traffic

Windows Server A

Windows Server B's'
computer account is
included as a member

of the 'msa-Discover-Group'

User 'msa-Discover'
added to the local
administrators group

Windows Server B

Figure: An example of a Group Policy Managed Service Account setup

./.

£ The discovery server must also be a member of the global gMSA-User-Group
to authenticate properly.
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4.13 Cluster Discovery

JDisc Discovery identifies several cluster technologies.

4.13.1 Veritas Cluster

JDisc Discovery requires remote login access on Unix and Windows to discover Veritas
cluster installations. JDisc Discovery identifies the cluster name and the cluster
services including their status.

4.13.2 Microsoft Cluster Services

JDisc Discovery requires WMI access to identify Microsoft Cluster Services
installations. JDisc Discovery identifies the cluster name and the cluster services
including their status.

4 .13.3 HP ServiceGuard Cluster

JDisc Discovery requires remote login access to detect HP ServiceGuard cluster
installations. JDisc Discovery identifies the cluster name and the cluster services
including their status.

4.13.4 Cisco HSRP Cluster

JDisc Discovery requires SNMP access to detect Cisco's HSRP Cluster.

4.13.5 VRRP Cluster

JDisc Discovery requires SNMP access to identify VRRP cluster for switches and
routers.

4.13.6 Fortinet HA Cluster

JDisc Discovery requires SNMP access to identify Fortinet HA cluster for switches and
routers.
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4.13.7 Juniper HP Cluster

JDisc Discovery requires SNMP access to identify Juniper HP cluster for switches and
routers.

4.13.8 Unix Cluster

JDisc Discovery requires SSH or telnet access in order to identify Solaris, Redhat,
Citrix, VMware, KVM, AlX and Pacemaker clusters.

4.14 Client Access License Discovery

A Client Access License (CAL) is a type of license that grants permission to access or
use a specific software product or service. CALs are commonly used in client-server
computing environments, particularly in enterprise environments.

There are typically two types of CALSs:

1. User CAL: This type of CAL is assigned to individual users. With a User CAL,
the licensed user can access the server from any device they use, such as their
work computer, laptop, or mobile device.

2. Device CAL: This type of CAL is assigned to a specific device, such as a
computer or a smartphone. With a Device CAL, any user who accesses the
server from the licensed device is covered.

When a Client Access License (CAL) is assigned to an individual user or a specific
device, it becomes an Issued Client Access License (ICAL) and is removed from the
pool of available CALs. Typically, ICALs are issued for periods of 1-2 months and are
revoked and returned to the CAL pool when no longer used by the assigned user or a
specific device.

JDisc Discovery can discover Client Access Licenses (CALS), Issued Client Access
Licenses (ICALs) and CAL license servers for Windows Remote Desktop Services
environments.

4.14.1 Configuration

To enable client access license discovery, select “Discover Client Access Licenses” on
the Data Collection > Software tab of the “Discovery Configuration” dialog box.
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1D Discovery Configuration X
General Scope Diractory %DBG CD”EE‘JGHE Discovery Jobs Protocols  Filters Cloud SSH Keys
Standard Software Sacurity Virtualization Events Exchange Server Database SupportEntitements Custom  File Collection Policies

Discover applications
Discover licenses
Check Java Licensing
Discover patches
Discover pending updates
Discover services
Discover drivers
Discover endpoint security software
Discover Windows server/optional features
Discover procasses
Discover process shared libs/DLLs

ok Cancel

Figure: Client Access License Configuration

Client Access License discovery for Remote Desktop Services
needs the WMI (Windows Management Instrumentation) protocol
to query CALs, ICALs and license servers.

4.14.2 Reporting

The discovery process assigns the “License service” role to servers that run a Client
Access License service. The “Devices by Role” report identifies all Client Access
License Servers via the “License service” role.
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1D Devices by Rale
& ==2 (8 haB4lu

Filtar:
I:‘ Case sensitive filter |:| Invert search

SE O0|6 k2

~
Role Device Count
Database server

DHCP server

Directory service

DNS server

Domain controller

Global catalog

Keberos key distribution center
License service

Primary domain controller
Router (Gateway)

Terminal services

Time service

Web server

Devices with selected Role(s)

ISR |NI\JNU\MU\N

Total 13 roles | 1 role selected

Close

Figure: Devices by Role report

To view Client Access License servers, select “License service” from the “Devices by
Role” report and then access the “Devices with selected Role(s) from the context

menu.

1D All Devices with Role ‘License service' - [} X
@ ==Z|GLhEoRDG e 8 0|9k
Filter: ||
[] case sensitive filter [] invert searct h
lName P Address Manufacturer  Model  Type 0s Versian Patch Level  FW Version  Serial Number  First Discove
WIN-OFPFDAPNSLO.JDISC-INTERNALLOCAL  192.168.32.08 VirtualBox Instance  Windows Server 2010 Datacenter  Version 1809 VirtualBox 05.04.2024, 0,
WIN-E7GGOUGEC07.JDISC-INT2008.LOCAL  192.168.32.97 VirtualBox Instance er 2008 R2 Enterprise VirtualBox 05.04.2024, D)
WIN-ESIR8MO4NVC.IDISC-INTERNALLOCAL  192.168.32.94 VirtualBox Instance  Windows Server 2019 Datacenter  Version 1809 VirtualBox 05.04.2024, 0
< 3
Total 3 devices 1 0 de lected
Close

Figure: All Devices with Role 'License service' report

Client Access License related information (CALs, ICALs, CAL summary and license
servers) are available from the “Device Details” dialog-box under the “Software” tab.
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4.14.2 .1 Client Access Licenses

The “Client Access Licenses” report displays installed / registered CALs including the
characteristic attributes such as Version, Product Type, Type and Total Licenses (pool).

ID Device Details for "WIN-E91R8MO4NVCIDISC-INTERNALLOCAL'
-~ 2|8D/80|6|6|4E BE|0 &R

€} User Virualization Custom Atributes Roles Groups Support Entitlements ~Configurations  Analyze

General Networking Directory Hardware Firmware |
Process Modules

Operating System Applications Application Instances Datbase Patches Services Drivers Executmbles Processes
Pending Updates Windows Features Certiicates Cluster Services Client Access Licenses Issued Client Access Licenses Client Access Licenses Summary Client Access License Servers
Filter:
[[] case sensitive fiter ] Tnvert search
Display Name Version Product Type Type Description Total Licenses License D Expiration Date

Remote Desktop Licensing \Windows 2000 Server Built-in Not supported A02-5.00-EX
[Remote Desktop Licensing Windows S erver 2019 peruser  fRewi  Jeseioous
Remote Deskiop Licensing Windows Server 2019 T S v T [TTETYI X

Remote Desktop Licensing Windows Server 2019 Per Device

Temporary A02-10.01-5

Total 4 CALS | 2 CALS selected

Close

Figure: Client Access License reporting

4.14.2.2 Issued Client Access Licenses

The “Issued Client Access Licenses” report displays CALs (from the pool) that have
been assigned to individual users or specific devices.

I3 Device Details for 'WIN-E9TRBMO4NVC.IDISC-INTERNAL LOCAL® - u} X
J#%‘@‘M‘Eu‘u| ,\,a;.l JJ‘M.JJJIZ
General Networking Directory Hardware Firmware {SOIENSIS| User Virtualizaton Custom Atiributes Roles Groups Support Entifements Configurations Analyze
Operating System Applications Application Instances Database Java Patches Services Drivers Executables Processes Process Modules
Pending Updates Windows Features Certificates Cluster Services Client Access Licenses Issued Client Access Licenses Client Access Licenses Summary Client Access License Servers
Filter:
[[] case sensitive filter [ ] Invert search

Display Name Version Product Type  Product Subtype Status. License D Computer Name Login User Name Issue Datz Expiration Date

Remote Deskiop Licensing  Windows Server 2019 Per Device Temporary 5 WIN-E7GGOUGECQ7 ADMIN ADMIN 28.02.2024, 10:02:04 28.05.2024, 11:02:04

Remote Desktop Licensing  Windows Server 2019 Per Device Temporary 5 WIN-MIS5LCG8B15Y TFRIETSCH TFRIETSCH 04.03.2024, 15:40:09 02.06.2024, 16:40:00

Remote Desktop Licensing  Windows Server 2019 Per Device  RDS Per Device CAL  Active 4 DESKTOP-MISL6QS  THOMAS THOMAS 20.02.2024, 12:16:50 26.04.2024, 23:34:16
10.06.2024, 23:36:43

Remote Desktop Licensing  Windows Server 2019 Per Device  RDS Per Device CAL  Active 4 WIN-MISSLCGEISY — ADMINISTRATOR  ADMINISTRATOR  17.04.2024, 08:53:52

Total 4 ICALS | 0 ICALS selectad

Close

Figure: Issued Client Access Licenses

4.14.2.3 Client Access License Summary

The “Client Access License Summary” report compares the number of installed CALs
with CALs assigned to individual users or specific devices — the ICALSs.
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1> Device Details for 'WIN-E91R8MO4NVCIDISC-INTERNALLOCAL' - a X

=2 |@8hERE0|+=2 mm| 9 kR

General Networking Directory Hardware Firmware ; i User Virtualization Custom Attributes Roles Groups Support Entilements Configurations —Analyze

Operating System Applications Application Instances Database  Java  Patches  Services  Drivers  Execumables Processes Process Modules Pending Updates
Windows Features Certificates Cluster Services Client Access Licenses Issued Client Access Licenses Client Access Licenses Summary Client Access License Servers
Fiter:

[[] case sensitive fitter [ ] Invert search

Display Name Version Product Type Total Issued Licenses Total Available Licenses Total Licenses
Per Device 4 46 50

Total 2 CAL Summary | 1 CAL Summary selected

Close

Figure: “Client Access License Summary” report

This report groups all CALs and ICALs by display name and product type (Per Device
and Per User) and calculates the number of total issued available and installed licenses

accordingly.

4.14.2 .4 Client Access License Servers

The client access license reports in the previous subchapters show information of
devices running a license service (the “Remote Desktop Licensing” service). However,
client access license discovery also identifies which license server is configured for a

particular service on a device.

12 Device Details for 'WIN-9FPFDAPNSLO.JDISC-INTERNALLOCAL' - O

t -~ 2|8|0hAD|E|6|4 o0 Mok E

General MNetworking Directory Hardware Firmware SOfWare User Virtualization Custom Attributes Roles Groups SupportEntiflements Measurement Configurations Analyze

Operating System Applications Application Instances Database  Java  Paiches  Services  Drivers  Executables Processes Process Modules Pending Undates
Windows Features Certificates Cluster Services Client Access Licenses Issued Client Access Licenses Client Access Licenses Summary Client Access License Servers
Filter:

[[] case sensitive fitter [ ] Invert search

Display Name Name

Remate Desktop Services 102.168.32.04

Total 1 CAL Server | 1 CAL Server selected

Close

Figure: “Client Access License Servers” report

The figure above shows the device “WIN-9FPFDAPNSLO.JDISC-INTERNAL.LOCAL”
running the “Remote Desktop Services” service, which uses the license server with the

name/IP address “192.168.32.94".
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4.15 Microsoft Exchange Server Discovery

JDisc Discovery discovers Microsoft Exchange Server using its zero-footprint agent.
Once the discovery process has deployed the agent on the exchange server, it runs
some powershell scripts to retrieve exchange server editions and mailboxes.

4.15.1 Configuration

Microsoft Exchange mailbox discovery is enabled by default. You might modify the
settings from the Exchange Server tab within the Data Collection area. Gathering the
mailboxes with their configuration can take some time and the default remote login
execution timeout might be too short to run the script on weak hardware or on heavily
loaded servers. Therefore there is a separate timeout value Powershell script execution
timeout. Its default is 30 minutes. Increase the timeout if you our powershell scripts
need more time.

D Discovery Configuration L-LL'J

| General Scope | Directory |{Dat Discovery Jobs ‘ Protocols | Topology Jobs Filters S5H Keys%

| St.an‘d‘a_n.:i:1 Exchange Server :._.Cus Eollecﬁoni_
[] Discover exchange mailboxes

Powershell script execution timeout, 30 - minutes

Figure: Exchange Server Discovery Configuration

Exchange Server Discovery requires the remote login protocol
(zero-footprint agent) for Windows. Otherwise, it is not possible to
run the powershell script locally on the exchange server.

Exchange Server Discovery powershell scripts might need some
time to retrieve mailbox information on heavily loaded or large
Microsoft Exchange installations.

Use the Powershell script execution timeout in order to configure
the timeout for Exchange data collection scripts.
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4.15.2 Exchange Server Reports

Open the Microssoft Exchange server menu item in order to retrieve the list of
Exchange servers and mailboxes.

[ JDisc Discovery [Enterprise Edition] - THOMAS TREMZ connected to localhost
File Discovery Devices [Software| Networking Users Maps Documents Troubleshooting Administration Help
C 0| P [ Applications

= Application Instances
ik Patches
g g

Services

| Discovery Status |

Status
] Dit Drivers /y\  Check out how
‘?ﬁ‘t J Executable Files ,«_I ) toimprove the data quality!
Processes

&

Y]
Windows Features

Toevices Tore Theod ™ Clusters
| Devices | Ping | Networl

'y Jobs | Device History | Discovery Jobs | Data Quaiity | Database|

Concurrent device disct = Microsoft Exchange  *[f Microsoft Excheﬁ?a Server
Average duration [ Microsoft Exchange Mailboxes
Discovery jobs 0of 0 pending

Manually triggered 0 pending

Devices in database 394

Figure: Exchange Server Menu Item

The Microsoft Exchange Server menu item lists all Exchange server, the currently used
Exchange edition and version together with statistics about the managed mailboxes.

Figure: Exchange Server Report

The Microsoft Exchange Mailboxes report lists all mailboxes found in server farms. For
each mailbox, it gathers status and configuration information about

e Web Access configuraiton
e Active Sync configuration
e (uota information

e mailbox size

Figure: Exchange Mailboxes

4.16 Support Entitlement Discovery

JDisc Discovery gathers warranty and support entittement information for vendors that
offer a web based interface to query this information. For most vendors, this does not
even require access credentials. However for some vendors, this requires an API key
and API secret or username and password.
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4.16.1 Cisco Warranty Information

With your company specific Cisco Client ID and Client Secret keys you can gather
Cisco devices support entittements about warranty information and coverage. Add your
access credentials in Scope > Accounts > Support Entitlement > Cisco Support
Entitlement > Cisco as 'User name' and 'Password' respectively.

4.17 Multicast MDNS/UPNP Device Discovery

Many home networking and Internet of Things (IoT) devices do not support typical
management protocols such as SNMP or SSH command shells.

As a result, such devices often are not found or identified by a central discovery server.
However, many home networking and Internet of Things (loT) devices support the
MDNS or UPnP protocols, which can help discover and identify such devices.

4.17.1 Discovery Process

When JDisc Discovery discovers remote (Windows) computers it can send mDNS and
UPNP protocol multicast requests on local IPv4 and IPv6 networks and receive
multicast replies from mDNS and UPnP-enabled devices.

[

Remote Login

mDNS/UPNP device information

Internet /
Intranet

Discovery
Server

Central Site

1 1 1

Figure: Multicast mMDNS/UPNP Discovery Process

The figure above shows the typical multicast-based mDNS/UPnP discovery process
from the discovery server to a home or branch office.

[1] The discovery scans a Windows computer (using remote login) and collects
the configured data items.
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2] Next it sends a mDNS and UPnP multicast discovery request to all local IPv4
and IPv6 networks.

[3] MDNS and UPnP enabled devices reply by sending multicasts and the
Windows computer in the home- or branch office picks device information and
returns it to the discovery server.

4.17.1.1 IP And MAC Address Resolution

The mDNS and UPnP protocols work on the network layer and thus do not know MAC
addresses. However, MAC addresses are important for discovery as they identify
devices (among other attributes).

Therefore, MAC addresses of mDNS and UPnP-enabled devices are resolved using
the local IPv4 ARP and IPv6 Network Neighbor caches on Windows computers in
home- or branch offices.

4.17.2 Supported Device Types

Many types of devices can be identified using the mDNS and UPnP protocols. At the
time of writing the following device types are supported by JDisc Discovery.

Audio Receiver (Denon)

Dishwasher (Siemens)

Home Automation Controller (Elero Centero Home Gateway)
Home Environment Controller (tado®)

Home Lighting Controller (Philips Hue)

Laptop (Apple MacBook)

Multifunctional Device (Brother, Hewlett-Packard)
NAS (QNAP, Synology)

Radio Alarm Clock (Philips Wake-up Light)

Smart TV (LG, Samsung)

Smart TV Receiver (Apple TV, Telekom)

Smart Speaker (Bang & Olufsen Beoplay)

Tablet Computer (Apple iPad)

Weather Station (Netatmo)

Wireless DSL Router (AVM Fritz!Box)

Wlan Repeater (AVM)

4.17.3 Unknown Devices

The mDNS and UPnP protocols are largely based on text information that is processes
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by the discovery using rules. These rules associate the textual information to device
types, models, and manufacturers. Because of that, text information from devices that
are not yet known (for which no rules exist) are set to Unidentified Device.

To support unidentified mMDNS and UPnP devices faster, JDisc Discovery includes two
new reports. These reports display textual information from the mDNS and UPnP
protocols for which no rules exist yet.

Support ZIPs include the content of the two reports and help to develop and improve
mDNS and UPnP device discovery rules.

4.17.3.1 Unknown MDNS Devices Report

The device information returned by the mDNS protocol consists of service types and
properties as shown in the next screenshot.

3 Unknown mDNS Devices - O *
-=2|8hERe|u|sa | ke 6

Filter:
|:| Case sensitive filter

Service Types Properties Creation Date Last Discovered
_hap._tep.local #=3 23.02.2022, 11:56:31 24.02.2022, 11:03:24
ci=2
ff=0

id=0E:E6:9C:8B:F9:66
md=5 chnuffelBridge

pv=1.1

s#=1

sf=0
Lhtp. tpocal [ [73.02.2022,12:07:31 [23.02.2022, 12:07:31 |
_htip._tep.local path=/config/authentication_page.htm 23.02.2022, 11:56:32 24.02.2022, 11:03:24
_nvstream_dbd._tcp.local 23.02.2022, 11:56:32 24.02.2022, 11:03:20
_nvstream_dbd._tcp.local  DyngateID=647654641 24.02.2022, 10:17:09 24.02.2022, 10:41:05
_teamviewer._tcp.local Token=MoMfz3zKkS OqLPPS

UUID=b113674c-514d-421f-b808-4d28c40. ..
_ssh._tcp.local 23.02.2022, 11:56:23 24.02.2022, 11:02:46

Totzl 7 devices | 1 device selected

Close

Figure: Unknown mDNS Devices Report

The service types and properties, including the values they contain, do not always
allow a clear assignment to device type, model and manufacturer.

4.17.3.2 Unknown UPnP Devices Report

The UPNP protocol returns more structured data compared to the mDNS protocol.
Because of this, creating rules for the UPnP protocol is easier.

Common attributes are Manufacturer, Model Name, Model Description, Model Number
and Service Types as shown in the next screenshot.
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D Unknown UPnP Devices

L i £ [} y
$ == G LHPR|0GE 2| EE D&
Filter:
[[] case sensitive fiter
=
Manufacturer  Model Name Model Description Model Number Service Types Locations Crea

AVM Berlin FRITZ!WLAN Repeater 1750E |FRITZ!WLAN Repeater 1750E [avm upnp:rootdevice 9000/fboxdescx
urn:schemas-any-com:service:fritzbox:1
urn:schemas-upnp-org:device:friizbox:1

Total 1 device | 1 device selected

Close

Figure: Unknown UpnP Devices Report

Consequently, it can happen that devices for which the UPnP protocol is successful
(but no rules exist) are displayed as Unidentified Device but model and manufacturer

are set.

D Devices with Discovery Status ‘Success'
Gle=2 8L BDRG|6

Filter:

23000 &

[[] case sensitive fiter

=
Name 1P Address Manufacturer Type Model 0S5 Version  Patch Level FW Version  Serial Number La
fritz.repeater  192.168.32.21 AWM Unidentified Device FRITZ!WLAN Repeater 1750E 25
frtz.repeater  192.168.32.23 AWM Unidentified Device FRITZ!WLAN Repeater 1750E 25

Total 2 devices | 0 devices selected

Close

Figure: Unidentified UPnP Devices
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The Devices with Discovery Status 'Success' report shows two UPnP capable devices
that have no rules yet.

4.17.4 Ignoring Personal Devices In Home Office Environments

Due to the detection of mDNS and UPnP devices, it may now happen that company-
owned and personal devices are included in the company inventory.

To avoid mixing corporate and personal devices, the discovery of mDNS and UPnP
enabled devices can be automatically disabled when computers are connected to a
corporate VPN in a home office environments.

D Discovery Configuration X

General Scope Directory D2@ Collection Discovery Jobs Protocols Filters Cloud SSH Keys

Standard Software Virtualization Exchange Server Database SupportEntitements Custom  File CnHectinnE

If users work from home with privately owned devices (e.g. monitors, UPnP and mDNS enabled devices), these can be added to the database during scanning. To
avoid this, the discovery can ignore such devices when a notebook or desktop is connected to the corporate network via VPN.

Ignore directly at@ched, mDNS and UPnP enabled devices when connected via VPN

ok Cancel

Figure: Discovery Configuration Data Collection Policies

The new 'Don't discover..." policy setting is enabled by default and avoids mixing
corporate and personal devices in the inventory.
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5 Discovery Configuration

The discovery configuration chapter explains the Discovery Configuration dialog in
detail. Open the Discovery Configuration dialog from Discovery » Configuration.

The Discovery Configuration consists of eight tabs:

The General tab allows to configure the maximum number of devices being
discovered concurrently, global DNS discovery options, ARP cache reading, and
ignoring recently discovered devices.

Use the Scope tab to configure IPv4 networks, IPv4 ranges, IPv6 networks,
Windows network neighborhood objects and directories. Create new groups and
configure default accounts for SNMP, telnet and SSH.

Configure DNS domain controllers and credentials in the Directory tab.

The Data Collection tab allows choose what objects (hardware and software)
JDisc Discovery should discover.

The Discovery Jobs tab allow creating, deleting and configuring discovery jobs
including directory synchronization options. Discovery Jobs can also be
scheduled.

Use the Protocols to enable and disable protocols, configure protocol timeouts
and retries.

Make use of the Filters tab to restrict the discovery on selected device types and
exclude IPv4 address ranges.

Import SSH keys to access devices from the SSH Keys tab.

5.1 General Tab

The general tab hosts these global discovery settings:

e The max. number of devices being discovered concurrently. JDisc Discovery can
discover devices concurrently speeding up the discovery process. Discovering
devices concurrently increases network utilization.

e The timeout to abort discovery of devices that do not respond to JDisc Discovery's
discovery.

e Discover DNS domain controllers is useful for corporate networks running Active
Directory. If turned on, JDisc Discovery also discovers DNS domain controllers and
DNS domains when discovering Windows computers. This way JDisc Discovery
can find unknown Active Directories on the network.

e Discover DNS servers, if turned on, also discovers DNS servers based on DNS
domain names of discovered devices. Turn on this option if you are interested in
what DNS servers exist on the network.
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e Discover devices found in ARP caches of routers and switches enables JDisc
Discovery to find IP addresses by reading ARP cache entries of routers and
switches. Every device running TCP/IP does have an ARP cache. The ARP cache
maps MAC addresses to IP addresses. Routers typically have high numbers of IP
addresses in their ARP caches and are a good source to find devices on the
network.

e Jumphost configuration for improved device and manufacturer identification. JDisc
Discovery can use jump hosts to identify a device's mac address using the ping and
arp command on the jumphost.

1) Discovery Configuration *

Scope Directory Data Collecton Discovery Jobs Protocols Topology Jobs Filters Cloud S5H Keys

General

IDisc Discovery discovers devices in parallel to speed up the discovery
process, Adjust the maximal number of parallel discovered devices according
your network speed.

Discover notmore than | 10 -5 devices in parallel

Ping networks and [P ranges with | 4 -+ threads in parallel

Abort device discovery when inactive for mare than 60 5| minutes
Find New Devices

[] Discover DNS domain controllers

[] Discover DNS servers

[] Discover devices found in ARP caches of routers and switches

Device Naming

Set device name Normal (no changes) -~
Aging Out
[] Age out devices after 40 5 |day(s)

Age out IDisc Discovery application events after | 60 -5 day(s)
Track device deletion
Delete device deletion audit log entries after 180 5| day(s)

Jumphost for improved Device and Manufacturer Identification

To improve device and manufacturer identification, JDisc Discovery runs the ARP command on servers and dients in remote networks.
IDisc Discovery automatically selects a Jumphost server or dient for every remote network.

[C] Enable remote ARP Jumphost

Max. Jumphost worker threads for each remote netwark | 5

Ok Cancel

Figure: Discovery Settings General Tab.

5.2 Scope Tab

The Scope tab allows
e Configuring groups including sub-groups
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e Assigning IP networks, IP ranges, Windows network neighborhood objects and
directory objects to groups

e Assigning default credentials to a group
Chapter 3.3 explains JDisc Discovery's grouping concept.
Create groups and sub-groups to fit your need and configure the discovery scope and

default credentials.

5.2.1 Scope Tabs

This section explains the sub-tabs within the Scope tab.
5.2.1.1 Properties

The Properties tab allows changing a group's name and description.

D Discovery Configuration L&J

| General | Scope | Directory % Data Collection | Discovery Jobs | Protocels | Filters | 55H Keysé

=, Company
Bk, EMEA Properties | [Py4 Networks | IPv4Ranges | IPv6 Networks | SNMP | Accounts|
L, France

Mame Berlin

Description

Figure: Properties Tab

5.2.1.2 IPv4 Networks

The IPv4 Networks tab displays IPv4 networks belonging to the selected group. Enable
IPv4 networks (indicated with the check mark) to ping all IP addresses in the network
when running a discovery job. Devices will be assigned to selected groups regardless if
IPv4 networks are enabled or disabled for discovery.

Use the context menu or the buttons to
e Enable (using ping), enable (using all protocols) or disable network discovery
e Add new networks
e Browse existing networks
e Remove networks
e Import networks

IP network numbers are not easy to understand, especially in large corporate and
enterprise networks that are comprised of hundreds to thousands IP networks. JDisc
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Discovery allows naming networks. Select a network and enter a name in the name
column.

JDisc Discovery uses ping in order to find active addresses. However, some networks
or servers might block ICP ping requests. Devices which do not reply to ping do not
appear in the database. In this cases, you might enable the network discovery using all
protocols. JDisc Discovery will then use all protocols (e.g. WMI, HTTP, HTTPS, SMB,
SSH, telnet...) in order to find active devices. A black square in the checkmark's upper
left area indicates that a full protocol scan is used.

5
D Discovery Configuration @
‘ Genara\l Scope ‘ Directory | Data Collection | Discavery Jobs I Protacols | Topalogy Jobs | Filters I 55H KEYS‘
ET_J_ EMEA Properties | Device History | IPv4 Networks | 1Pv4 Ranges | IPw6 Networks | Network Neighborhood | Directory | SNMP | A:muntsl

ol France

L, Germany Filter:

T UK [] Case sensitive filtter

means: use only ping to find active devices
7| means: use all protocols to find active devices (significantly slower than pinging IPs)
Network Address Subnet Mask Name Last Discovered

S SR
7] 111.0.0.0 255.0.0.0 i
D 134.170.0.0 255,255.0.0
[] 157.55.0.0 255,255.0.0
[] 157.58.0.0 255,255.0.0
[] 188.63.0.0 255,255.0.0
[] 189.254.0.0 255,255.0.0
[]173.124.0.0 255,255.0.0
D 178.255.0.0 255,255.0.0
D 191.234.0.0 255,255.0.0
[] 192.188.0.0 255.255.0.0
[] 192.188.65.0 255,255.255.0
[] 192.188.137.0 255,255.255.0 %
7] 192.168.178.0 255,255.255.0 Feb 29, 2016 12:55:05 PM
192,168.173.0 255,255.255.0
E 192,168, 180.0 255,255,255.0
L] 152. 168. 181 [ [un24, 2015 5:49:20PM
[] 192.188.190.0 255,255.255.0

Figure: IPv4 Networks Tab

Using all protocols to find active devices takes significantly longer
than simply pinging a network.

Enter a name in the network table's name column.

5.2.1.3 IPv4 Address Ranges

The IPv4 Ranges displays IP4 address ranges belonging to the selected group. Enable
IPv4 address ranges (indicated with the check mark) to ping all IP addresses in the
network range when running a discovery job. Devices will be assigned to selected
groups regardless if IPv4 address ranges are enabled or disabled for discovery.

Use either the context menu or the buttons to
e Enable or disable address ranges
e Add new address ranges
e Browse existing address ranges
e Remove address ranges
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e Import address ranges

JDisc Discovery allows naming IP address ranges. Select an address range and enter
a name in the name column.
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r N
D Discovery Configuration @

| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Filters | 55H Key5|

% Company
L, EMEA Properties | Pv4Netnorks | IPv4Ranges | pvs Networks | SNMP | Accounts|
il France
Filter:
[ Case sensitive filter
B
From Address To Address Name Last Discove S b e
192, 168.180.0 192, 168.180.53

Import IPs

Figure: IPv4 Address Ranges

Enter a name in the IP range table's name column.

5.2.1.4 IPv6 Networks

The IPv6 Networks displays IPv6 networks belonging to the selected group. IPv6
networks cannot be enabled for discovery. There is because the address range of an
IPv6 network can become huge and there would be no point to ping all addresses in
the range. However, devices having IPv6 addresses that are in the scope of configured
IPv6 networks will be assigned to the selected group .

Use the context menu or the buttons to
e Add new networks
e Browse existing networks
e Remove networks
e Import networks

IP network numbers are not easy to understand, especially in large corporate and
enterprise networks that are comprised of hundreds to thousands IP networks. JDisc
Discovery allows naming networks. Select a network and enter a name in the name
column.

7 5
D Discovery Configuration @
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Filters | 55H Keys|
p)company
1L, EMEA | Propertes [ Pv4 Networks | 1Pv4 Ranges | TPv6 Networks | Network Neighborhood | Directory | sme [ Accounts |

<L Germany Filter:

<A, Berlin

clogne [] Case sensitive filter —
&, Client Network - —
: < Murich Network MName Remove
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Figure: IPv6 Networks Tab

Enter a network name in the network table's name column.

5.2.1.5 Network Neighborhood

The Network Neighborhood tab displays Windows network neighborhood objects
belonging to selected groups. Enable Windows network neighborhood objects
(indicated with the check mark) to discover member computers. Computers will be
assigned to selected groups regardless if Windows network neighborhood objects are
enabled for discovery.

Windows network neighborhood discovery depends on the Computer Browser service
that maintains an updated list of computers on the network. If the Computer Browser
service is stopped or disabled, Windows network neighborhood discovery will not work
properly. To resolve computer names to IP addresses the Windows Internet Naming
Services (WINS) must be installed and configured.

Use the context menu or the buttons to
e Enable or disable Windows network neighborhood objects
e Add new Windows network neighborhood objects
e Browse existing Windows network neighborhood objects
e Remove Windows network neighborhood objects
e Import new Windows network neighborhood objects from file
e Configure administrative credentials for Windows network neighborhood objects

Click Update to display Windows network neighborhood objects available on the
computer running JDisc Discovery.
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’
D Discovery Configuration
| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Filters | 55H Keys|
=1
L, EMEA | Properties | 1Pv4 Networks | 1Pv4 Ranges | IPv6 Networks | Network Neighborhood | Directory | SNMP | Accounts|
i, France
b, Berlin R
2. Cologne [] Case sensitive filter
- Client Network
i by, Munich MName Account Last Discovered
NI I0ISC IDISCVADMIN
[] MsHOME =
—
[ TsTODOM1 —
= o
[ TsTDOM3 TSTDOM3\Administrator
[] TsTOOM4 TSTDOMA\Administrator
B =
ge
oo [ crange |
[ TsTODOMT
WDF‘.KGF‘_UUF‘ ADMINISTRATOR. Mar 4, 2014 5:25:22 PM

Figure: Network Neighborhood Tab

Enter administrative credentials for selected Windows network
neighborhood objects to improve discovery results.

The Windows Internet Naming Services (WINS) must be installed
and configured for the Windows network neighborhood discovery to
function properly.

5.2.1.6 Directory

The Directory tab displays the directories hierarchy. The directories hierarchy serves
two purposes:

e Associate directory objects to a group

e Configure login credentials with directory objects. JDisc Discovery's discovery
uses these login credentials to access computers that are member of a directory

To enable directory discovery:
e Select a group

e Select directory objects, open the context menu and choose any of the flowing
options:

Discover all computers of the selected directory object.
This requires only access to one Global Catalog (GC) server/service.

Discover all computers of the selected directory object and all sub-directory
objects.

Discover recently logged-on computers of the selected directory object.

This requires access to DNS Domain Controllers (DC) of the respective DNS
domain. To cover all logged-on computers, make sure all DNS Domain
Controllers (DC) are configured (either manually or automatically
discovered).
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Discover recently logged-on computers of the selected directory object and
all sub-directories.

You can also use the Toggle or the Space key to toggle between these discovery
modes

Discover all computers of the selected directory object.

This requires only access to one Global Catalog (GC) server/service.

Discover all computers of the selected directory object and all sub-directory
objects.

Discover recently logged-on computers of the selected directory object.

This requires access to DNS Domain Controllers (DC) of the respective DNS
domain. To cover all logged-on computers, make sure all DNS Domain
Controllers (DC) are configured (either manually or automatically
discovered).

Discover recently logged-on computers of the selected directory object and
all sub-directories.

Click Change Account to configure administrative login credentials for selected
directory objects. Directory object's having login credentials display the user name in
brackets next to the directory object's name.

Figure: Directory Object with Login Credentials

5.2.1.7 SNMP

The SNMP tab displays default SNMP communities and SNMP accounts for the
selected group. The SNMP tab is divided into the SNMPv1/v2c communities and
SNMPv3 accounts panels.

JDisc Discovery uses SNMP protocols and default SNMP communities/accounts in this
order when accessing a device:

1. SNMPv3 accounts in the order as they appear in the SNMPVv3 accounts panel

2. SNMPv1/v2c communities in the order as they appear in the SNMPv1/v2c
communities panel

When an SNMPv3 account or SNMP v1/v2 community succeed, JDisc Discovery
associates and stores the account or community with the device. JDisc Discovery will
not try default SNMP accounts or communities in subsequent discoveries but uses the
associated SNMP account or community. Only if these fail, default SNMP accounts and
communities will be tried again.
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-
1D Discovery Configuration

| General| Scope | Directory | Data Collection I Discovery Jobs | Protocols | Filters | 55H Keys|

=<l EMEA | ropertes [ 1Pva Networks | 1Pv4 Ranges | 1Pve Networks | network Neighborhood | Directory | SMMP | accounts |
-, France
B, Germany SNMPv 1fv2c Communities

b, Berlin
<k Cologne Community Ad

: i-;ﬂ:naiﬂent Network public F—

" secret

ol topsecret Move up
Move down

Total 3 SMMP communities | 0 SNMP communities selected

SNMPv3 Accounts
User name Password Auth, protocol  Privacy password  Priv. protocol
admin SHA AE5128 Remove
Modify
Move up
Move down
4 1 | *

Total 1 SMMPv3 account | 0 SNMPv3 accounts selected

Figure: Default SNMPv1/v2c Communities and SNMPv3 Accounts

Use Add to add new SNMP v1/v2 communities and SNMPv4 accounts in the respective
panel. Click Remove to delete communities and accounts. Use Move Up and Move
Down to change the order of communities and accounts.

5.2.1.8 Accounts
The Accounts tab displays default login credentials for computers running Windows,

Unix and MAC OS X. Depending on the protocol configuration (remote login with telnet,
or SSH) you might need to configure default SSH login credentials based on

public/private keys.
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D Discovery Configuration

General | 550Pe | Directory | Data Collection | Discovery Jobs | Protocals | Topalogy Jobs | Filters [ 55H Keys|

E.: Company
L, EMEA [ Properties | Device History | 1Pv4 Networks | Pv4Ranges | Pvé Netwarks [ SNMP | Accounts |
i
illa Germany Use default accounts from all platforms for unknown devices
L

Clients & Servers | Interconnect Devices |

Windows | Hp-UX | Orade Solaris | 18M AIX | Linuwx/Orade YM | VMware ESXMCenter | Citrix XenServer | FreeBSD | Mac0S X

read more...

Windows Accounts

AN Use the default accounts for Windows only, if the configuration via the network neighborhood or the directory is not
Ll_) possible. Otherwise, you risk that the accounts get locked or that intrusion detection systems create alarms!

admin account for workaroup1 in france
admin account for workgroup2 in france

User name Password
administrator
administrator

0

Total 2 Accounts | 0 Accounts selected

Add
Remave
Change
Move up

Move down

Figure: Default Accounts

This dialog might vary depending on the licensed edition.

Use the list of Windows default accounts only if the configuration

via network neighborhood or organizational units from the directory
do not succeed.

Click Add to add new login credentials including public/private keys. Specify if the login
credentials hold root or ordinary user privileges. If in doubt, choose user. JDisc
Discovery Checks — if needed - if login credentials hold root privileges during the

discovery process.

1D Add new HP-UX Account

Account

User name root
Account type  |root/enable

Password seee

]

Figure: Add new Default Account
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Use Add in the public/private key panel to add new login credentials for SSH.

Import SSH public/private keys for use as default credentials in the
Public/Private Keys panel. Refer to section 5.9 for more information
on how to import SSH keys.

) Add HP-UX SSH Key Account 32

User name

Account type | user -

Select a 55H to use with this account.

Filter:

|| Case sensitive filter

=
MName Type Passphrase
Discovery Liser Key RSA [l

Total 1 55H key | 0 55H keys selected

(o)

Figure: Add new public/private Key Account

5.2.2 Root Group

The root group (named '‘Company’) is created by JDisc Discovery's installation program
and contains all IPv4, IPv6 networks, all IPv4 ranges, all Windows network
neighborhood objects and all directory objects. You cannot delete the root group but
you might change its name from the root group's property tab. Networks, address
ranges, Windows network neighborhood objects and directory objects that have been
created in subgroups also appear in the root group.

The root group is associated to the 'Discover all' discovery job, which always exists.
Whenever you select Discovery » Control » Start Discovery and have not created
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additional discovery jobs, JDisc Discovery starts the 'Discover All' discovery job. This
way JDisc Discovery discovers all enabled IPv4 networks, IPv4 address ranges,
Windows network neighborhood objects and directory objects.

5.2.3 Sub Groups

Create new subgroups as described in the grouping section 3.3. Depending on the sub
group type, JDisc Discovery displays different tabs:

e Network groups include the Properties, Networks, Ranges, SNMP and the
Accounts tabs.

e Windows network neighborhood groups include Properties and the Network
Neighborhood tabs.

e Directory groups include Properties and the Directories tabs.

5.3 Directory Tab

The Directory tab displays directories (by DNS domain) and DNS domain controllers for
each directory. JDisc Discovery automatically detects directories and associated DNS
domain controllers using the Server Message Block (SMB) protocol. Directories can
also be added indirectly by adding and configuring a DNS domain controller and login
credentials.

5.3.1 Configure Directory DNS Domain Controller

To synchronize directory information and networks, a directory must be configured
having at least one DNS Domain Controller and login credentials to run Lightweight
Directory Access Protocol (LDAP) queries. To configure a DNS Domain Controller and
login credentials:

e Open the Discovery Configuration dialog from Discovery » Configuration.

e From the Discovery Configuration dialog, choose the Directory tab and select a
directory by DNS Domain from the DNS Domains panel.

e If the DNS Domain Controller panel is empty, click Add to add a DNS Domain
Controller and login credentials for the selected DNS Domain.

If the local computer running JDisc Discovery is a member of a directory,
the Add DNS Domain Controller dialog always defaults to a DNS Domain
Controller for this directory.

If you have selected a directory different from the local computer's directory,
override the DNS Domain Controller as appropriate.
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e If the DNS Domain Controller panel contains at least one host name, click
Change to open the Directory Service Account dialog and enter login credentials
for the directory's DNS Domain Controllers.

e Finally click Test to test the connection to all configured DNS Domain Controllers
for the directory.

5.4 Data Collection

The data collection tab specifies what details to discover from devices, defines custom
scripts used for software data collection and defines a set of simplified file collections
for various devices.

5.4 1 Standard Data Collection

The Data Collection tab allows choosing what details to discover from devices on the
network.

N
0 Discovery Configuration @

| General I Scope I Directory [Data Collection | Discovery Jobs I Protocols | Filters I S5H Keys

Standard | Custom I File Col\ectlonl

User / User Groups
Discover user groups
Discover users
Delete users from logged on user history when not logged on for 30 - day(s)
Detect remote connections via RDP, S5H or telnet
[ Create new devices for user connections from remote devices &)

[ Discover remote dients

Software Hardware
Discover applications [ Discover executable fles &) Discover disks Discover TPM modules
Discover licenses Discover processor Discover virtual instances Discover attached devices
Discover patches Discover memory Discover blade endosure compenents Discover monitors
Discover services Discover video controllers Discover managed devices Discover local printers/mfp
Discover drivers Discover duster Discover VMware annotations Discover local scanner
Discover processes Discover shares Discover card reader

Use pargs on Solaris &)
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Figure: Data Collection Tab
5.4.1.1 Users

JDisc Discovery's user discovery distinguishes
e Local users that exist locally on a computer

e Logged on users that have been logged on to a computer at the time of the
discovery

JDisc Discovery stores users that have been logged on to a computer for a
configurable period. Use the 'Delete users from logged on user history when not logged
on for <n> days' option to automatically delete users from the logged on user history
when they have not logged on for the designated number of days.

Change the selection for ignored users to suppress built-in and service users.

Terminal services client sessions (either Windows RDP or Citrix ICA) can be detected
when the 'Find terminal services clients' option is enabled and Windows remote login is
also enabled. Moreover, JDisc Discovery also detects client computers from which
terminal services session has been established. Enable the 'Discover terminal services
clients' option to automatically discover terminal services client computers.

Terminal services client detection requires the Windows remote login
protocol.

When discovering locally attached devices such as USB printers,
scanners or card readers, JDisc Discovery takes the device type filters
into account. So JDisc Discovery will not discover local printers, when
printers are disabled within the type filters even if the discovery for local
printers is enabled.

5.4.1.2 Software/Hardware

Enable or disable any of the items below as appropriate:
e Applications / license keys
e Patches
e Services’
e Drivers
e Processors
e Memory modules
e Video controller®
e Clusters (Microsoft, HP, and Veritas clusters)

7 For Windows and Solaris
8 For Windows and Linux
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e Physical, logical disks and disk partitions

e Attached devices (for example printers attached to print servers or monitors
attached to a computer®)

e Blade enclosure components (for example blade servers or blade switches)

e Managed devices (such as servers managed by a server management
processor)

Disable data collection items that you do not need. This saves
database disk space, reduces network traffic and speeds up
discovery jobs.

5.4.2 Virtualization Data Collection

Use the Virtualization tab to configure the details for scanning virtual environments.

Configure whether to scan offline instances, VMware annotations and virtual machine
motion events.

1) Discovery Configuration

| General | Scope | Directory | Data Collection | Discovery Jobs | Protocols | Topology Jobs | Filters | S5H Keys

Standard | Virtuslization | Exchange Server | Custom [ File Collection|

90|+ days

Figure: Virtualization Data Collection

9 Monitor discovery is supported only on Windows
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5.4.3 Exchange Server

JDisc Discovery can collect detailed information for Microsoft Exchange server. It runs
Powershell scripts on the target computer in order to retrieve the list of exchange
mailboxes with their sizes.

D Discovery Configuration ==

General | Scope | Directory {538 CIECHSH | Discovery Jobs | Protocols | Filters | 55H Keys| L

Standard | Virtualization | Exchange Server | Database | Custom | File Coliection|

Discover exchange maiboxes

Fowershel script execution tmeout| 305 minutes

Figure: Exchange Server Discovery Configuration

5.4.4 Database Discovery

JDisc Discovery can collect detailed information for several databases. Use the
Database tab in order to configure the collectibles for databases.
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1 Discovery Configuration N

General | Scope [ Directory [{Data Colection | piscovery Jobs | Protocols | Fiters [ s5H Keys|

Standard | virtualization | | patabase | custom | Fie Collection|

Settings
Discover database details
Discover schemas within database
Discover tables within schema

Timeout
IBM DB2 database connect timeout 102 seconds
SAP MaxDB connect timeout. 10 % seconds
Microsoft SQL Server database connect fimeout | 10 +|seconds
MySQL/MariaDB datzbase connect tmeout 10seconds

Oradle database connect timeout 10 Sl

Postgres connect tmeout 10 % seconds

Figure: Database Discovery Settings

5.4.5 Custom Data Collection

The Custom tab allows configuring the custom data collection.
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r Y
1D Discovery Configuration u

General I Scope I Directory | Data Collection | Discovery Jobs | Protocols | Filters | S5H Keys

| standard | Custom | File Collection|

Custom Attributes

Discover custom attributes

Custom Software Data Collection

Platforms

[ windows NT 4.0 [] windows Server 2008
[ Windows 2000 [ Windows 7
[] Windows 2000 Server [ Windows 8
[ Windows XP [ Windows Server 2012

[ Windows Server 2003
[ Windows Vista

Data Collection Add

ollection Script’ for Sun Solaris, MAC OS X, Linux, [BM ALY
ction Script’ for Windows

Enable

Disable

il

Reset

Total 2 collections | 1 collection selected

Figure: Custom Data Collection Configuration

5.4.6 File Collection

JDisc Discovery can collect configuration files or command outputs from system
commands from various operating systems. When the network add-on is installed,
JDisc Discovery even collects configuration files from various routers and switches.
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~ B
1D Discovery Configuration ﬂ
General I Scope I Directory | Data Collection | Discovery Jobs | Protocols | Filters | S5H Keys
Standard | Custom | File Collection |
{0 Windows T
DD Filter:
[ Case sensitive fiter Fii
-
Name Command Srerie
hwinfo command Jusrfshinfhwinfo Enable
Disable
4 i +
Total 1 collection | 0 collections selected
.

Figure: File Collections

Select an operating system platform and click Add to add new file collection. Refer to
chapter 11 for more details on the file collection mechanism.

5.5 Discovery Jobs

Discovery jobs provide a means to partition the discovery of large enterprise networks.
Refer to chapter 3.4 for a detailed description of scheduled discovery jobs.
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i Y
1D Discovery Configuration ﬂ

General | Scope | Directory | Data Collechon| Discavery Jobs | Protocols I Filters I SSH Keys|

=
Discovery Name

Froperties | Groups I Directory I Schedule
Discover all

Discover San Frandsco Site

Name Discover San Francisco Site

Description

Figure: Discovery Jobs Tab

The 'Discover all' discovery job is created by JDisc Discovery's installation program and
Is permanently associated to the root group. You cannot change the group assignment

or delete this discovery job. However, you might change the directory synchronization
options or and define a schedule.

Create new discovery jobs by using the context menu in the left panel.
e Enter a name and description in the New Discovery Job dialog and click Ok.
e Select the new discovery job and adjust the discovery settings as needed.

' Y
D New Discovery Job ﬁ

Name |Discover San Francisco Site

Description | piscover the San Francisco site during local business hours.
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Figure: Create new Discovery Job

Change a discovery job's settings in any of theses tabs:
e Change the discovery job name and description in the Properties tab.

e Use the Groups tab to associate groups to the discovery job. Groups define the
discovery scope in terms of IP networks, IP ranges, Windows network
neighborhood objects and directory objects.

e Choose directory synchronization options in the Directory tab.
e Schedule the discovery job from the Schedule tab

5.5.1 Properties

The properties displays the discovery job name and a description.

_PI'DPEI'EES | Groups I Directory ! Schedule|

Mame Discover San Frandisco Site

Description | Discover the San Frandsco Site during office hours. ..

Figure: Properties Tab

5.5.2 Groups

Groups define the scope of a discovery job. Discovery jobs can be associated to one or
more groups.
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The built-in discovery job 'Discover all' cannot be altered and
therefore the Groups tab is disabled.

In the group tree, choose any of the options below:
e Enable to explicitly associate the selected group only.
e Enable Subgroup to associate the selected group including its subgroups.
e Reset to remove the association of the selected group and its subgroups.

| Properh'esl Groups | Directory I 5chedu|e|

Select the device groups that belong to this discovery,

e__-, Company {*) Enable
':J _| ks AMERICAS &) Enable Subgroup
o
: | . West Caast ®
Lma

b [] L. ASTAPACIFIC
B- [ ] L, EMEA

Figure: The Groups Tab

The check mark next to the group name indicates if a group is associated to a
discovery job.

e Groups with black check marks ¥ are explicitly enabled.

e Groups with a gray check mark ' are implicitly enabled through one of their
parent groups.

e Groups without check mark are disabled.
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5.5.3 Directory

The Directory tab provides directory and networks synchronization options. When
enabled, JDisc Discovery will synchronize directory objects and IPv4 networks from all
(configured) directories when the discovery job is started.

Synchronizing IPv4 networks can also provide location information for each network
when the directory administrator maintains network location information in the directory.

'-Pr-operi.:ies Groupé:DiFECbJFY Scheduls |

[ Synchronize networks

Figure: Directory Synchronization Options

5.5.4 Schedule

Every discovery job can be individually scheduled and runs independently from other
(scheduled) discovery jobs. By default, discovery jobs are created set to Not
scheduled. Not scheduled discovery jobs can be started manually from Discovery »
Control » Start Discovery.

JDisc Discovery can run discovery jobs using any of the schedule types below:
e Run Once
e Dalily
o Weekly
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e Monthly
e Recurring
5.5.4.1 Run Once

Choose Run Once to run a discovery job only once at the specified date and time.

| Properties | Groups I Directory| Schedule |

Schedule type | Run

Date| 3f5/10 ||
Time | 7:00 PM =

Figure: Run Discovery once

5.5.4.2 Daily

Choose Daily to run the discovery every day at the specified time. When a discovery
runs longer than a full day the discovery job starts the next day at the specified time.

| Properties | Groups I Direr_tory| Schedule |

Schedule type

Run every day at| 12:00 PM |-

Fig: Run discovery daily
5.5.4.3 Weekly

Choose Weekly to run a discovery job once every week. Specify the day and time when
to start the discovery job.

| Properties | Groups | Directory | Schedule

Schedule type

Run every :Sunday -

At 5:57 PM =

Figure: Run Discovery weekly
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5.5.4.4 Monthly

Choose Monthly to run a discovery job every month. Specify the day of the month and
time when to start the discovery job.

_j_-lﬁr-ope-r-ﬁ-n.zs _::_.Group__s If)-irec-mry:.§ Schedule |

Schedule type | Monthly -

Figure: Run Discovery monthly

5.5.4.5 Recurring

Choose Recurring to run a discovery job periodically. In addition to specifying the
interval, you can also set the date and time when to run the discovery job for the first
time.

| F."ropeéh'-es -_.-Groups Dlrecb::ry Scheduls |

Schedule type | Recurring -

Run every 3 \day(s)| 0 |hour(s)| 0= minute(s)| 0~ second(s)

First execution at|  3/5/10 = [l
400 PM |5

Fig: Run recurring discovery

5.6 Protocols

The Protocols tab displays all available protocols employed by JDisc Discovery's
discovery. You can enable and disable any protocol except of ICMP ping.

Change the timeout values as appropriate. Higher timeout values generally improve
protocol detection but might also slow down the discovery process.

Disabling important protocols, such as SNMP or WMI might degrade the discovery
result.
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Disabled protocols and too low timeout values might affect the quality of
the discovery result.

D Discovery Configuration &J

| General I Scope I Directory I Data Callection I Discovery Jobs |§P|'01DCU|S ‘ Filters | S5H Keys

Discovery Protocols

Fing 2000 - miliseconds | 2 - retries
[#] DNs 2000 5| milliseconds | 2|5 retries
[] stMP (v 1fv2civ3) 2000 = miliseconds | 2 - |retries
[7] MetBIOS 10 (5| seconds
[¥] SMB (Server Message Block) 120 |5 seconds

WMI (Windows Management Instrumentation) 120 - seconds

WBEM (Web Based Enterprise Management) 10 |5 seconds
[#] Telnet banner parsing 7000 | milliseconds Store unknown telnet banners in database
HTTP based identification 3000 |5 milliseconds
[¥] HTTPS based identification 5000 5| milliseconds
VMware VIM API 120 (5| seconds
Remote Login
Platform Remote login method Connect timeout Execute timeout
Windows Windows remote login 5= | minute(s) 15 | minute(s)
WMI Tunneling Use tunnel when native access fails -

Registry Tunneling | Use tunnel when native access fails -

Agent uninstalls automatically after an idle period of 0 hour(s) and | 1 minute(s)

Figure: Protocols Tab

This dialog might vary depending on the licensed edition.

JDisc Discovery's installation program configures defaults timeout values that should fit
most corporate networks. If needed, you might change timeout values if these do not
accommodate to your network and systems.

5.6.1 Windows Computers

JDisc Discovery's Windows remote login agent is a Windows service that is

temporarily deployed to target Windows computers from the JDisc Discovery server.
The JDisc Discovery server communicates with the agent using a Windows named pipe
which is restricted to members of the local administrators of the computers running the
agent. Furthermore all named pipe communication is compressed and securely
encrypted.
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The remote login agent automatically uninstalls after a configurable idle period when it
has not been accessed by a JDisc Discovery server. When you periodically re-discover
your network, set the idle period to a value longer than the discovery schedule so that
the agent is still running when JDisc Discovery discovers it the next time. This way you
can increase the discovery speed and reduce network traffic.

5.6.1.1 WMI And Remote Registry Protocol Tunneling

When firewalls block WMI or remote registry traffic, JDisc Discovery's WMI and remote
registry tunneling feature can improve the discovery result. When tunneling is enabled,
JDisc Discovery tunnels WMI and registry requests through its remote login agent.
Native access refers to accessing a protocol without using the remote login tunnel.

JDisc Discovery offers these WMI and remote registry protocol tunneling options:

1. Disabled:
JDisc Discovery does not use any tunneling.

2. Use always:
The tunnel is always used no matter if native access succeeds or fails.

3. Use tunnel when native access fails:
JDisc Discovery uses the tunnel only, if native access fails (e.g. when WMI is
blocked by a firewall).

4. Use native access when tunnel fails:
JDisc Discovery prefers using the tunnel and uses native access only when the
tunnel fails.

Make sure to configure tunneling WMI and remote registry
protocols via remote login when remote login for Windows is
enabled!

5.6.2 Unix And Mac OS X Computers

Remote login is needed to properly discover Unix and Mac OS X computers. Refer to
section 4.3 for more information on how to discover Unix computers.

Configure remote login for Unix and Mac OS X platforms in the Remote Login panel.
JDisc Discovery can log-in using:

e Secure Shell (SSH)
e Telnet
Remote login provides these options:
e Remote login disabled
e Use telnet only
e Use SSH and then telnet
e Use SSH only
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SSH logins in conjunction with too many default credentials can
cause intrusion detection systems to raise alerts!

In few cases JDisc Discovery requires root access - for instance when reading BIOS
information on Linux computers. Whenever possible, JDisc Discovery tries to avoid
using root/administrative privileges. When root/administrator access is needed, JDisc
Discovery offers three methods to execute commands with root/administrator
privileges:

e Call the 'su’ command to switch to the root user.
e Call 'sudo' to execute commands with root access.
e Call '.do'to execute commands with root access.

Specify the Connect timeout for establishing a connection and the Execute timeout for
executing system commands. JDisc Discovery sends CTRL-C to abort command
execution when running longer than the configured timeout value permits.

Configuring remote login for Unknown platforms is important for security-hardened
systems. For instance, many Linux distribution disable telnet and SNMP per default. In
such cases, JDisc Discovery cannot determine the operating system using agent-less
protocols.

When remote login for Unknown devices is enabled and login credentials are
configured (either individually assigned to the device or default credentials), JDisc
Discovery logs to the system using telnet or SSH and executes the 'uname' command.
JDisc Discovery parses the 'uname' command output to determine the operating
system and finally utilizes the platform's login method to identify the device and to
collect inventory information.

Enable remote login for Unknown devices to identify the operating
system version of security-hardened systems.

5.6.3 Windows Computers

Windows remote login is an alternate method to discover device details on computers
running:
e Windows NT 4.0 that do not have Windows Management Instrumentation (WMI)
or proprietary vendor specific SNMP agent extensions installed.

e Windows NT 4.0 and better that have personal firewalls installed or firewalls on
the network blocking DCOM/DCE RPC traffic.

Windows remote login requires administrative login credentials to push JDisc
Discovery's zero-footprint remote execution agent on Windows computers that runs as
a service and uses a named pipe (encrypted data transmission) to communicate with
the JDisc Discovery server. JDisc Discovery's zero-footprint remote execution agent
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offers SSH like functionally, such as command execution, command output capture and
file transfer. JDisc Discovery's zero-footprint remote execution agent automatically
deletes itself 60 seconds after being accessed last by a JDisc Discovery server.

5.7 Filters

JDisc Discovery can filter devices based on several device attributes and by IP address
exclusion ranges. The discovery process only discovers and stores devices in the
database that pass the filter criteria.

JDisc Discovery allows to create multiple filter configurations which are optionally being
applied to only a part of the network (e.g. specific IP ranges or devices belonging to
groups). Each filter configuration can be enabled or disabled separatley.

There are two basic filter types:

e IP exclusion filters
exclude single IP addresses or IP ranges with IP exclusion filters.

e Attribute based filters
exclude devices based on attributes such as model, manufacturer, type, 0os
version.

Attribute filters can be restricted to specific IP ranges or device groups. Note that
attribute based filters require the discovery of at least the identifying attributes such as
model, type, or manufacturer.

There is a pre-defined IP exclusion filter called 'Built-in IP Filter'. This filter is being used
for devices which are permanently excluded when deleted. The pre-defined filter cannot
be removed.

D Discovery Configuration Lﬁj

| General | Scope i Directory | Data Collection I Discovery Jobs s Protocals | Tapology Jabs | Filters | 554 Keys|

Create, modify or delete device exdusion configurations.

MName Type Scope
Built-in IP Filter 1P Exdlusion Filter Global Filter

Remave

Info

Figure: Filter Tab
Use the Info button to display the filter definition.
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There are two different filter types: IP exclusion filters and filters
based on device attributes. There can be multiple filter
configurations which can be enabled invidually.

5.7.1 IP Exclusion Filter

Create a new IP exclusion filter by clicking he Add button. Choose 'IP Filter' as filter
type. The Wizard guides you through the filter definition which includes a name and
description and on the second panel the list of IP filters.

Create Device Fiter 28|

‘e, Create Device Fiter

* select the fiter type,

< IP Fiter
Create a fiter baseﬁn IP ranges.
Use this filter if you labuld like to exdude specific IP ranges.

3 Attrbute Fiter
Create a fiter based on device atiributes
Use this fiter if you would Iike to exclude devices based on attributes
such as model, manufacturer or type

Cancel

Figure: Choose the Filter Type

IP Filters exclude devices by IP address ranges or single IP
addresses. configurations which can be enabled invidually.

You might see multi-homed devices in reports having IP addresses
within excluded IP addresses ranges. However this does not mean
JDisc Discovery has accessed the IP address within the exclusion
range!

5.7.2 Attribute Based Filters

Attribute based filters filter devices by matching device attributes such as model,
manufacturer, type or operating system version. Click the Add button and select
‘Attribute Filter' in order to create a new attribute based filter.
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Create Device Filter e

‘é, Create Device Fiter
' Select the fiter type.

> IP Fiter
Create a fiter based on IP ranges.
Use this fiter if you would like to exclude specificIP ranges.

% Attrbute Fiter
Create a fiter based on device attributes.
Use this fter if you would lke: tn%(dude devices based on atiributes
suuch as model, manufacturer or Hipe.

Cancel

Figure: Create a new attribute based filter
A wizard guides you through the three steps of the filter configuration:
e define the filter name and optionally provide a description
e define the scope for the filter (either global, IP range, or device group)
e define the filter criterias for selected fields
The filter name and the description helps to identify filters.

[ Add Attribute based Filter Configuration [

MName Ignore Cisco Devi ver Network

Desription | gnores all Cisco devices in the IP range 192, 168.178.0 - 192,168, 178.255

Back -Next Finish Cancel
s

Figure: Define filter name and description
The next step defines the scope for the filter. Choose between
e the global scope (apply the filter to all IP ranges)

e the IP range based scope (apply the filter to devices which have an IP address
that belongs to a specific IP range)

e the device group based scope (apply the filter to devices which have an IP
address that belongs to the network list for a defined device group)

- 165 -



[} Add Attribute based Filter Configuration ==

Please select the exdusion filter's scope. The scope defines where to apply an exdusion fiter.

() Global Scope - apply the exdusion rules to all devices,
@) IP Range Scope - apply the exclusion rules to a specific st of IP ranges.

) Device Group Scope - Apply the exdusion rules to devices which belong to specific network device groups.

Add IP ranges where to apply the filter.

From IP TolP Hame Add
192,168.178.0 192,168, 178.255 Remove

Total 1range | O ranges selected

Back Hext ) 4| Finish Cancel

Figure: Define the Filter Scope

Use the filter scope to limit the filter to specific network areas.

Define the filter criteria in the last step. Define filter criteria for at least one field. When
using filter criterias for multiple fields, then the device gets only filtered, if it matches the
criterias for all fields.

D Add Attribute based Filter Configuration [

Exdude all devices which match the aiterias below

[=J-Device Attributes (%)

o i [Manufacturer = ]

~ Modd

:

e
[-Software

Conditions (Connected with OR)

Total 1 condition | 1 condition selected

Badk vext |[Finsh ][ cancel
[e

Figure: Define Filter Criteria
Click Finish to complete the filter defintion.

Using attribute based filters speeds up the discovery, lowers the
network bandwidth usage and reduces the database size by
ignoring devices which are not relevant for your inventory
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JDisc Discovery creates discovery events when a device does not pass the attribute
filter. This helps to troubleshoot filter issues.

s 5
D Discovery Events E@ﬂ
#--2@nmolelils

[ Case sensitive filter

Creation Daté Event Type Subject Description

May 12, 2016 2:25:54PM  Discovery started Discovery 'Discover all started Discovery Discover all manually starked
May 12, 2016 2:25:19 PM  Discovery stopped Manual stop requested for discovery ‘Discover all  Discovery 'Discover all' stopped

May 12, 2016 2:25:23PM  Discovery stopped Discovery 'Discover all' finished

May 12, 2016 2:25:35PM  Discovery started Discovery 'Discover all' started Discovery Discover all manually skarted
May 12, 2016 2:35:43PM  Discovery stopped Discovery 'Discover all' finished

May 12, 2016 2:35:01PM  Discovery started Discovery 'Discover all' started Discovery Discover all manually skarted

May 12, 2016 2:39:24PM  Discovery stopped ‘Discover all' finished
filter not pa C

May 12, 2016 2:44:29 PM  |Device filter not passed

415FrvfHewlett-

Total 8 Discovery events | 1 Disocvery event selected

Figure: Attribute Filter Events

5.7.3 Filter Information

Filter definitions can become complex. Use the Info button in order to display a filter
definition overview.
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D Filter Configuration Summary - ‘Ignore Cisco Devices in Server Network’ ===

Filter Configuration 'Ignore Cisco Devices in Server
Network'

Description
Ignores all Cisco dewvices in the IP range 192.168.178.0 - 192.168.178.255

Filter Definition

This filter excludes devices based on their device attributes such as name, model, or manufacturer. The
filter gets applied to all devices with at least one IP address within the following ranges.

®192.168.178.0 - 192.168.178.255

Attribute Filters

This filter excludes devices which match the following conditions

device manufacturer = 'Cisco’

Figure: Filter Configuration Summary

5.8 Cloud

Configure Microsoft Azure cloud access within JDisc Discovery once you have
completed the preparation steps from the previous chapter. You will need:

e The so called tenant id. The tenant id might also be called directory id
e The application id
e The key secret

You can get the tenant id from the Azure portal within the Active Directory/Properties
tab. The application id and the key secret is available from the your steps when you
registered the application.

Enter the Azure cloud information in the configuration dialog.
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D

General Scope Directory Data Collection DiscoveryJobs Protocols Topology Jobs Measurement Filters Cloud  SSH Keye

Azure
Mame Tenant D Application ID Add
Change
Remave
Test
1) Add new Azure API Key x
Name Tom's MSDN Cloud|
Tenant ID 61305a50-19c2-4d 4b-8f8e-766232e6b4fc
Application ID | 40bba1df-0b59-4854-9f 1e-4658d27ae 72
Key Searet
ok Cancel
Total @ api keys | 0 api keys selected
Ok Cancel

Figure: Add access credentials for an Azure cloud directory

You might enter access credentials to more than one Azure cloud
directory!

5.9 SSH Keys

JDisc Discovery supports using SSH (Secure Shell) public/private keys for login
authentication. To use existing SSH keys for authentication on SSH enabled devices,
import your SSH keys into JDisc Discovery's configuration.
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1D Discovery Configuration

| General I Scope I Directory | Data Collection | Discovery Jobs | Protocols | Filters | SSHKEB"S

[] Case sensitive filter Remove
T
Mame Type Passphrase
Discovery User Key RSA E

Total 155H key | 0 55H keys selected

Figure: Private Keys

Click Import to import existing private SSH keys. Private keys must use the OpenSSH
format!

Private SSH keys are stored safely in JDisc Discovery's database.
Refer to the 'Security' chapter of the '‘Administration and Security
Guide' for information on how JDisc Discovery stores login
credentials.

Private SSH keys must use the OpenSSH format!
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6 Reporting

JDisc Discovery's reporting system provides a variety of built-in reports. Most reports
display tabular data.

Tabular reports have a:
e Toolbar
e Filter field (including a case sensitive check box)
e Table header
e Content area
e Footer line

-
D All Devices = | G [
Ble=3 B h|iBD| G| e

Filter:
|| Case sensitive filter

MName 1P Address Manufacturer Model Type 05 Version

Lapwp-y FESPSTORTTS B0 Lo TN GU R Lapup VIS AP TSI
Desktop-1 12.216.104.46 Lenavo ThinkCentre A51 Desktop Windaows XP Professional
Printer-2 12,216.106.180 Lexmark Te40 Printer =

Samsung SyncMaster Monitar =
Samsung SyncMaster Monitor

3comtest 192.168.178.16 3C0OM SuperStack 3 Switch 4300 Switch

summit1 192.168.178.13 Extreme Metworks  Summit 48i Routing Switch 7.2.0

summit2 192,168.181.2 Extreme Networks  Summit 48i Switch 7.2.0
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RackServer-3 12,251.240.0 Hewlett-Packard rx6500 Server (Rack) HP-UX B.11.23U
RackServer-4 12.251.240.233 Hewlett-Packard rx6600 Server (Rack) HP-UX B.11.230
RackServer-5 12.251.240.16 Hewlett-Packard rx2660 Server (Rack) HP-UX B.11.23U
Rackserver-2 12.251.240.164 Hewlett-Packard rx2620 Server (Rack) HP-UX B.11.23U

Switch-5 12.216.105.229 Hewlett-Packard ProCurve 5308x| Switch E.1.03

ProCurvel 192,168.173.18 Hewlett-Packard ProCurve 2650 Switch H.08.72

Switch-6 12,251.240.162 Hewlett-Packard ProCurve 2626 Switch H.07.50

Switch-8 12,251.240.145 Hewlett-Packard ProCurve 2626 Switch H.08.54

Switch-10 12,251.240.219 Hewlett-Packard ProCurve 2524 Switch F.04.08

Switch-11 12,251.240.107 Hewlett-Packard ProCurve 2524 Switch F.04.08

Switch-7 12.251.240.182 Hewlett-Packard ProCurve 2524 Switch F.05.17

Switch-9 12.251.240.141 Hewlett-Packard ProCurve 2524 Switch F.05.50

192.168.178.7 192.168.178.7 Dell PowerEdge T110 I Server VMware ESXi 5.0 %

] M 5
Total 333 devices | 0 devices selected

\

Figure: A typical JDisc Discovery Device Report

Use the filter filed to only display lines that contain the filter value. The report filters its
content as you type.

The tool bar provides these following icons:
.+ Display the context menu

-171 -



= Return to the previous report

= (o to the next report

et

Reload the current report

5

Open a new Window with the same report

[H)

Create an Microsoft Excel export for the current report

W]

Create a CSV plain text export for the current report
L Schedule automatic report exports
Show the SQL query that created the current report

<=z Open the grouping tree view to restrict the report on groups

Table headers are in most cases sortable. Click on a header column to change the
table's sort order.

The table footer displays the table's total number of lines, the number of selected, and
filtered lines.

Use the right mouse button to open the context menu for the report. The context menu
items depend on the actual report.

-
D All Devices SRR X
; 2 | =) [ | € 5
B|-=28DHEDC|E|&
Filter:
[ Case sensitive filter
Mame 1P Address Manufacturer Madel Type 05 Version
Lapuupes LesesuauTian Lo TN Gu e Lapup T =
Desktop-1 12,216.104.46 Lenavo ThinkCentre A51 Desktop \Windows ¥P Professional
Printer2 12.215.106.180 D a2 _| E
Sar 1=/ Properties Monitor
San . 5 Moritor
3comtest 192.168.178. 16 3¢ Discover B Switch 4300 Switch
summit1 192.168.178.13 Ext Manage » Routing Switch 720
summit2 192.168.151.2 Ext Switch 7.2.0
summit3 152.168.181.3 Ext Compare Y Routing Switch 7.2.0
Desktop-9 12,255.136.228 Del Custom Attributes » i 1400 Desktop Windows Vista Home Premi
ttrenz-PC2. fritz.box 192,168.178.75 Del 4 140g Desktop Windows Vista Home Premi
Desktop-7 12.251.240.215 Shy Connect with L4 Desktop Windows Server 2003 Ente
RackServer-3 12.251.240.0 Hey Troubleshoat N Server (Rack) HP-UX B.11.23U
RackSserver-4 12,251.240.233 Hey Server (Rack) HP-UX B.11.23U
RackServer-35 12.251.240.16 Hey 3 Delete Devices... Server (Rack) HP-UX B.11.23U
RackServer-2 12,251.240.164 Hey Server (Rack) HP-UX B.11.23U
Switch-5 12.215.105.229 He Fll  Create Support ZIP paxd Switch E.11.03
ProCurvel 192,168.178.18 Hewlett-Packard ProCurve 2650 Switch H.08.72
Switch-6 12,251.240.162 Hewlett-Packard ProCurve 2626 Switch H.07.50
Switch-8 12,251,240.145 Hewlett-Packard ProCurve 2626 Switch H.08.54
Switch-10 12.251.240.219 Hewlett-Packard ProCurve 2524 Switch F.04.08
Switch-11 12.251.240.107 Hewlett-Packard ProCurve 2524 Switch F.04.08
Switch-7 12.251.240.132 Hewlett-Packard ProCurve 2524 Switch F.05.17
Switch-9 12,251.240.141 Hewlett-Packard ProCurve 2524 Switch F.05.50
192,168.178.7 192,168.178.7 Dell PowerEdge T110 IT Server VMware ESXi 5.0 2
a | 1 [
Total 333 devices | 1 device selected
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Figure: Report Context Menu
Use copy-paste to copy report content to the clipboard.

6.1 Built-in Reports

JDisc Discovery offers a variety of predefined reports for all discoverable objects and
diagnostic information.

6.1.1 Devices

The Devices menu contains device oriented reports. Devices can be grouped by
e Model
o Type
e Manufacturer
e Operating system family and version
e Device roles and groups.
Double click a device to display device details.
6.1.1.1 Directory Membership

The 'Explorer-like' Computer Accounts (Devices » Directory menu item) report displays

Active Directory instances (including the directory hierarchy) in the left
navigation panel

Directory member computers / accounts on the right side

When you select the Include computer accounts from sub directories option, all
computer accounts of the selected directory object and sub directory objects will be
displayed.

Figure: Directory Computer Accounts

I Note: The two numbers in parentheses next to the directory object
name indicate

« number of computer accounts that exist in the directory

number of computers / devices that have been discovered
and matched against existing computer accounts.
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When the parentheses contain only a single number the directory
object and none of its sub directory objects have been discovered.
However a computer / device that is member of the directory
objects or any of its sub directory objects has been discovered and
assigned to the directory.

6.1.2 Virtualization

The Virtualization menu item contains virtualization related reports including host
servers and virtual instances.

6.1.3 Software

The Software menu contains application, application instances, patch, and services
reports that span across all devices.

6.1.4 Networking

The Networking menu contains network oriented reports including
e IPv4 networks
e IPv4 address ranges
e IPVv6 networks
e Windows network neighborhood (Windows domains and workgroups)
e Directories (Microsoft Active Directory)

6.1.5 User

The User menu item provides user, user group (including group membership) and login
credentials (including SSH keys) reports.

6.1.5.1 Login Credentials

The All Login Credentials report shows all occurrences of login credentials for devices
and Windows Domain Controller (DC) or Global Catalog (GC) servers.

Figure: All Login Credentials

The All Login Credentials report has got several columns as described below:
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Login is the login (user / account) name.
Password Count contains the number of different passwords of the Login.

- Configuring more than one password for a global login can result in user
lockout. This can happen when the discovery process repeatedly uses
incorrect passwords to establish a connection to a device.

If a global login is assigned more than one password, select the Login in
the report and use the "Change password..." context menu to set the
correct password for all occurrences of the global login.

Device Count is the number of devices for which the Login is configured.

Network Neighborhood shows the Windows domains / Workgroups for which the
Login is configured.

DNS Domain displays the Active Directory forests for which the Login is
configured.

) - Login is used only to connect to Domain Controllers (DC) or Global
Catalog (GC) servers and performing read-only LDAP/S queries.

The Directory Object column shows the Active Directory objects (DNS Domain,
Organizational Unit or Container) for which the Login is configured.

) - The discovery process uses the Directory Object Login to connect to the
directory's member computers.

The Default Account Device Platform states for what operating system platform
(l.e. Windows, Linux, etc.) the Login has been configured.

You can use the All Login Credentials report for a selected Login to
Change a Login password
Change a Login & password
Delete a Login

When you change the password or Login name, or when you delete a Login, all
occurrences of the Login in the database are updated.

Change a Login Password...

To change a Login's password, select the Login in the All Login Credentials report and
click Change password... from the context menu.
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D Modify Password X

Login JDISC-INTERNAL\ADMINISTRATOR

Use this dialog box to replace all occurrences of the login's Old password with the New password in the database.
Enter the Old password to replace only those occurrences in the database with the New password that matches the Old password.

Old password
New password

New password confirmation

Ok Cancel

Figure: Modify Password

If you want to set a New password for all occurrences of the selected Login, leave the
Old password field empty.

You can also set a New password only for occurrences of the selected Login that have
been assigned the Old password. In this case simply enter the Login's Old password.

Change Login and Password...

To change a Login and password, select the Login in the All Login Credentials report
and click Change login and password... from the context menu.

Figure: Modify Login & Password

This works similarly to Change a Login's Password from above. However, you can also
change the login name for all occurrences of Login.

Delete a Login

To delete a Login, select the Login in the All Login Credentials report and click Delete...
from the context menu.

Delete Logins X

9 Delete Logins

Delete logins from the database.

S Al
Delete all logins named 'JDISC-INTERNAL\ADMINISTRATOR' from the database.

«» By Password
Delete logins named 'JDISC-INTERNAL\ADMINISTRATOR' having a specific password.

Cancel

Figure: Delete Logins

You can either delete All occurrences of the selected Login or only those occurrences
where the password matches. If you chose By Password, enter the password in the
Delete Login dialog.
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1 Delete Login X

Delete login with the specified password.

Login JDISC-INTERNAL\ADMINISTRATOR

Password

Ok Cancel

Figure: Delete Login

6.1.6 Troubleshooting

The Troubleshooting menu item contains troubleshooting and diagnostic reports that
help finding common discovery problems discovery and permit modifying the discovery
queues.

Most reports provide a context menu for management and discovery
tasks or to simply display detailed information. Open the context menu
with the right mouse button.

6.2 Common Actions

JDisc Discovery's reports provide context menus to perform frequently used actions.

6.2.1 Run Immediate Discovery

JDisc Discovery can run an immediate discovery of devices, IPv4 networks, IPv4
address ranges and directory objects. The table below illustrates the discover menus in
the respective reports.

Report Discovery menu

Device reports Click Discover » Selected Devices to discover
selected devices. JDisc Discovery will perform a DNS
lookup to find IP addresses of selected devices. This is
useful for devices using DHCP or that change their IP
address frequently.

Click Discover » Selected IP Addresses to discover
selected devices via their IP addresses. This is not
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recommended for devices and networks using DHCP,
because the IP address might have changed.

IPv4 network
report

Click Discover » Selected Network(s) to discover
selected IPv4 networks.

IPv4 address
range report

Click Discover » Selected Range(s) to discover
selected IPv4 ranges.

Windows Click Discover » Windows Network Neighborhood to
Network discover selected Windows domains and workgroups.
Neighborhood

report

Directory report | Click Discover Directory to discover selected directory

objects.
-
D All Devices = | G e
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Filter:
[ Case sensitive filter
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Desktop-1 12.216.104.46 Lenavo ThinkCentre A51 Desktop Windows ¥P Professional
Printer-2 12,215,106, 180 " =

Samsung SyncMast J' Properties =
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3comtest 192.168.178.16 3C0OM SuperStay
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summit2 192.168.181.2 Extreme Metworks  Summit 4¢ Compare N 7.2.0
summit3 192.168.181.3 Extreme Networks  Summit 48 vitch 7.2.0
Desktop-9 12,255.136.228 Dell Studio Hy Custom Attributes Windows Vista Home Premi
ttrenz-PC2. fritz.box 192,168.178.75 Dell Studio Hy c ith R Windows Vista Home Premi
Desktop-7 12.251,240,215 Shuttie Inc 5558v20 S Windows Server 2003 Ente
RackServer-3 12.251.240.0 Hewlett-Packard rx6600 Troubleshoot ¥ k) HP-UX B.11.23U
RackServer-4 12.251.240.233 Hewlett-Packard rx6600 X ick) HP-UX B.11.230
Rackserver-5 12.251.240.16 Hewlettpackerd  r2ggo | ¢ Delete Devices.. k) HP-UX B 11.23U
RackServer-2 12,251,240, 164 Hewlett-Packard rx2620 JL Create Support ZIP ick) HP-UX B.11.230
Switch-5 12,216.105.229 Hewlett-Packard ProCurve| © E.1.03
ProCurvel 192,168.173.18 Hewlett-Packard ProCurve 2650 Switch H.08.72
Switch-6 12,251.240.162 Hewlett-Packard ProCurve 2626 Switch H.07.50
Switch-8 12,251,240.145 Hewlett-Packard ProCurve 2626 Switch H.08.54
Switch-10 12,251.240.219 Hewlett-Packard ProCurve 2524 Switch F.04.08
Switch-11 12.251.240.107 Hewlett-Packard ProCurve 2524 Switch F.04.08
Switch-7 12.251.240.182 Hewlett-Packard ProCurve 2524 Switch F.05.17
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] T r
Total 333 devices | 1 device selected

Figure: Discover selected Devices

6.2.2 Manage Devices

Device reports allow changing a device's login credentials including SSH public/private
keys. Select a single or multiple device and open the context menu. The Manage menu
offers these sub menu items:
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e Click Change Accounts to configure login credentials.
e Click Change SSH public/private Key to configure SSH keys.

e Click Change SNMP credentials to configure SNMP communities and accounts.

e Click Synchronize Group Assignment to manually reassign devices to groups
based on information in the database. This is useful when group conditions have

changed and you want to prevent running a discovery job, which would
automatically assign devices to groups.

\
D All Devices = [ e
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ttrenz-PC2. fritz.box 192.168.178.75 Del e 17 e i Windows Vista Home Premi
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Switch-10 12,251,240.219 Hewlett-Packard ProCurve 2524 Switch F.04.08
Switch-11 12.251.240.107 Hewlett-Packard ProCurve 2524 Switch F.04.08
Switch-7 12,251.240.182 Hewlett-Packard ProCurve 2524 Switch F.05.17
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192.168.178.7 192.168.178.7 Dell PowerEdge T110 11 Server VMware ESXi 5.0 -
4 m +
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Figure: Manage Devices

6.2.3 Compare Devices

Select the Compare menu item to compare two devices with each other.

6.2.4 Connect To Device

Open the context menu and choose Connect with to connect to a device. JDisc
Discovery can connect to a device using:

e Telnet
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e SSH

e Microsoft Terminal Services

e HTTP
e HTTPS

When connecting to a device JDisc Discovery does not pull login credentials from the
database for security reasons. You will be prompted to specify login credentials

manually.
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Figure: Connect to a Device
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6.2.5 Troubleshooting

Click Perform SNMP Walk from the Troubleshooting menu to dump all SNMP variables
of a SNMP enabled device.

“
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Figure: SNMP Walk

Click Ping to ping IP addresses of selected devices. Enter the timeout and retry
parameters and press Ok. JDisc Discovery will ping all active IPv4 and IPv6 IP
addresses and display the results.

ClickBrowse WBEM/WMI Data in order to review WBEM or WMI information for the
selected device.

Click Traceroute in order to view the traceroute output for the selected device.

6.2.6 Delete Devices

JDisc Discovery does not automatically delete devices from the database that have
been disconnected from the network or which do no longer exist. Click Delete Devices
to delete selected devices from the database.
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6.2.7 Create Support ZIP

JDisc Discovery can pack the information required by our support to help
troubleshooting discovery problems. To create a support ZIP file, select a set of devices
and click Create Support ZIP to create a support ZIP file.

6.3 The Device Details Report

The Device Details report displays detailed device information. Double click a device or
choose Properties from the device's context menu to open the Device Details report.

JDisc Discovery does not always collect all device details. Data

quality greatly depends on the device type, platform, available
protocols and the network infrastructure (firewalls).

The Device Details report consists of the nine tabs:

The General tab displays basic device information such as name, manufacturer,
model, type, serial number, etc.

The Networking tab displays network interfaces, IPv4 networks to which the
device is connected and the SNMP system group variables.

The Hardware tab displays processors, memory modules, physical/logical disk
information and attached devices.

The Firmware tab displays firmware version, manufacturer and the SMBIOS
version for Intel based systems.

The Software tab displays operating system information, installed application
and patches.

The User tab displays local user, logged on user and logged on user history.

The Virtual Computers tab displays virtual (computer) instances running on the
selected device.

The Roles tab displays device roles assigned by the discovery.
The Groups tab displays all groups to which the device belongs.

The Analyze tab displays the discovery log, protocol status, parsing issues, and
rule based diagnostics.

6.3.1 General Tab

The General tab displays the following device information:

Name
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Manufacturer
Model

Type
Serial number

Hardware version

Part number

Windows computer name

Windows network neighborhood name (if member of a Windows domain or

Workgroup)

Directory object name (if member of a directory)

Creation date (first discovery date)

Last discovery date

Discovery duration (Device identification and device data collection)

Database duration (Database update transaction)

If the device is a virtual (computer) instance, JDisc Discovery can display the
physical host server on which the virtual (computer) instance runs.

D Device Details for 'Desktop-9°

Rle-m2abhBamols

GEHE"E|§| Networking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes I Roles | Groups I Analyze|

HName
Manufacturer
Model

Type

Serial Number
HW Version
Part Number

Computer Name
Neighborhood Name
Directory Name

Creation Date
Last Discovered
Uptime

Discovery Duration
Database Duration

Desktop-9

Dell

Studio Hybrid 140g
Desktop

45V785A

DEMOCOMPANY-243
TSTDOM4
Demo Company = EMEA = Germany » Munich » Clients

2010-09-21 14:44:54.0
2010-09-21 14:44:54.0
5 days 05:00: 15

00:01:45
00:00:01

Close

Figure: Device Details » General Tab
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6.3.2 Networking Tab

The Networking tab displays network interfaces, IPv4 networks to which the device
belongs and SNMP system group variables.

6.3.2.1 Interfaces

The interfaces table displays all interfaces including interface type, description, speed,
assigned DNS names, IP addresses and subnet masks.

"
D Device Details for 'teetee-pc.fritz.box’ = | E e
. = | O & T | =
=2 @ Dh D0V G &
General || Networking }| Hardware I Firmware I Software I User I virtual Computers | Custom Attributes I Roles | Groups I Analyze|
Interfaces | Metworks I SNMP System Group|
Filter:
[ Case sensitive filter
Physical Address Type Description Speet
i} unknown “WAR Minipork {S5TP) o
softwareloopback Software Loopback Interface 1
2 unknown WA Miniport (L2TP)
3 unknown WA Miniport {PPTP) =
4 unknown WA Minipork {PPPOE)
5 unknown WA Miniport {IPvE)
[3 unknown WA Miniport {Metwork Monitor)
8 unknown WaAN Miniport (IP) i
9 unknown Microsoft-I5ATAP-Adapter
10 20:41:53:59:9e:ff unknown RAS Async Adapter
11 00:1b:fcb4ifeia2 ethernetCsmacd Inkel{R) S25660¢-2 Gigabit Network Connection
12 00:c0:a8:f3:3Rb0 ethernetCsmacd USE Wireless 802.11 bfg Adaptor ol
13 unknown Microsoft-ISATAP-Adapter
14 unknown Microsoft-I5ATAP-Adapter
15 00:ff:a9:b8: 29:9d ethernetCsmacd TAP-WIN3Z Adapter ¥ -
(| 1 3
Total 31 interfaces | 0 interfaces selected

Figure: Interfaces Table

6.3.2.2 Networks Tab
The Networks tab displays IPv4 networks to which the device belongs. To display all

devices in the networks displayed, select a network and open the context menu and
choose a report.
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General |§Networking | Hardware I Firmware I Software I User I Virtual Computers | Custom Attributesl Roles | Groups I Analyze|

| Interfaces| Networks | SNMP System Group|

Fiter:|
[ Case sensitive filter

=
Network Address Subnet Mask Name Last Discovered
192.168.178.0 255.255.255.0 Mar 4, 2014 5:30:40 FM

< i 3
Total 1 network | 0 networks selected

Figure: Networks Table

6.3.2.3 SNMP System Group

If a device supports SNMP, the SNMP system group displays standard SNMP variables
such as System Object ID, System Description, etc.
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General |§Networking | Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes I Roles | Groups I Analyze|

System Name

System Object ID 1.3.6.1.4.1.2590.1.1.1.1.1.75
System Description KOMICA MINOLTA magicolor 2350
System Location B1Room 32c

System Contact Jim Smith

Close

Figure: SNMP System Group Tab

6.3.3 Hardware

The Hardware tab displays processors, memory modules, disks and attached devices.
6.3.3.1 Processors
The Processors tab displays physical processors. Dual core and hyper-threaded

processors appear as one row. The core count and the thread count columns describe
a physical processor in more detail.
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General | MNetworking ‘ Hardwareﬂ Firmware I Software I User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

Frocessors | Memory Modules I Disks I Video Controller | Attached Devicesl

Filter:
|| Case sensitive filter

=
Slot Model Manufacturer Current Speed  Max Speed Cores Threads Address Width
CPU1 Core2 Quad Intel 2.39GHz 2.39GHz 4 4 g

a | [

Total 1 processor | 0 processors selected

Figure: Processors Tab

6.3.3.2 Memory Modules

The Memory Modules tab displays memory modules including size, model, and
manufacturer. When JDisc Discovery cannot discover memory modules the total

memory size will be displays instead. In this case the memory module slot is named
‘Total'.
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General | MNetworking ‘ Hardwareﬂ Firmware I Software I User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

Processors | Memory Modules | Disks | Video Controller | Attached Devices|

Total memory  3.00 GB

Filter:
[ Case sensitive filter

=
Slot Model Manufacturer Size

BANKD Physikalischer Speicher TETFAFIFIF 510000 S12MB
BAMK1 Physikalischer Speicher FEIFFFIFFF510000 1.00GB
BANK2 Physikalischer Speicher TETFFFIFFF510000 S512MB
BAMNK3 Physikalischer Speicher TETFFFIFFF510000 1.00GB

Total 4 memory modules | 0 memory modules selected

Figure: Memory Modules Tab

6.3.3.3 Disks

The Disks tab is separated into these tabs Physical Disks, Disk Partitions, and Logical
Disks.

Physical Disks

The Physical Disks tab displays all physical disks including model, manufacturer, serial
number and total size.
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General | MNetworking ‘ HﬁdeﬁfEEl Firmware I Software I User I Virtual Computersl Custom Mtributesl Roles | Groups I Analyze|
| Processorsl Memory Modules| Disks | Video Controller | Attached Devicesl
Physical Disks | Disk. Partitionsl Logical Disks | Disk Nrays|
Total Physical Disk Space  467.65 GB
Filter: |
[] Case sensitive filter
Model Manufacturer Serial Number Size
Generic- SD/MMC USE Device 1.89GB
HOT725050VLA3E0 ATA Device Hitachi VFK401R4195LAK 465.76 GB

Total 2 physical disks | 0 physical disks selected

Figure: Physical Disks Tab

The Total Physical Disk Space displays the sum of all physical disks.
Disk Partitions

The Disk Partitions tab displays all partitions on the computer.
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General | MNetworking ‘ HﬁdeﬁfEEl Firmware I Software I User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Processars I Memary Modules | Disks | Video Contraller | Attached Devicesl
-Physiml Disks | Disk Partitions | Logical Disks | Disk Arrays

Total Partition Space  467.65 GB

Filter:
[] Case sensitive filter

=

Name Size

Disk #0, Partition #0 457.64 GB
Disk #0, Partition %1 8.12GB
Disk #3, Partition #0 1.89 GB

Total 3 disk partitions | 0 disk partitions selected

Figure: Disk Partitions Tab

Logical Disks

The Logical Disks tab displays mounted logical disks on the computer. Logical disks
have these attributes:

e Name

e Mount point

e Total size

e Used size

e Free size

e Serial number
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General | MNetworking ‘ Hardwareﬂ Firmware I Software I User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Processars I Memary Modules | Disks | Video Contraller | Attached Devicesl
Physical Disks | Disk Partitions | Logical Disks | Disk Arrays

Total disk space  467.65 GB
Total used space  358.24 GB
Total free space 109.41 GB

Filter:
[] Case sensitive filter

=
Name Mount Point File System Size Used Free Serial Number
H: FAT 1.89GB 520,50 MB 1.38 GB 65663833
[oH NTFS 457.64 GB 350,62 GB 107.01 GB E255ADS3
RECOVERY D: NTFS 8.12GB 7.11GB 1.01GB 137D0FFC
4 m *

Total 3 logical disks | O logical disks selected

Close

Figure: Logical Disks Tab

The Total disk space, Total used space, and Total free space fields list the accumulated
number for all logical drives.

Attached Disk Arrays

JDisc Discovery discovers attached disk arrays for HP-UX computers.
6.3.3.4 Video Controller

The Video Controller tab displays a computer's video controllers.
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General | MNetworking ‘ Hardwareﬂ Firmware I Software I User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Processors I Memory Modules I Disks ‘ Video Controller | Attached Devicesl

Filter:
|| Case sensitive filter

=
Slot Model Manufa...  Serial Number RAM Horiz. Resolution Vert, Resolution
PCIWEN_10DESDE... GeForce 8500 GT MVIDIA 512.00 MB 1,920 1,20

< i | »

Total 1 video controller | 0 video controllers selected

Close

Figure: Video Controllers

6.3.3.5 Attached Devices

The Attached Devices tab displays directly attached devices. JDisc Discovery discovers
e printers attached to print servers
e tape drives attached to tape libraries
e monitors attached to a computer

e Dblade workstations, servers, switches and power supplies mounted in a blade
enclosure

e rack or blade servers connected to a management device
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General | MNetworking ‘ Hardware§| Firmware I Software I User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Processors I Memory Modules I Disks I Video Controller | Attached Devices |
Filter:
[ Case sensitive filter
=

Manufacturer Model Type Name IP Address 05 Version
Dell 2907WFP Monitor

< [ +
[Total 1 device | 0 devices selected

Fig: Attached monitor

6.3.4 Firmware

The Firmware tab displays firmware version information. Firmware includes

Name (BIOS manufacturer name for Intel/AMD based systems)
Manufacturer

Version (BIOS version for Intel/AMD based systems)

Release Data

SMBIOS Version
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General | MNetworking I Hardware EF“'I'HWEI'E | Software I User I Virtual Computers | Custom Attributes I Roles | Groups I Analyzel

HName BIOS Date: 08/02/07 17:24:08 Ver: 08.00.14
Manufacturer American Megatrends Inc.

Unigue Id 9F373458-4727-11DC-8DF 2-28ED466C6CDE
FW Version 5.6

Release Date Thu Aug 02 01:00:00 CEST 2007
SMBIOS Version 2.5

Close

Figure: Firmware Tab

6.3.5 Software

The Software tab displays operating system, applications, application instances,
patches and services.

6.3.5.1 Operating System

The Operating System tab displays

e OS Family - classification of operating systems into families, such as Windows,
HP-UX, etc

e OS Version - operating system name including version information

e OS System Type — the system type (such as x86, x64, ia64 and Sparc)
e Patch Level - Service Pack on Windows platforms

e Install Date

e System Uptime

e Owner

e Unique ld

e Product Key

e Locale - language locale on Windows platforms
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General | MNetworking I Hardware I Firmware |§5°&Wﬁfe | User I Virtual Computersl Custom Mtributesl Roles | Groups I Analyze|

Operating System | Applimﬁonsl Application Insiancesl Patchesl Services I Drwersl Executables | Processesl Cluster Seruices‘

05 Family Windows

0S Version Windows 7 Professional

05 System Type x64

Patch Level Service Pack 1

Install Date Thu Mar 29 21:52:19 CEST 2012
Uptime 01:29:27

Owner tirenz

Unique Id 00371-0EM-2308545-37133
Product Key

Locale 0407

Figure: Operating System Information

6.3.5.2 Applications

The Applications tab displays installed applications.

- 195 -



i B
1D Device Details for 'teetee-pc fritz.box’ E@g
#le=2ghob®w o

General | MNetworking I Hardware I Firmware |§5°&\'\'EFE | User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Operating Sysbem| Applications | Application Instances I Patches I Services I Drivers I Executables | Processes I Cluster Servioes‘

Filter:
[ Case sensitive filter

Application ‘ Version Manufacturer Path

iTunes 11.1.4.62 Apple c:\program files (x36)tunes\itunes. exe =
jacoZoom 1.5 L1515 infoZoom

Java {Sun) 5.0.5000

Java(TM) Web Start Launcher 10.51.2.13 Oracle c\program files (x86)javalire 7\binljava
Java 6 Runtime, Standard Edition 6.0.220 5un Microsystems c:\program files (x86)Yjavaljrel.6.0_22
Java 6 Runtime, Standard Edition 6.0.350 Sun Microsystems c:\program files (x86)javaljres |
Java 6 SDK, Standard Edition 1.6.0.310 Sun Microsystems c\program files (x86)Yjavaljdkl.6.0_31
Java 6 SDK, Standard Edition 1.6.0.350 Sun Microsystems c:\program files (x86)Yjavaljdk1.6.0_35
Java 7 Update 25 7.0.250 Oracle c:\program files (x86)javaljre7

Java 7 Update 51 7.0.510 Oracle c:\program files (x86)javaljre?

Java Auto Updater 2.1.9.8 Sun Microsystems

JavaFX 2.1.0 2.1 Orade c:\program files (x86)\oradeljavafx 2.1
Java SE Development Kit 7 Update 13 1.7.0.130 Oracle c\program files (x86)Yjavaljdk1.7.0_13
Java SE Development Kit 7 Update 25 1.7.0.250 Oracle c\program files (x86)Yjavaljdk1.7.0_25
Java SE Development Kit 7 Update 7 1.7.0.70 Oracle c:\program files (x86)Yjavaljdkl.7.0_07
JoomlaPack Native Tools 2009.3 JoomlaPack Developers  c\program files (x86)\joomlapack native 1
MznansFnnine MihRrowssr 5

] m | C
Total 236 applications | 0 applications selected

Close

Figure: Applications Tab

6.3.5.3 Application Instances

The Application Instances tab displays installed application instances such as database
instances, JEE application server instances or web server instances.
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| General I Networking I Hardware I Firmware |§5°&Wﬁfe | User I Cormectioﬂsl Virtual CuTlputErsI Custom Attributes I R.desl Groups | .hnalyze|

| Operating System | .\\pplj(zh’ons| Application Instances | Patches I Servicesl Drivers I E)cecuiablesl Processes I Cluster Serwces|

Filter: |
Case sensitive filter
=
Instance Name Instance Type Application Version Manufacturer Path
customers Database Cracle Database 10g  10.2.0.1 Orade Jfoptforade/product/10.2.0.1

4 [

Total 1 application instance | 0 application instances selected

Figure: Application Instances

6.3.5.4 Patches

The Patches tab displays installed patches.
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General | Metworking I Hardware I Firmware |§So&ware | User I Virtual Cornpubersl Custom Mtribuhesl Roles | Groups I Ana]yzel

| Operating System I Appllmhonsl Application Lnstances| Patches | Services I Drwersl Executables | Prooessesl Cluster Serwoes‘

Filter: |

Case sensitive filter

Patch

microsoft visual studio 2008 standard edition - deu Service Pack 1 (kb945140)
microsoft visual studio 2008 remote debugger light (x&64) - deu Service Pack 1 (kb...
microsoft office sharepoint designer 2007 Service Pack 3 (sp3)

microsoft office 2007 Service Pack 3 (sp3)

KB982018

KB275902

KBA75002

KBa72222

KB971092

KBI67542

KB258488

KB950424

KB950278

KB348484

KB247888

KB245733

KB346729

KB345140

Manufacturer

Microsoft
Microsoft
Microsoft
Microsoft

Microsoft
Microsoft
Microsoft

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Total 263 patches | 0 patches selected




Figure: Patches Tab

6.3.5.5 Services

The Services tab displays installed services including important service attributes.
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General | Metworking I Hardware I Firmware |§50ft\'\'ﬁl'e | User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Operating System I Applications I Application Instances I Pahches| Services | Crivers I Executables | Processes I Cluster Servioes‘
Filter:
|| Case sensitive filter
=
Service Display Name Status
DISEry BILEIOOT-UNTErSTUIZUNGSaIENST ST0ppea gl
c2cautoupdatesve Skype Click to Call Updater Running
c2eprirsve Skype Click to Call PNR. Service Running
CertPropSvc Zertifikatverteilung Running |§|
dr_optimization_v2.0.50727_32 Microsoft .NET Framework NGEM +2.0,50727_X86 Stopped W
dr_optimization_v2.0.50727_54 Microsoft .MET Framework NGEM v2.0.50727_X&4 Stopped
dr_optimization_v4.0.30319_32 Microsoft .MET Framework NGEM v4.0.30319_X86 Stopped
dr_optimization_v4.0.30319_64 Microsoft .NET Framework NGEN v4.0.30319_X64 Stopped
COMSysApp COM+-Systemanwendung Stopped
CryptSve Kryptografiedienste Running
CscService Offlinedateien Running
DeomLaunch DCOM-Server-Prozessstart Runining
defragsve Defragmentierung Stopped
Dhcp DHCP-Client Running
Dnscache DNS-Client Running
dot3svec Automatische Konfiguration (verkabelt) Stopped
DPS Diagnoserichtliniendienst Running -
< [ ] +
Total 192 services | 0 services selected

Close

Figure: Installed Services

6.3.5.6 Drivers

The Drivers tab displays installed drivers including important driver attributes.
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General | MNetworking I Hardware I Firmware |§5°&Wﬁfe | User I Virtual Computersl Custom Mtributesl Roles | Groups I Analyze|

| Operating System I Applimﬁonsl Application Insiancesl Patchesl Serwces| Drivers | Executables | Processesl Cluster Seruices‘
Filter: | |
|| Case sensitive filter
=
Driver Display Name
13940hd OHCI-konformer 1394-Hostcontroller -
ACPI Microsoft ACPI-Treiber E|
AFD Ancillary Function Driver for Winsock
amdxata amdxata
AsyncMac Asynchroner RAS -Medientreiber
atapi IDE-Kanal
avgntfit avgntfit
avipbb avipbb
avkmgr avkmgr
Beep Beep
blbdrive blbdrive
bowser Browsersupporttreiber
camdry42 Philips SPC 900NC PC Camera
cdrom CD-ROM-Laufwerkireiber
CLFS Gemeinsames Protokall {CLFS)
CNG CNG
FnTm::'fPEu:: | Ruserimeratortreiher fiir Verhundnerste i
] i +
Total 131 drivers | 0 drivers selected

Figure: Installed Drivers

6.3.5.7 Executables

The Executables tab displays the list of all executables found on local harddrives.
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General | Metworking I Hardware I Firmware |§50ﬂWEfE | User I Wirtual Computersl Custom Mh'ibutesl Roles | Groups I Analyze|

| Operating System I Applimﬁonsl Application I.nsianoesl Pabchesl Services I Drwers| Executables ‘ Prooessesl Cluster Servioes‘
Filter: | |
[ Case sensitive filter
=

Binary Name ersion
_4bitmapibroker.exe -
_6feffobs3218417f981549, exe =
_B853f57d554f05445430e7e.exe

_isdel exe InstallShield @ 5.51.138.0

_isdel.exe Installshield® 5.51.138.0

_isdel exe Installshield® 5.51.138.0
_regsvr32.exe Microsoft(R) Win32 SDK. 4.0.1331.0
33.0.1750.117_32.0.1700.107_chrome_updater.exe

3dvision_306.97.exe NVIDIA 30 Vision driver 4.0.0.0
3dvision_306.97.exe NVIDIA 30 Vision driver 4.0.0.0
3dvision_311.06.exe MNVIDIA 30 Vision driver 2.11,15.0
3dvision_311.06.exe MVIDIA 30 Vision driver 2.11.15.0
B4bitmapibroker. exe

Tz.exe F-Iip 9.20.0.0

TFzfm.exe F-Zip 9,20.0.0

Jzg.exe 7-Zip 9.20.0.0

arri*)rnkPr.FxP | Adnhe POF Rroker Process far Tnternet Fenlorer 11.0.0.379 %

] i +
Total 5401 executables | 0 executables selected
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Figure: The list of all local executables
6.3.5.8 Processes

The Processes tab displays running processes including important process attributes.
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General | MNetworking I Hardware I Firmware |§50&‘1\'3FE | User I Virtual Computers I Custom Attributes I Roles | Groups I Analyze|

| Operating System I Applications I Application Instances I Patches I Services I Drivers I Executables | Processes | Cluster Servioes‘
Filter:
[ Case sensitive filter
Pru(.es’s d Parent Proc Id Binary User Name Login Path

304 SMSS,EXE TEETEE-PC\SYSTEM TEETEE-PCI\SYSTEM clwine -
324 svchost.exe TEETEE-PC\LOKALER DIENST TEETEE-PCLOKALER DIEMST cilwine |
344 svchost.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM cilwineg =
432 CSrss,exe TEETEE-PCI\SYSTEM TEETEE-PCI\SYSTEM ciiwine |
512 CSIS5.eXE TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM c:wine
520 wininit.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM cxwine
5a4 winlogon.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM cxwine
624 Services.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM c:wine
632 Isass.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM cxlwine
540 lsm.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM cxwine
718 svchost.exe TEETEE-PC\NETZWERKDIENST TEETEE-PCYNETZWERKDIENST  c:'wine
740 svchost.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM c:wine
808 NvVsvC.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM cxwine
832 NVSCPEPISYT, EXE TEETEE-PCI\SYSTEM TEETEE-PCI\SYSTEM c:\prog
868 taskeng.exe TEETEE-PC\SYSTEM TEETEE-PC\SYSTEM c:wine
875 svchost.exe TEETEE-PC\NETZWERKDIENST TEETEE-PCYMETZWERKDIEMST  ciiwine

| A4 Inannii.eve TF!l—_FFF-P[“.\.‘iYRTFM TFFTFF-PCISYSTRM rhwine ~

] i +
Total 82 processes | 0 processes selected

Close

Figure: Running Processes

6.3.5.9 Cluster

The Clusters tab lists all cluster services running on a member of a cluster.
Additionally, it lists the cluster name that the device belongs to.

6.3.6 User

The User tab is divided into three sub-tabs.
6.3.6.1 Logged On Users

Displays users that have been logged on when the device has been discovered.
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General | MNetworking I Hardware I Firmware I Software ‘

| Virtual Computers | Custom Mtributesl Roles | Groups I Ana]yze|

Logged on Users | Local Users | Logged on User History |

Filter: |
Case sensitive filter
=
User Mame Login Logon Type
100 100
102 102
Postfix Daemon postfix
root root
Thomas Trenz ttrenz
avahi

User for Avahi

t [}

Total 6 logged on users | 0 logged on users selected

Figure: Logged on Users

6.3.6.2 Local Users

Displays local users.
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General | MNetworking I Hardware I Firmware I Software ‘ User | Virtual Computers | Custom Mtributesl Roles | Groups I Analyze|

Logged on Users | Local Users | Logged on User Historyl

Filter: |
|| Case sensitive filter
=
User Name Login User Id
Batch jobs daemon at 25 -
bes bes 1002
bin bin 1
Daemon daemon 2
dev2 dev2 1001
dnsmasg dnsmasg 104 =
FTP account fip 40 r
Games account games 12
Mailer daem il 8
13
news 9
nobody nobody 65534
Novell Customer Center User suse-NoC 103
NTP daemon ntp 74
Policykit polkituser 101
Postfix Daemaon postfix 51
Printinn daemon In 4 i
< n ] r
Total 25 users | 1 user selected

Figure: Local Users

6.3.6.3 Logged On User History

Displays users that have been logged within a configurable number of days.

s
D Device Details for 'teetee-pc.fritz.box’

E )

le=2aDhEO0NG

| General I Networking I Hardware I Firmware I Software |

Virtual Computers | Custom Attributes | R.olesl Groupsl Analyze‘

Logged on Users Logged on User History

Filter: |

[] Case sensitive filter

=
User Name
TTRENZ

Logon Type
Interactive

Login
TEETEE-PC\TTRENZ

User Id Last Seen At
5-1-5-21-149939641-143276 1726-481798120-1000 Feb 18, 2014 3:58:24 PI|

Client Name

ll

1

Total 1last logged on user | 0 last logged on users selected




Figure: Logged on User History
6.3.6.4 User Profiles

The User Profiles report lists all users who have previously logged on to a computer. It
does not matter whether the users were actively logged on at the time of the scan,
unlike in the Logged-on Users or User History reports.

D Device Details for 'DESKTOP-MISL6Q6.mshome.net - o X

% ~-28DBD6 60 BE|O LR

General Networking Directory Hardware Firmware Software USer Connections Virtualization Custom Atibutes Roles Groups SupportEntifements Measurement Configurations Analyze

Logged on Users Local Users Local User Groups Logged on User History User Profiles  primary User Cloud Users

Filter:
(] Case sensitive filter [ Invertsearch
User Name Login Logon Type Login Count User 1d Last Seen At
ADMINIS TRATOR DESKTOP-MISL6QS\ADMINIS TRATOR User Profile 1 5-1-5.21-2300867474-1268402074-627175513-500 6 0ct 2025, 12:36:27
KANNNIX DESKTOP-MISL6QE\KANNNIX User Profile 1 5-1-5-21-2300867474-1268402074-627175519-1007 6 0ct 2025, 12:51:02
THOMAS [DESKTOP-MISL6Q6\THOMAS User Profile 5-1-5-21-2300867474-1268402074-627175516-1002 =33
Thomas Frietsch DESKTOP-MISL6QE\TFRIE User Profile 1 5-1-5-21-2300867474-1268402074-627175519-1001 6 0ct 2025, 12:38:10

Total 4 user profiles | 1 user profile selected

Close

Figure: User Profiles

6.3.7 Virtual Computers

The Virtual Computers tab displays virtual computers (for example VMware) running on
a host server.
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| General I Networking I Hardware I Firmware I Software I User |: Virtual Computers: | custom Atiributes | Roles I Groups I Analyze‘

4 i

Filter:
[7] Case sensitive filter
=
Name IP Address Type 05 Version Patch Level FW Version Serial Number
invicvs 192.168.178.25 VMware Instance openSuSE 11.2 2.6.31.14-0.8desktop 6.0 VMware-56 4d d
jboss7. fritz.box 192.168.178.76 VMware Instance Cent05 6.4 2.6.32-358.€l6.i686 6.0 VMware-56 4d 0
jbossass. fritz.box 192.168.178.70 VMware Instance CentD5 6.4 2.6.32-358.l6.i686 6.0 VMware-56 4d 7|
jbossass. fritz.box 192, 168.173.72 VMware Instance Cent05 6.4 2.6.32-358.€l6.i686 6.0 VMware-56 4d c
JDiscServer 192.168.178.74 VMware Instance
IDisc Web Site - Joomla Ubuntu VMware Instance Ubuntu g4-bit
solaris11-test 192.168.178.26 VMware Instance 5un0s 5.11 111 DevConf 2.0
weblogic. fritz.box 192, 165, 178.64 VMware Instance Cent0s 6.4 2.6,32-355.el6.i686 6.0 VMware-56 4d 4
websphere00. fritz.box 192.168.178.66 VMware Instance Cent0s 6.4 2.6.32-358.€l6.i686 6.0 VMware-56 4d 3

Total 9 Virtual computers | 0 Virtual computers selected

Fig: Virtual Computers tab

6.3.8 Custom Attributes

The Custom Attributes tab displays the custom attribute hierarchy including the

attributes for the selected folder.
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| General I Networking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes ‘ Roles I Groups I Analyze‘

-1 Custom Attributes

[ ocation Building [
=3 Collection date: Sep 30, 2014 6:27:33pw (uilding 01
Room Number 01

Collection date: Sep 30, 2014 6:27:33PM |

Figure: Custom Attributes Tab

6.3.9 Roles

JDisc Discovery assigns roles (for example 'database server', 'domain controller’, etc.)
to device during discovery. The Roles tab displays roles assigned to a device.
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| General I MNetworking I Hardware I Firmware I Software I User I Virtual Computers | Custom RtiributesléROlES | Groups I Analyze‘

Filter:
[] Case sensitive filter

Role

Database server

[Total 1role | O roles selected

Fig: Roles tab

6.3.10 Groups

During the discovery process, JDisc Discovery assigns devices to groups (Refer to the
Grouping chapter 3.3 for more details. The Groups tab displays groups to which a
device it assigned.
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1D Device Details for 'testee-pc.fritz.bax’ = | B ||

#|le=2|BDH|DD W G5

| General I MNetworking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes | Roles EG"OUDS | Analyze‘

Filter:
[] Case sensitive filter

Group Name

Company
Company » EMEA » Germany » Cologne » Client Network

Total 2 device groups | 0 device groups selected

Close

Figure: Groups Tab

6.3.11 Analyze

The Analyze tab consists of four sub-tabs that focus on troubleshooting and diagnosing
the discovery.

Discovery Log
Protocols
Parsing Issues
Diagnostics

6.3.11.1 Discovery Log

The Discovery Log tab displays the sequence of activity during discovery of a device
including errors and warnings when encountering unexpected results. The Discover
Log is the most important tool to troubleshoot discovery problems.
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-
D Device Details for 'testee-pc.fritzbox’

#l-—-2anhBabue

| General I Networking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes | Roles I Groups ‘ Analyze |

Discovery Log | Protocals I Parsing Issues I Diagnosticsl

[=-Digcover device 192.168.178.20 -
-Version
[=-Check Protocols

--Identify device: StandardDevicelder,
H-Anonymous NetBIOS detection
--5MB anonymous protocol test

Telnet banner detection
- SNMP protocol test
---\WMI protocol test

WBEM protocol test
+-SMB protocol test
DS detection
---Getting Basic Information
- Check remate login
+-Get basic information via remote logi
+|-Getting Basic Information
---Check WMI access over Windows re
- \Mware VIM API protocol test
---Identify device: StandardDevicelder

Perform DNS lockup for active addre
[=}-Discover Device

-Identifv device

Timestamp

12014-03-04 17:25:22.758
2014-03-04 17:25:22.753
2014-03-04 17:25:22,753
2014-03-04 17:25:22.753
2014-03-04 17:25:22.753
2014-03-04 17:25:22.758
12014-03-04 17:25:43.19
12014-03-04 17:25:43.19
12014-03-04 17:25:43.19
12014-03-04 17:25:43.19
12014-03-04 17:25:43.19
12014-03-04 17:25:43.19
2014-03-04 17:25:43.19
12014-03-04 17:25:43.19
12014-03-04 17:25:43.19
2014-03-04 17:25:22.752
2014-03-04 17:25:22.805
2014-03-04 17:25:22.805
2014-03-04 17:25:22.805
2014-03-04 17:25:22,805

12014-03-04 17:25:22.805

Log

Discover device 192,168, 178,20 -
Version =
Product: JDisc Discavery
Version: 3.0
Build: 3027
Check Protocols
Identify device: StandardDeviceldentifier
Devices with mac addresses: 1 found
Device 1: teetee-pe. fritz.box
Devices with IP4 addresses: 1 found
Device 1: teetee-pc. fritz.box
Devices with computer name: 1 found
Device 1: teetee-pe. fritz.box
Devices with IP6 addresses: 0 found
devices to delete: 0 found
Anonymous NetBIOS detection
Successful anonymous NetBIOS connection
Type: Computer
Computer Mame: TEETEE-PC
Operating System
05 Family: Windows =

Figure: Discovery Log Tab

6.3.11.2 Protocols

The Protocols tab displays all protocols including the protocol status. The protocol
status can help finding discovery problems, such as firewalls, incorrect credentials, etc.
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D Device Details for ‘teetee-pcfritzbox’ =na= &1
Rl--ElahED mo|s

| General I Networking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes | Roles I Groups ‘ Analyze |

| Discovery Log| Protocols | Parsing Issues I Diagnosticsl

Filter:
[ Case sensitive filter

=
Protocol

DNS

HTTP

HTTPS

NetBIOS anonymous
Remote login

Remote login admin
SMB anonymous

5MB authenticated
SNMPw 1

SMMPy 2c

SNMPwv3

55H

Telnet

Telnet banner parsing
VMware VIM API

Protocol Status

Timeout
Timeout
Timeout
Success
Protocol not tested
Success

Multiple connections to a server or shared resource b...

Success

Timeout

Timeout

Access credentials missing
Protocol not tested
Protocol not tested
Protocol not supported
Port unreachable

WBEM Port unreachable
WML Success

Total 17 device protocols | 0 device protocols selected

Close

Figure: Protocols Tab

6.3.11.3 Parsing Issues

To retrieve hardware, software and configuration information, JDisc Discovery executes
system commands on Unix and MAC OS X computers, parses the command output
and stores the information in the database.

The output format of system commands often depends on the operating system
version. Though JDisc Discovery detects many system commands outputs on
supported platforms, operating system updates can change the system command
output formats unexpectedly. In such a case, JDisc Discovery might fail to parse the
command output. Therefore JDisc Discovery stores system command output in the
database, when parsing fails. The system command output is then visible in the
Parsing Issues tab and helps JDisc Discovery's support to integrate the new format in
future product versions.
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- EI R
D Device Details for 'RackServer-4' [ = I_Ig
; P = | .
=2 hab W@ als
| General I MNetworking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes | Roles I Groups ‘ Analyze |
Discovery Log Parsing Issues | Diagnostics
[=-Parsing issues
[EH-Unknown Command Outputs name is non-existent for this module
[ id get jdevip ip_6forwarding for a list of valid names, use name '?'
b

Figure: Parsing Issues Tab

6.3.11.4 Diagnostics

JDisc Discovery features a rule based expert system to help troubleshooting discovery
problems. Built-in rules (based on experience) help identifying and resolving discovery
problems quickly.

Choose the Diagnostics tab to display problems and recommendations for the selected
device. Double click on an item in the Diagnostics tab to display detailed information.
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'_D Device Details for 'SunVirtualBoxnstance-1' @ﬁu
=2 habdw o

| General | Networking | Hardware | Firmware | software | User | virtual computers | custom Attributes | Roles | Groups || Analyze |

[ Discovery Log | Protocos | Parsing Tssues | Disgnostics |

Filter: |

Case sensitive filter

Description
o Enter Windows domain login credentials

ol o v
Total 1 diagnostic | 0 diagnostic selected |

Figure: Diagnostics Tab
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6.4 Virtualization Explorer

Use the JDisc Discovery virtualization explorer in order to browse your virtual
environments. The virtualization explorer provides a tree with the different virtualization
technologies together with their topology (including datacenters, cluster, physical hosts
and virtual machines).

Fig: Virtualization Explorer

The virtualization explorer lists the virtualization technologies within a tree:

e i Management servers for a virtualization technology (for instance vCenter
installations)

e Lil: Virtual datacenters
e = Cluster
e I: Physical server hosting virtual machines

e 1 VM running as on a physical host

6.5 Send Reports Via EMail

JDisc Discovery allows automatic and scheduled emailing of any report into comma
separated value or Microsoft Excel formatted files. Often time administrators want to
share the most recent inventory information with their colleagues from other
organizations. The simple CSV or Microsoft Excel formats make the inventory
information directly usable for IT personnel that is not used to run or do not have
access to JDisc Discovery.

JDisc Discovery can automatically send out any report table as an attachment file to
desired recipients email addresses. To break down the feature components, the
following steps show how the feature can be utilized.

6.5.1 Configure The Mail Server

As in regular email services, there must be an email address for the server. In order to
do that, the sender’s email address properties must be configured. To do so, under
Administration menu, choose Manage Mail Accounts menu item.
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D

| Mail accounts are used to send scheduled reports via email.

Name Sender E-Mail Add
Remove
Change
Test
L4 >
Ok Cancel

Fig: Manage your mail servers and accounts

Clicking on Add buttons takes you to the dialog where you can setup the reports sender
email address.

»

New Mail Account

Name

Sender E-Mail

Password

Port 587

Mail Server

Authentication Protocol | password &2
Encryption Protocol STARTTLS ~

Ok Cancel

Fig: Add a new mail server and account

Once a sender is added to the list, it can be tested using the Test button to make sure
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that its credentials are correct and a successful connection can be established.

6.5.2 Scheduling A Report

Now that you have a working sender email, you can send any scheduled report. For
instance, open the report Devices » Virtualization » Virtual Instances and select the
clock icon:

D virtual Computers 0 o O %
#|-=28n8R[E]e s

Filter:
[ ] Case sensitive filter

s

Name 1P Address Type OS Version

Fig: Schedule a Report Export or Mail Message

From the appeared dialog, select Send report via email option.

Export Report X

|ﬁ Export Report

Choose how to export the report.

2 Export report to disk
Export the report to a storage location.

? Send report via email
Send the report to an email list.

Cancel

Fig: Send Report via EMall

Now a wizard will walk you through four steps in order to configure your scheduling,
email content, report file properties and report email recipients.

6.5.2.1 Scheduling

Here you decide how often you would like to send your report to the corresponding
recipients. In the following screenshot you see that it is set to be sent every 2 minutes
starting from 6 PM, second of February 2016 which is relatively a high frequency of
sending.
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D Mail Wizard

Mail Schedule

Specify the time and the date of the report in order to be mailed.

Schedule type |Recurring e

Run every 0% day(s) 0= hour(s) 2% minute(s)

First execution at 2/2/16
6:00 PM

fu

4K 4 »

Back

Finish Cancel

Fig: Schedule Mail Messages
6.5.2.2 Mail Content

The second page allows you to select the sender’s email address among the list of
senders that you had setup in the first step (Configuring a sender) and there fields to
choose the subject and the message content of your email to the recipients.
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D Mail Wizard X

Mail Configuration
Enter subject of the mail and the corresponding message.
Sender | pedram.khoshdani@jdisc.com v
Subject

Message

Back Next Finish

Fig: Configure the Mail Message
6.5.2.3 Export Settings

In the third section, the report file must be given a name and you can choose Excel or
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CSV as the file format. If CSV is chosen as the file format, you can freely choose your
desired column separator. Other options such as Multiple lines per item and Human
readable values help you better organize your data format. If the report is empty and
contains no entry, you are still able to send it by checking the Send empty report
checkbox. Otherwise, JDisc Discovery discards the mail.

D Mail Wizard X

Attachement File Configuration

Specifiy the export format and configuration.

File name |
Export format Excel ~
Column separator il

D Multiple lines per item (if needed)
[ ]Human readable values (e.g. 4.5Mb instead of 4718592 bytes)
[ ]Send empty report (empty reports are also sent)

Zipping and Encryption

(®) Unzipped

() Zipped

() Zipped & Encrypted
Password

Repeat password

Back Next Finish Cancel

Fig: Configure the Export Settings

Optionally, you might choose a ZIP file for compression and encryption.
6.5.2.4 Selecting recipients of the desired report

On the last page, you can add the recipient list. There are three ways to do so. You can
add your recipients by clicking on the Add button which this is handy when doing for the
first time or sending to only a few number of recipients. But you can also add them
using the Import button which essentially allows you to import a text file with recipients
email addresses on each line.

If this is not your first time adding your recipients, then you can take advantage of
browse feature. Click on the Browse button in order to select the list of recipients from
the list of already existing email addresses.
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Recipients Email Addresses

Fal
Recipient Mail(s) Add
Remove
Change
Import

Browse

Total 0 Mail account infos | 0 Mail account infos selected

Back Next Finish Cancel

Fig: Add the Mail Recipients

By choosing Finish, the scheduled report is done and your recipients should receive
automated emails containing the corresponding report based on the scheduled set.

6.5.3 Remove/Change Your Scheduled Report

If you intent to modify or remove your existing scheduled reports, you can simply
choose Administration » Manage Scheduled Mail Report Jobs in order to modify
existing scheduled mail jobs.
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»

le-28ha0|GE ||
Filter:
[] Case sensitive filter
Fal
Report Title Filename Schedule Exy Remove
Virtual Computers Change
£ >

Total 1 mail report job | 1 mail report job selected

Close
Fig: Manager your scheduled Mail Jobs

Choose Remove in order to remove the scheduled report job or Change in order to
modify its configuration.

6.6 Scheduled Report Export

JDisc Discovery allows automatic and scheduled exporting of any report into comma
separated value or Microsoft Excel formatted files. Often time administrators want to
share the most recent inventory information with their colleagues from other
organizations. The simple CSV or Microsoft Excel formats makes the inventory
information directly usable to IT personnel that are not used to run or do not have
access to JDisc Discovery.

JDisc Discovery can automatically and scheduled export any table based report to a
defined network location (e.g. a network share or a local directory on the discovery
server).

6.6.1 Scheduling The Export

The scheduled report export preserves the column sort order and all selected filters.
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Click the schedule report icon = from the report's toolbar to configure the automatic
and scheduled export.

> O

#l-~28n80[E]ss

Filter:
[ ] Case sensitive filter

s

Name IP Address Type OS Version

Fig: Schedule report export

And then from the opened menu select the Export report to disk option.

Export Report X

|ﬁ Export Report

Choose how to export the report.

% Export report to disk
Export the report to a storage location.

? Send report via email
Send the report to an email list.

Cancel

Fig: Export report options menu
The Scheduled Report Export configuration wizard allows adjusting these settings:
e The report export schedule
e The export options (such as export format, separator characters, etc.)

e The export destination (where to export the report to — e.g. a Windows share or
a local folder on the discovery server)
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Configure the report export schedule in the Export Schedule group.

D Report Export Wizard X

Report Export Schedule
Specify the time and the date of the report in order to be exported.

Schedule type Daily 1™

Run every day at 1:00 PM v

Back Next Finish Cancel

Fig: Report Export Schedule Panel

Enter a descriptive name in the Export job name field. This name will help you to locate
the report export job later on to modify parameters or to delete the job.

JDisc Discovery creates the report file name from the Base filename and appends the
time when exporting the report to file. This way you can keep multiple revisions of the
report in the same directory.

The export options are
e Use multiple lines per device or item
e Create human readable values (e.g. 4.5Mb instead of 4718592 bytes)
e Keep a history of exported report files
e The export format (Comma Separated Values or Microsoft Excel)
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D Report Export Wizard

Export Configuration

Specifiy the file properties and configurations.
Export job name

Monthly All Devices Report
Base filename

AllDevicesMonthly

[ IMultiple lines per item (if needed}
Human readable values (e.g. 4.5Mb instead of 4718592 bytes)
Create a new file for every export

Keep at most 3013 revisions

Export format Excel v

Column separator |~i~

Null value <null>

Back Next Finish

Cancel

Fig: Export Configuration
The export destination designates where to store exported report files. Two storage
destination options are available:

e Alocal directory on the discovery server (type Local Disk)

e A Windows network share (type Windows Shared Drive)

A user name and password are required to access a Windows networks share during
the export.

Click the Test button to check if the write access to the destination
directory succeeds.

Enable the Use existing storage location option in the Export
Destination group to export the report into an existing storage

location. It is a good practice to use meaningful and descriptive
names when creating new storage locations.
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D Report Export Wizard X

Export Destination

@) Create a new storage location

(:) Use existing storage location

Descriptive name Accounting Report Share
Type Windows Shared Drive v
Enter a network location
Network location \\accounting\Reports\Inventory

Login COMPANY\ADMINISTRATOR
Password |(eeeesescesesl | T

Comment

Back Next Finish Cancel

Fig: Export Destination

6.6.2 Manage Report Export Jobs

You can manage your existing report export jobs from the Administration menu. Select
Administration » Manage Scheduled Report Export Jobs to change settings or delete
existing report export jobs.

Fig: Open the Manage Scheduled Report Export Jobs DialogThis opens the Report Export
Jobs dialog that displays all existing report export jobs. Select a report export job to and
click Change to modify its settings or Remove to delete the report export job. Refer to
chapter 6.6.1 for how to configure report export jobs.

6.6.3 Manage Storage Locations

Storage locations describe a directory and required access credentials to store reports.
While storage locations can be created when scheduling new report export jobs, you
can also add, change and delete existing storage locations from the Manage Storage
Locations dialog.

6.7 Custom Reports

JDisc Discovery offers a variety of built-in reports. However, if these do not fit your
needs, you can create your own reports using JDisc Discovery custom reporting
feature.

Custom reports can be created with three levels of visibility to other users:
e Private custom reports can only be executed by the creating user.
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e Group custom reports can be executed by all users in the same group.
e Global custom reports can be executed by all users.

Custom reports can be organized in a hierarchy.

6.7.1 Create Custom Reports

Select Devices » Custom Reports to open the Custom Reports dialog.

r = 5
1D Custom Reports l = ﬂ_hj
2 Add
-2 Private Reports £
Add Folder

i--{J) Group Reports

i..{77) Global Reports
Clone

Remove
Change
Run
Export

Import

Close

Figure: Custom Reports Dialog

Click Add Folder to add a new folder to the report hierarchy.

Select a visibility category in the left panel of the dialog and click Add to create a new
custom report. Enter a report name and description and click Next.

7
1D Add Global Custom Report

Report Properties

MName Devices with part number

Description  This report contains a device list with part numbers,

Next ” Finish ” Cancel

m
o
o
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Figure: Custom Report Name and Description

Select attributes to display in the custom report. Attributes are categorized into:

e Device Attributes include Windows computer name, IP address, model,
manufacturer, etc.

e Software attributes are comprised of operating system information, applications,
application instances, patches, services, drivers, and processes.

e Firmware attributes include firmware information, such as BIOS name, version,
etc.

e Hardware attributes represent hardware, such as processor, memory, disks, etc.

e Networking attributes include IP and MAC addresses, Windows network
neighborhood and SNMP system group information.

e User attributes include logged on users, local users and logged on user history.
e Virtualization attributes include virtual computers and physical host details.

e Attached Devices represent attributes of directly attached devices (such as
monitors).

e Custom Attributes include the folder hierarchy and attribute names of existing
custom attributes.

Most of the attributes can serve as filter criteria to restrict the report to devices that
match the specified criteria. If you do not enter any filter, all devices will be displayed in
the custom.

.
D Add Global Custom Report =

[=-Device Attributes (*)
friame]

Name contains - ] testcompany. com

Conditions {Connected with OR)

|| Last Discovered
ge

iscovery Duration
atabase Duration

[+-Software
[H-Firmware
[H-Hardware
-'?'--Netu\'orking Total 0 conditions | 0 conditions selected
[H-User

[l.Afirh ialization

l Back H Next H Finish ” Cancel

Figure: Custom Report Attributes

Click Next to change the attribute order, if desired. Use Move up and Move down to
change the attribute order as desired.
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- ~
Add Global Custom Report [
p

Field Order | Move up
Name | Move down
IP Address - !
Model
Manufacturer

Serial Number

Figure: Attribute Order

6.7.2 Run Custom Reports

Open the Custom Reports dialog from Devices » Custom Reports, select a report and
click Run. The custom report will be displayed in a new window.

]
m

.
1D Custom Reports

Add

&3 Private Reports This report contains a device list with part numbers,
{2 Group Reports Add Folder
-7 Global Reports

g Devices with part number

Remaove

=]

Change

Run

;

Impaort

Figure: Run a Custom Report
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6.7.3 Modify Custom Reports

Open the Custom Reports dialog from Devices » Custom Reports, select a report and
click Change to modify the report.

~
) Custom Reports = | B [

D Private Reports This report contains a device list with part numbers, —

+-{3) Group Reports Add Folder

=12 Global Reports

e
Run
Import

Figure: Change existing Reports

6.7.4 Remove Custom Reports

Open the Custom Reports dialog from Devices » Custom Reports, select a report and
click Remove to delete the selected report.

6.7.5 Export And Import Custom Reports

Custom reports can be exported into XML formatted text files that can be imported into
another JDisc Discovery installation. This way custom reports can be exchanged easily.

Select a report to export, click Export, select a file name and click Save to export the
report.
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f EI B
1D Custom Reports EI_IE
= Add
&J Frivate Reports This report contains a device list with part numbers, . — !
-+ Group Reports Add Folder
-/ Global Reports
Q Devices with part number
Import

Figure: Export a Custom Report

To import a custom report from file, select a visibility category (Private Reports, Group
Reports, or Global Reports) in the left panel and click Import to select the custom report
file to import.

]
]

p
1D Custom Reports

Add

Add Folder

Clone

E) Private Reports
i--{J) Group Reports

[=8mn ) Global Reports

Remove |
Change
Run

Export

Figure: Import a Custom Report
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7 WMI/WBEM Browser

7.1 Background

The WBEM (Web Based Enterprise Management) defines a set of standard to simplify
network management in heterogeneous network environments. The WBEM protocol is
based on the Common Information Model (CIM) which defines the schema for your IT
infrastructure. WBEM is widely used on many Unix operating systems, but also on
infrastructure components such as routers or switches.

WMI (Windows Management Instrumentation) is Microsoft's technology which is not
compatible with WBEM, but widely uses the same information model. WMI is the
primary source for hardware, configuration and software information on Windows
computers.

7.2 CIM Object Model

The data model of WMI and WBEM consists of classes (comparable to classes in
modern programming languages), instances and relations. Classes identify the
information schema by defining attributes (state) and methods (behavior) of classes.
For instance a class that defines a process might have the process id, the process
name, the user starting the process and the command line parameters as properties.
The method 'kill' let's users kill a specific process. Classes are usually derived from
base classes and share their state and behavior.

WBEM and WMI organize classes in so called 'namespaces' that organize classes in a
hierarchy. There exist also manufacturer specific namespaces.

7.3 Browser

JDisc Discovery provides a WBEM/WMI browser that allows displaying raw WMI and
WBEM information. The navigation tree in the browser's left panel displays the
hierarchy of namespaces and all classes that belong to the selected namespace.

The browser supports the WMI on Windows as well as the WBEM
protocol on Unix operating systems.
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Choose the Troubleshooting » WBEM/WMI Browser context menu from within any
device report to open the WBEM/WMI Browser for the selected device.

-
1D All Devices

~=2|ahELe|o|&s

12,251 240 735

MananementDevicre-1
] [

Hewlett-Parkard

Mananement Procesenr for HP Tntearitv and HP 900

Mananemer

B
Filter:
[ Case sensitive filter
Mame IP Address Manufacmre? Model Type
¥enlnstance-9 ¥en Instanc
Scomtest 192.168.175.16 3CoM SuperStack 3 Switch 4300 Switch
APP Color LCD Monitor
Apple MacBookPro10, 1 Laptop
FibreChannelSwitch-1 35 Properties Brocade IBM_2005_16B Fibre Charr
F.ibreChanneISwibdﬂ—Z Discover » Broade IBM_2005_16B Fibre Chanr
dsco-swl Cisco Systems C2900%L Switch
Firewall-1 Manage 4 Cisco Systems PIX 501 Firewall
firewalli. home.net Cisco Systems PIX 501 Firewall
Eonpas ' Del 2407VIFP Maritor
192.168.178.7 Custom Attributes ¥ Dell PowerEdge T110 IT Server
192,168.178.73 _ Del PowerEdge T110 IT Server
Desktop-3 Connect with b Del Studio Hybrid 140g Desktop
ttrenz-PC2. fritz.box Troubleshoot v L Perform SMMP Walk... Studio Hybrid 140g Desktop
summit1 Summit 43i Routing Sw
summit2 3 Delete Devices... <5 Browse WBEM/WMI Data... Summit 48i Switch
summit3 p NG, Summit 48i Routing Sw
Desktop-4 A Crestesupporizp | & Ping 0. P35DSAL Desktop
Desktop-5 ast2on & Treceute.. 0. P35DS3L Desktop |£|
Hewlett-Packard HP ZR24w Monitor
Hewlett-Packard LaserJet 4100 Series Printer
Desktop-8 12,255.136.208 Hewlett-Packard m31580.de Desktop
HPE49ES4 192, 168.178.43 Hewlett-Packard Officelet 16400 Series Multifunctio
Laptop-4 12,255.136.191 Hewlett-Packard Pavilion HDX2000 Laptop

Total 333 devices | 1 device selected

Close

Figure: Open WMI/WBEM Browser from the device report's context menu
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This menu item opens the browser window.

~
D Browse WBEM/WMI Data for ‘tom-laptop3.fritz.box’ =[S -
B IRTE|
= root -
5070 cIMY2. Filter:

+1-{ ) Applications [ Case sensitive filter

+ | Security —

+ | TerminalServices Caption Description GroupMame

* {12 ms_409 Logical program group "Default:Start Menu™ Logical program group Default:Start Menu™ Start Menu -

£ pawer =

£ | CIM_Action =

S| CIM_ActionSequence Logical program group "Default:Start Menu'Programs™  Logical program group "Default:Start Menu\Programs™  Start Menu\Programs

G | CIM_ActsAsSpare
~{ | CIM_AdjacentSlots Logical program group "Default:Start Menu'Programs. .. Logical program group Default:Start Menu\Programs... Start Menu'Programs\Accessories
< | CIM_AggregatePExter
| CIM_AggregatePSExte
3 | CIM_AggregateRedun
£ | CIM_AlarmDevice
-~ | CIM_AllocatedResourc Logical program group "Default:Start Menu'Programs... Logical program group "Default:Start Menu\Programs... Start Menu'ProgramsiAccessories's
- | CIM_ApplicationSyster
4 | CIM_ApplicationSyster
o | CIM_AssociatedAlarm
4 | CIM_AssociatedBatter
4 | CIM_AssodiatedCoolin Logical program group "Public: Start Menu™ Logical program group "Public:5tart Menu™ Start Menu
- | CIM_AssodatedMemor
| CIM_AssociatedProces

Logical program group "Default:Start Menu'Programs... Logical program group "Default:Start Menu\Programs... Start Menu'ProgramsAccessoriesia

Logical program group "Default:Start Menu'Programs... Logical program group "Default:Start Menu\Programs... Start Menu'ProgramsiMaintenance

Logical program group "Public:Start Menu'\Programs™ Logical program group "Public:Start Menu\Programs™ Start Menu'Programs

o | CIM_AssociatedSensol -
- | CIM_AssodatedSupply = < [} r
« " r Total 95 items | 0 items selected

Close

Figure: WMI/WBEM browser window

When you expand a namespace from the WBEM/WMI Browsers' namespaces
navigation panel will load all class definitions in the background. Depending on the
connection speed and the number of classes existing in the namespace this might take
a while .

Class definitions are represented by a capital 'C'. When you select a class the
WBEM/WMI Browser will display all instances of the class in main content panel. Each
instance is represented as a row within the instances table. The columns within the
instances table represent the attributes of the instances' class definition.

As in any other report, you can use the toolbar icons to export WBEM/WMI class
instance information to Microsoft Excel or CSV formats.

The export icon offers a convenient way to export a classes or even namespaces
(including or excluding subordinate namespaces).

The export process creates a ZIP file contains a set of XML files and directories:
- Directories represent nhamespaces
- XML files represent instances

The WMI/WBEM export helps JDisc to extend its discovery capabilities alike SNMP
walks from SNMP enabled devices.
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8 Comparing Devices

JDisc Discovery can compare two devices and highlight the changes. Select two
devices from any device report and select Compare » Devices to review the changes.

-
D All Devices = | G [
Z|==28DhBDG|E|&s
Filter:
|| Case sensitive filter
MName IP Address Manufacturer Madel ‘ Type
Desktop-5 12,251,240, 241 (igabyte | echnology Co... F35-Us30 Uesktop
Laptop-4 12,255.136.191 Hewlett-Packard Pavilion HDX9000 Laptop
Firewall-1 12,255, 136,17 Cisco Systems PIX 501 Firewall
192.1658.178.17 Cisco Systems PIX 501 Firewall
‘
(152,165, 175.73_ peaatamny ___[PonerEdgeT1t00 _________________Jsener |
12,251.240.107 ] Properties ProCurve 2524 Switch
Switch-9 12,251.240.141 Discover » ProCurve 2524 Switch
Switch-7 12.251.240.182 ProCurve 2524 Switch
Switch-10 12.251.240.219 Manage L4 ProCurve 2524 Switch
Switch-8 12.251.240.145 e 2626 Switch
Suitch-6 12.251,240.162 Eomnars ] DE‘“‘ET% e 2626 Switch
ProCurvel 192, 168.178. 18 Custom Attributes ProCurve 2650 Switch
Switch-5 12,216.105.229 _ ProCurve 5308xI Switch
RackServer-2 12,251.240.164 Connect with g rx2620 Server (Rac
RackServer-5 12,251.240.16 Troubleshoot » rx2660 Server (Rat
RackServer-3 12,251.240.0 rx6500 Server (Rac
RackServer-4 12.251.240.233 | 2 Delete Devices... rx6E00 Server (Ra
Desktop-7 12.251.240.215 S558V20 Desktop
Desktop-3 12255 135,228 | A CreateSupport ZIP Studio Hybrid 140 Desktop
tirenz-PC 2. fritz.box 192, 168.178.75 Dell Studio Hybrid 140g Desktop
summit1 192.168.178.13 Extreme Networks Summit 43i Routing Sw _
summit2 192,168.181.2 Extreme Networks Summit 48i Switch i'
summit3 192,168.181.3 Extreme Networks Summit 48i Routing Sw
Jcomtest 192 168.178. 156 3COM SuperStack 3 Switch 4300 Switch S
[] T r
Total 333 devices | 2 devices selected

Fig: Open the device compare dialog

This opens a new device details dialog that displays and highlights changes using
different colors.

8.1 Comparing Scalar Reports

The figure below shows the device details compare dialog for two devices. Strikeout
red colored text has been removed from the first device and green colored text has
been added in the second device.
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D Comparing Device Details for '192.168.178.7" with 'ttrenz-PC2.fritz.box’

S

#le=20hEADMGC|&

i General | Metworking I Hardware I Firmware I Software I User I Virtual Computers | Custom Atfributes | Roles I Groups I Analyze‘

Name
Manufacturer
Model

Type

Serial Number
HW Version
Part Number

Computer Name
MNeighborhood Name
Directory Name

Creation Date
Last Discovered
Uptime

Discovery Duration
Database Duration

52188178 Fitrenz-PC2. fritz.box
Dell

PewerEdae T8 TS udio Hybrid 140g
ServerDeskiop

0

TTRENZ-PC2
WORKGROUP

2012-08-1898:35:331-74 07:48:36.0
201883-847-04-19 179: 28:043:56.0
6 days 11:57:32

00:01: 5420
00:00:082

Close

Fig: Compare report of the operating system tab

8.1.1 Comparing Tables

When comparing table based reports, JDisc Discovery adds two columns at the
beginning of the table to display the comparison status. JDisc Discovery displays

e identical rows using two check-marks

e missing rows in any of the two snapshot by omitting the check-mark in the
respective columns.

e a red cross for rows that contain differences and highlights the cells that contain

the differences using red background color.
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-
Comparing Device Details for 'Desktop-9' with "ttrenz-PC2.fritz.box’
panng P

#l-=2a8D0

=N 1iE

| General I MNetworking I Hardware I Firmware |§5°&Wﬁfe | User I Virtual Computers I Custom Attributes | R.olesl Groupsl Ana]yze‘

Operating System | Applications | Application Instances I Patches I Servicesl Drivers I E)cecuiablesl Processes I Cluster Serwces|

Filter: |

[] Case sensitive filter

Application Version Manufacturer Path
+ « DocProcQFolder 1.0 Hewlett-Packard
+ Dynamic HTML Data Binding 9.0.8112, 16421
+"  Dynamic HTML Data Binding 8.0.6001,18943
o « Fax 100.0.272 Hewlett-Packard
+ Firefox 11.0.0.4454 Mozilla Corporation  c:\program files\mozilla firefox\firefox.exe
" GPBaseService 100.0.187 Hewlett-Packard
#®  Google Toolbar for Internet Explorer 1.0 Google :'program fies\google\google toolbar
X Google Toolbar for Internet Explarer 1.0 Google c\program fies\googleinstallers
+ « Google Toolbar for Internet Explorer 1.0 Google c\program files\googlelinstallers
+ Google Toolbar for Internet Explorer 7.3.2710.138 Google c\program files\google\google toolbar
+  Google Toalbar for Internet Explorer 1.0 Google c:Yprogram files\google\google toolbar
+ Google Update Helper 1321111 Google
¥  Google Update Helper 1.2.183.29 Google
+ HP Customer Partidpation Program 10.0 10,0 Hewlett-Packard
« HP Imaaing Device Functions 10.0 10.0 Hewlett-Packard
4 n
Total 148 applications | 0 applications selected

Fig: Differences in a table based report
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9 Custom Attributes

Custom attributes extend JDisc Discovery's device data model to store additional
device attributes that are not included in the standard device data model. Custom
attributes can either be edited manually or filled by reading values from the Microsoft
Windows registry or by executing commands, scripts or binaries on Windows and Unix
computers. Custom attributes can be configured to preserve the version history. JDisc
Discovery then keeps track of custom attribute value changes and can display changes
between different revisions.

9.1 Configure Custom Attributes

To configure custom attributes, open the Custom Attributes configuration dialog from
Devices » Custom Attributes » Configuration. Custom attributes can be organized
hierarchical allowing to group attributes that belong together.

-
D Custom Attributes [&J

=20 Support Information
[ = pport Contract Name

- Support Provider

Ok Cancel

Figure: Custom Attributes Configuration Dialog

Click:
e Add Folder to add a new folder into the hierarchy.
e Change to modify attributes..
e Remove to delete attributes or folders.
e Add to create a new custom attribute.

JDisc Discovery supports eight custom attribute types:
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e Text: text attributes can contain text of any size.

e Multiline text: multiline text attributes contain text of any size including line
breaks.

e Date: attributes of type date contain date information.
e Time: attributes of type time contain time information.
e Enumeration: Define attributes having a fixed set of values.
e Integer: a number
e Currency: a currency value
e Document: An imported document
To add a custom attribute:
e Choose a type from the drop-down box.
e Define a name and optionally enter a description.
e Optionally configure to automatically collect the custom attribute..

9.2 Edit Custom Attributes

To edit custom attributes

e Select a device or multiple devices in any device aware report and open the
Custom Attributes » Edit context menu.

e Select the attribute or multiple attributes to edit and click Ok.

r D Edit Custom Attributes =N X ]
B x|
Mame IP Address Manufacturer Model Room Mumber Building
Desktop-2 12,251.240.197 ToBeFilled By 0.E.M. ToBeFilled By « | [Room Nr. 23 Buildung Nr. 12 -
Desktop-6 12.251.240.37 To Be Filled By 0.E.M.  To Be Filled By
Computer-18 12,251.240.77 Sun Microsystems
Laptop-3 12.255.136.102 Sony VGMN-SR29VN_
Desktop-7 12,251.240.215 Shuttle Inc 555820
Samsung SyncMaster
Samsung SyncMaster
FibreChannelSwitch-3 12,216.105.117 Qlogic 4Gb Fibre Char
FibreChannelSwitch-4 12.216.104.224 Qlogic 4Gh Fibre Char
Switch-1 12.216.107.24 Nortel Networks Nortel GbE Swi| = =
Switch-2 12,216.106.203 Nortel Networks Nortel GbE Swi
Switch-3 12.216.105.210 Mortel Metworks Mortel GhE Swif
Switch-4 12.216.104.37 Nortel Networks MNortel GbE Swi
PortServer-1 12.216.106.31 Maxa MNPort
MultifunctionalDevice-1 12.216.106.164 Lexmark ¥642e
Printer-2 12,216.106.180 Lexmark To40
Printer-4 12.216.106.3 Lexmark E240n
Desktop-1 12.216.104.46 Lenovo ThinkCentre AL
Laptop-1 12,216.104.16 Lenovo ThinkPad R52
Laptop-2 12.216.104.82 Lenovo ThinkPad R61
Printer-1 12.216.104.75 Konica Minolta Magicolor2350
RladeFnrneira-1 12 21R 1R 711 RM Rladarenter F T - _ 52
< M 3 ] [ 3

-236 -



Figure: Edit Custom Attributes

You can edit multiple custom attributes for multiple devices at once!

The Edit Custom Attributes dialog is divided into two panels:
1. The device panel on the left side displays the selected devices.
2. The attribute panel on the right side displays selected attributes and values.
To enter attribute values:
e Select a cell in the attribute panel and edit the cell value.
e Click the save icon =l to save your attribute value changes.

e Click the cross icon # to clear values of selected cells.

When an attribute value has been changed by a different user while
you have been editing the same value, JDisc Discovery displays
the conflicts and prompts whether to overwrite the other user's
changes or to discard your changes.

9.3 Configure Custom Attribute Data Collection

In addition to manually editing custom attribute values, JDisc Discovery can
automatically populate custom attribute values by

e Reading the Microsoft Windows registry
e Executing binaries, scripts or system commands on target computers

Registry based custom attribute data collection is an easy way to collect attributes that
JDisc Discovery does not collect out of the box. Moreover, JDisc Discovery can also
populate custom attributes with command and script output.

A custom attributes' data collection method can be configured differently for each
platform. You might use this flexibility to collect a computer's owner custom attribute
from the registry on Windows computers but execute system commands on Unix.

Data collections can be enabled or disabled individually.

A custom attributes' data collection method can be configured
differently for each platform. The platforms also include the
different Windows versions such as Windows Vista or Windows
XP.
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Only text, multiline text and integer types can be automatically
populated!

Select Keep change history for at least <n> days to enable the change history for a
custom attribute. JDisc Discovery will keeps any number of revisions for at least <n>
days. Older revisions will be deleted.

Select Automatically populate value to turn on automatic data collection for a custom
attribute.

) Add Custom Attribute ===

Field Definition

Type Multiine text -
MName Jetc/passwd file

Description | Collects the fetc/passwd file on Unix computers,

History

[ Keep change history for at least 10 | days

Data Collection

Data Collection Add

Figure: Enable automatic Data Collection

The Data Collection table displays configured data collection methods for the selected
custom attribute. Click Add or Remove to add new or to remove data collection
methods.

9.3.1 Configure Windows Registry Collection

Select Windows Registry from the Collection Method drop-down box. You can configure
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registry keys and values on per Windows operating system version. For convenience,
you might select All Windows versions to configure the same registry key and value for
all Windows versions.

Select a value from the HKEY drop-down box and enter a registry key. To read the
default value, leave the value name blank . Otherwise enter the value name.

~
D Configure Custom Attribute Collection [ﬁj

Method & Platforms

Collection Method | ¥

Platforms

[¥] Al Windows versions

Windows NT 4.0

Registry Data Callection

HKEY HKEY_LOCAL_MACHINE
Key name SOFTWARE Microsoft\Windows\CurrentVersion

Value name | CommonFilesDir

Ok Cancel

Figure: Windows Registry Custom Attribute Data Collection

9.3.2 Configure Remote Command Execution

Custom attribute data collection can use JDisc Discovery's remote login capabilities.
When remote login is enabled, JDisc Discovery can log on to target computers,
optionally copy data collection scripts or binaries and finally execute commands. When
a command has been executed successfully the console output is captured and stored
in the custom attribute. When a command fails to execute the console output appears
in the Parsing Issues tab of the Device Details dialog.

JDisc Discovery supports the following command execution types:

e Execute a built-in system shell command (such as Is on Unix, or dir on Windows)
or a standard system command.

e Execute custom binaries (.exe files or binary executables for Unix)
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Execute custom Visual Basic Scripts (.vbs)
Execute custom Windows batch files (.bat)
Execute custom Windows CMD files (.cmd)
Execute custom Windows Powershell scripts (.psl)
Execute custom Unix shell scripts

To import scripts or binaries, open the Custom Attribute Data Collection dialog from
Discovery » Custom Data Collection » Custom Attribute Data Collection. Imported
binaries and scripts are stored in JDisc Discovery's database and will be preserved
when archiving and restoring databases.

r 5
D Custom Attribute Data Collection l-KhJ
=
Name Command line Add
e

a; 1 2

Total 1 script or binary | 1 script or binary selected

m

Figure: Configure Custom Attribute Data Collections

1111 BE CARFUL 1!

Always be careful when importing scripts or binaries into JDisc
Discovery. Make sure your scripts and binaries are checked by
your favorite anti-virus software. Otherwise you might risk to spread
viruses over your network!

Make sure your homegrown scripts or executables run as fast as
possible and do not hang in any case. Intensive testing is
recommended before deploying your own scripts or binaries to your
productive environment.

Each custom attribute data collection delays the discovery of a
device while the script or binary runs (or until the timeout kills the
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execution).

To add a new data collection script or binary supply these attributes:

Type

Name: The name that identifies this data collector.

Description: An optional description.
Filename: The file name that references the script or binary to be copied to

target computers.

Command line: The command line to execute after the binary or script has been

transferred to target computers.

Script code: This field contains the script code when one of the script options is

selected.

Scripts and binaries can be used for custom attribute data collection.

Select Execute Command from for the Collection Method drop-down box. The Execute
area displays configured custom data collections. For convenience, you can add new

scripts or binaries by clicking Add .

Select the operating systems and data collectors as appropriate.

~
D Configure Custom Attribute Collection Iﬁ
Method & Platforms
Collection Method | Execute Command |
Platforms
All Windows versions HP-UX
Windows NT 4.0 Windows Server 2008 ATX
Windows 2000 Windows 7 Linusx
Windows 2000 Server Windows 8 ¢
Windows XP Windows Server 2012 [ Solaris
Windows Server 2003 [T] vMware ESX Server
Windows Vista [ Crade vM Server
[ Citrix XenServer
Execute
Select the binary to execute on the selected platforms
=
Name Command line Type Add
'show startup’ for Cisco 105 show startup Sytem .
'show version' for Cisco ASA show version Sytem
'show version' for Cisco 105 show version Sytem
'show version' for Cisco PIX OS show version Sytem
'show version' for ProCurve show version Sytem |E
(Command 'show tech' show tech Sytem
cat jetc/passwd Z
] T r
Total 11 scripts or binaries | 1 script or binary selected

Figure: Configure Custom Attribute Data Collection

- 241 -




When a script or binary is referenced by more than one custom
attribute it will be copied only once to a target system saving
network bandwidth and speeding up the discovery process.

The working directory for script or binary execution is a directory
within the temporary session directory.

9.4 Review Custom Attributes

The Device Details dialog displays the values of all successfully collected custom
attribute from within the Custom Attributes tab. Furthermore custom attributes can be
used from custom reports as any other device attribute.

9.4.1 Device Details

Open the Device Details dialog and select the Custom Attributes tab. The navigation
tree in the left panel displays the custom attribute hierarchy. Select a folder to display
custom attributes. Each custom attribute is identified by its name, its last modification
date and in case of multiple revisions the number of revisions.

D Device Details for 'invicys' = | B |- )
Ahalindar=10s1E N1 JIERE
| General I Networking I Hardware I Firrmware: I Software I User I Virtual Computers | Custom Attributes ‘ Roles I Groups I Analyze‘

at:x:25:25:Batch jobs daemon:/var/spool/atjobs:/bin/bash
avahi:x:105:107:User for Avahi:/var/run/avshi-daemon:/bin/false
bin:x:l:1:bin:/bin:/bin/bash
daemon:x:Z:Z:Deemon:/sbin:/bin/bash
dnsmasg:x:104:65534 :dnsmasq: /var/lib/empty: /bin/false
£tp:u:40:49:FTD account:/srv/ftp:/bin/bash

games:x:12:100:Cames account:/var/games:/bin/bash
haldsemon:x:102:105:User for haldasemon:/var/run/hald:/bin/false

1p:x:4:7:Printing daemon:/var/spool/lpd:/bin/bash
mail:x:8:12:Mailer daemon:/var/spool/clientmqueus:/bin/false

ete passwd man:x:13:62:Manusl pages viewsr:/var/cache/man:/bin/bash

Collection date: Oct 1, 2014 2:45:15PM | pecsagebus-x:100:101:User for D-Bus:/var/run/dbus:/bin/false
news:x:9:13:News system:/ete/news:/bin/bash

nobody:x: 65534: 65533 :nobady: /vazr/lib/nobody: /bin/bash

ntp:x:74:103:NIP daemon:/var/lib/ntp:/bin/false
polkituser:x:101:104:PolicyKit:/var/run/PolicyKit:/bin/false
postfin:x:51:51:Postfin Daemon:/var/spool/postfin:/bin/false
root:x:0:0:root:/root:/bin/bash

sshd:x:71:65:85H daemon:/var/lib/sshd:/bin/false

suse-noo:x:103:106:Novell Customer Center User:/var/lib/¥aSTZ/suse-nco-fzkeh

aucp:x:10:14:Unix-to-Unix Coly system:/etc/uucp:/bin/bash
wwwrun:x:30:8:HiW daemon apache:/var/lib/wwwrun:/bin/false

Close
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Figure: Data Collection with 3 Revisions

Click the revisions link to open a new dialog displaying all collected revisions including
heir values. Select a date to review the custom attribute value from that time.

[SSc)

D Versions for Custom Attribute ‘Show Tech®

Sep 21, 2010 2:44:52 PM

Show Tech
Collection date: Sep 21, 2010 2:45:34PM

Mwe 00Z28d0dd 0037330c 005&edS0
Lwe 0030cadé 00aZbalc 005853&8
Lwe 0030cdle 00aZcacc 00585238
Hwe 0011faé7 00a3éB8cc 0051bcll
Csi 003048fb 00a37eec 005&edS0
Hwe 002e£731 00a6Z20cc 0054el00
Hwe 003£d4£05 00aé4lcc 007£c208
Hwe 00415532 00a€531c 005&7cBEB
Hsi 00le7d4e 00a&€fde 0056ed50
Crd 001e7d03 00a&808c 0056£flcB
Lsi 001e7dbd 00a€313c 005&ed50
Cwe 001£2705 00a7£284 008392b2
Mwe 00415Zaa 00280324 00837340
Msi 003baBal 00281434 0058ed50
Cwe 00129929 00a287&3c 00T7&£5d4E
Mwe 00415Zaa 00a28874c 00B37Z£8
Msi 003baBal 0028385c 005&edS50
Hwe 00415Zaa 00225184 008372&8
Hwe 00415Zaa 00zaSdbe 00837Zk0
Hwe 003£el%5 00226324 00727800
Hwe 003£el%5 0022722c 00727708
Mwe 0038707e 00aa37ac 0056ed50
H* 003feba7 0009f£f2c 0056ed38

4

T

0 0059753a4 1606

0 00aZaba4 3704

0 00aZbc54 3704

0 00a3Zeed 1450

0 00a36f34 3540

0 00a5eZ44 1588

0 00agZZf4 7836

0 00ag43a4 3960

0 0Dag6084 3928
11043130 00287114 3584
0 00agBled 3848

0 00a7d3le 2040

0 00a7£3ec 3896

0 002804bec 3888
560 00285744 7212
0 00=87814 32836

0 00=8B88e4 3BB8
210 002247de 504
0 00==5a74 240

0 0Da=8Zde 1136

0 0D==gbed 113&

0 00227834 7960
50 00aZeeld4 3364

o

-

|.m

Close

Figure: Versions with Collection Data for Attribute 'Show Tech'

Select two revisions and click the Compare button "1 from the toolbar to open a new
dialog displaying the differences between the two revisions.

Changed lines are highlighted with red background. Missing lines on either side are
highlighted with yellow background. You can use the toolbar buttons or these keyboard
strokes: F3 (next diff) and Shift-F3 (previous diff) to jump to the next or previous
difference.
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) Comparison for attribute 'Show Version': Revisions are different

5[y
Line changed

Line missing

Sep 21, 2010 2:46:34PM

Sep 21, 2010 2:44:52 PM

Cisco PIX Firewall Version &.3(5)

Cisco PIE Device Menager Versiom 3.0(4)
Compiled on Thu 04-Rug-05 21:40 by morlee
firewalli up € hours Z9% mins

Hardware: PIX-501, 1¢ MB RAM, CPU AmSx8% 133 MHz

Flash EZ83F€40J3 @ O0x3000000, EMB
BIOS Flash EZB8F640J3 @ Oxfffds000, 12BEB

0: ethernet0: address is 0009.4343.£342, irg &
1: ethernetl: address is 0003.4343.£343, irg 10

Licensed Features:

Failover: Disabled
VEN-DES: Enabled
VPN-3DES-ARES: Disabled

4 L

3

m

Cisco PIX Firewall Version €.3(5)

Cisco PIX Device Manager Versiom 3.0(4)

Compiled on Thu 04-Aug-05 21:40 by morlee

firewalli up €& hours Z8 mins

Hardware: PIX-501, 1& MB R2M, CPU AmSxB8& 133 MHz
Flash EZ8F640J3 @ 0x3000000, E8MB

BICS Flash EZB8F&40J3 @ Oxfffds000, 1Z8KB

0: ethernet0: address is 0005.4343_£34Z, irg 3
1: ethernetl: address is 0003.4343.£343, irg 10

Licensed Features:

Failover: Disabled
[VDN-DES: Enabled
[VEN-3DES-RES: Disabled

4 n

m

Close

Figure: Comparison Report

9.5 Import Custom Attributes

JDisc Discovery can import custom attributes from a comma separated text file.

9.5.1 The Import Process

An import file can contain values for exactly one custom attribute, but for multiple
devices. Each line consists of a device identifier and the actual custom attribute value.
The device identifier and the custom attribute value are separated by a comma (',").

A device identifier can be one of the following:

An IP4 address

An IPv6 address

A fully qualified hostname

A Windows computername (with or without domain)
A hostname (without full domain information)

A device's serial number

JDisc Discovery attempts to match the device in the database that uniquely matches
the device identifier in the import file. If JDisc Discovery finds more than a single device
that matches the device identifier it will ignore the line from the import file and does not
assign any value to the custom attribute.
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To import custom attribute values, select the Devices » Custom Attributes » Import...
menu.

) JDisc Discovery - JAMES SMITH connected to localhost

File Discovery |Devices| Software Metworking User Documents Trou

@ |,D Al Devices
————— [] AP Devices
Discovery Stal
1 By... »
Status
Virtualization 4

_/“ v [Z]  Custom Reports

Customn Attributes ’__,’Ft’ Configuration...

||lg Import

Devices | Fing I Network Neighborhood I Directory I Disc:xvery Jobs I Data

Figure: Import Custom Attribute values

Select the custom attribute that you would like to import.

- 5
D Select Custom Attributes Iﬁ

Select a custom attributes to import...

[=-{) Custom Attributes
te| ) VMware
[#-I2) Location
[=HIC3) Support Information
Suppart Contract Name
Support Provi
U et passwd

Figure: Select a Custom Attribute to import

Finally select the import file containing the device identifier and the custom attribute
values. The import process opens a new report that displays if the import was
successful or not for each line of the import file.
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~ y
D Custom Attributes Import Result &J
Status Importing...
Successful imports 375
Failed imports 225
Device Status Line Result
192.168.173.4 @ 1 Successfully identified 'cisco-sw1 -
192, 168.178.17 [¥] 2 Successfully identified ‘firewalli.home.net
192.168.178.18 Q 8 Successfully identified ProCurvel
ttrenz-pc2 [~] 4 Successfully identified 'tirenz-PC2. fritz.box
ttrenz-pc \_) 5 Successfully identified 'ttrenz-PC2. fritz.box
Diddel Daddel (1] 5 Could not find device with hostname 'Diddel Daddel'.
Could not find device with Windows computer name ‘Diddel Daddel’.
Could not find device with where hostname starts with 'Diddel Daddel',
<no identifier > (T} 7 Mo device value pair found!
<no identifier> (1] 3 Mo device value pair found!
192,.168.178.4 \_) 9 Successfully identified 'cisco-sw1
192,168.178.17 [¥] 10 Successfully identified ‘firewalli.home.net
192,165, 178.18 Q il Successfully identified ProCurvel
ttrenz-pc? [v] 12 Successfully identified ‘ttrenz-PC2. fritz.box
ttrenz-pc \_) 13 Successfully identified 'tirenz-PC2. fritz.box
Diddel Daddel 0 14 Could not find device with hostname 'Diddel Daddel'.
Could not find device with Windows computer name ‘Diddel Daddel'.
Could not find device with where hostname starts with 'Diddel Daddel',
<no identifier > (1) 15 Mo device value pair found!
<no identifier> (1) 16 Mo device value pair found!
192.168.178.4 © 17 Successfully identified 'cisco-sw1
192,168.178.17 © 18 Successfully identified 'firewalli.home.net
192.168.178.18 © 13 Successfully identified 'ProCurvel
tranz-ne 2 I n Sirreeafilly identifisd 'Hranz-Br? frity hov S
< M +

Figure: Custom Attributes Import Result

Each line in the Custom Attributes Import result report displays detailed information
about the import process.

9.5.2 Import File Format

Each line of the import file represents a single device and one custom attribute value.
Custom attribute values must not span across a single line. Carriage return characters
must be escaped using the \n' character representation. JDisc Discovery supports
different data types such as date, time, integer or text for custom attribute values:

e Asimple text field:
JDisc Discovery simply copies the value following the comma into the text field.

e A multiline text field
JDisc Discovery replaces all \n' meta-characters with a new feed character, all
\r' meta-characters with a carriage return character and all '\t' meta-characters
with a tabulator character.

e An integer field
JDisc Discovery parses integer values and stores them when parsed
successfully.

e Adate field
Date fields must comply to this format: 'YYYY-MM-DD'.

e Atime field
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Time fields must comply to this format: 'HH:MM:SS'.

e An enumeration field
The value must be one of the valid enumeration values.
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10 Documents

JDisc Discovery can manage documents, such as device user manuals, support
contracts, warranty information or any other document. You can import your documents
into JDisc Discovery's database and assign them to devices.

Documents are stored in JDisc Discovery's database and are included in a database
archive when you use the archive and restore functions.

10.1 Manage Documents

Select Documents » Manage Documents to add, remove or change documents. You
can use folders to organize your documents in folder hierarchy.

J Manage Documents l&

Change

Remove

pel

o] y
|| &
[i} 2 || &

Export

(e

Figure: Manage Documents Dialog

Double-click the document icon to open the document. Click Export to export selected
documents to the local computer's file system.

10.2 Use Documents

You can use custom attributes to assign documents to devices. Define a custom
attribute of type Document to hold document assignments.
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f B
1D Add Custom Attribute =

Field Definition

Type .Document -

Mame User Manual

Description

History

Figure: Add a new Custom Attribute of Type Document

Open the context menu from any device report and select Custom Attributes » Edit to
edit custom attributes. Select the new custom attribute and click ok.

D Edit Custom Attributes =REC PS
B x|
Name IP Address User Manual
[=1-{2) Documents
BladeServer-4 12.216.104.22 g Manuals
-|J) Licenses
BladeServer-5 12.216.104.88 ") Microsoft
BladeServer-6 12.216,105.135 £1-{3) Orade
BladeServer-7 12,216, 106.70 m Orade Server License
BladeServer-8 k
BladeServer-9 12,216,104, 146
cisco-swl 192,168, 178.4
Computer-1 12.216.105.21
Computer-10 12.216.107.245
4 [ K +

Figure: Edit Document Custom Attributes

JDisc Discovery opens the document hierachy when editing a document attribute.
Select the desired attribute and hit the Enter key.

Assigning documents to devices does not duplicate the document.
JDisc Discovery creates an association between the document and
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the device.

10.3 Documents And Reports

You can use custom attributes of type Document as any other custom attribute in your
custom reports or in the device details dialog.

Double-clicking the document icon in a custom report opens the associated document.

r ~
D Custom Report 'Manual’ [ =B éj
™ 2 | O ~ | &) @ | & =
Ble==280HBDOD 0G| G|
Filter:
|| Case sensitive filter
Name IP Address Model User Manual
Laptop-3 12.255.136.102 VGN-SR2IVN_S T sonv lanton User Manual -
192.168.178.7 192.168.178.7 PowerEdge T110 II ﬁJ Orade Server License |;|
BladeServer-3 12,216.106.32 BladeCenter H520 1 Oracle Server License =
Color LCD
HP ZR24w
SyncMaster
SyncMaster
290TWFP
LaserJet 4100 Series
0005CD2D0B0G. fritz.box 192.168.178.57
122,225,109, 102 122,225,109.102
128.36.47.32 128.36.47.32
157.55.133.142 157.55.133.142
17.172.232.128 17.172,232.128
173.194.69.125 173.194.69.125
173.194.69.16 173.194.69.16
173.194.70.101 173.194.70.101
173.194.70.125 173.194.70.125
134.91.67.19 184.91.67.19
138.108.188.172 188.108.188.172
138.193.131.102 188.193.131.102 i
< ] *
Total 335 items | 0 items selected
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Figure: Custom Report with a Document

Double-click the document icon cell to open the document. Documents appear as any
other custom attribute in the Custom Attributes tab.

~ N
1D Device Details for 'Laptop-3" Elﬂlg
B2 8DD0WG|&s
General | Networking I Hardware I Firmware I Software I User I Virtual Compubers| Custom Attributes | Roles | Groups I Analyze|

B m | Custom Atfributes

User Manual
. Sony laotop User Manual
Collection date: Oct 1, 2014 3:36:29 PM T s0nv laptop User Manual

Figure: Document Custom Attribute within the Device Details Dialog
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11 Simplified File Collection

JDisc Discovery can collect the content of ASCII files and can capture text output of
command line applications on Windows and Unix platforms. When the Networking Add-
On is installed, JDisc Discovery can also collect configuration files and command
output from many Cisco router and switches and HP ProCurve switches.

Open the Discovery Configuration dialog, select the Data Collection tab and select the
File Collection tab from within the data collection tab..

JDisc Discovery supports two flavors of file collections:
1. Collect the content of ASCII files
2. Capture the output of command line tools

.,
D Discovery Configuration &J
Directory | Data Collection | Discovery Jobs | Protocols | Filters | S5H Keys
Standard | Custom | File Collection |
I3 Windows
=i Filter:
|| Case sensitive filter
o
Name Command
[¥] hwinfo command Jusrjshinfhwinfo
< [ T - r
Total 1 collection | 0 collections selected

Figure: File Collections

The navigation tree in the right panel displays available operating system families. To
review the current collection configuration, to add new collections or to remove existing
collections, select one of the platforms in the navigation tree.
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Each collection can be individually enabled or disabled. Click Enable or Disable to
toggle the configuration of selected collections.

11.1 Add New Collections

Select a platform from the navigation tree and click Add . Choose the desired platforms,
configure history settings and select File collection to collect ASCII files on the hard
drive or Command execution to capture a command's output. Enter a collection name
and the full path name of the file or command. Enable Requires administrative access
if the command or the file access requires privileged user rights.

’ \
) Add Windows File Collection =

Platforms

[¥] All Windows versions

Windows NT 4.0 Windows Server 2008

Windows 8

Windows Server 2012

History

[¥] Keep change history for at least 90 5| days

File Collection

@ File collection

") Command execution
Collection name | hosts file

Full path name | %:SystemRoot%\system32\drivers\etcthosts

[ Requires administrative access

Cancel

Figure: Add Windows File Collection

JDisc Discovery supports the use of path variables such as
%SystemRoot% when specifying the file name.

Always specify the full path name for file names or binaries!

11.2 Change Or Remove Collections

Select a platform from the navigation tree and click Change or Remove to modify or
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remove the collection. Note: Built-in collections cannot be deleted. However, the history
configuration can be changed for built-in collections.
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12 Custom Software Discovery

JDisc Discovery already collects installed applications, patches, and services. However
it only collects software that has been installed using the platforms standard installation
procedure. Software that has just been copied to a computer will not be detected.

JDisc Discovery can be enhanced by custom scripts or binaries to improve the software
discovery of non-standard installed applications. Alike custom attribute collection,
custom software discovery is also copying scripts or binaries to target computers and
executes them remotely. When the console output matches a well-defined XML
schema, JDisc Discovery parses the output and adds the contained software entries to
the device.

JDisc Discovery's built in duplicate suppression takes care about
removing duplicate software entries.

12.1 The XML Schema

Custom software scripts or binaries must conform to a well-defined XML schema. The
XML schema consists of sections for applications (including application instances),
patches and services.

For your reference: The XML schema definition is located in your installation directory
within the 'schemas’ directory. Refer to the schema file for a full description of all
attributes!

The example below shows a XML example output :

<?xml version="1.0" encoding="UTF-8"?>

<software>
<app>

<name>Demo Application</name>

<version>1.5</version>

<vendor>Demo Vendor</vendor>

<path>C:\Program Files\Demo Vendor\Demo Application</path>

<user>testuser</user>

<installdate>2017-12-24</installdate>

<license>
<productid>123455</productid>
<productkey>ABC-DEF-GHI</productkey>
<explres>2019-12-24</expires>
<status>licensed</status>
<comment>This is a temporary license</comment>

</license>

<instance>
<name>Demo Applciation Instance</name>
<type>db</type>

</instance>
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</app>

<patch>
<name>Demo Patch</name>
<vendor>Demo Vendor</vendor>
</patch>

<svc>
<name>DemoServiceName</name>
<dispname>Demo Service Display Name</dispname>
<version>5.0</version>
<vendor>Demo Vendor</vendor>
<path> C:\Program Files\Demo Service</path>
<binary> C:\Program Files\Demo Service\Demo.exe</binary>
<params>-p -gq -d</params>
<startupmode>auto</startupmode>
<status>running</status>
<failure>none</failure>

</svc>

</software>

Simply repeat the 'app’, 'patch’, or 'svc' sections to add multiple applications, patches
and services if returned in a single data collection execution.

12.2 Import Software Data Collections

Open the Custom Software Data Collection dialog from Discovery » Custom Data
Collection » Custom Software Data Collection to import scripts or binaries .

.
ID Custom Software Data Collection &J
=
Name Command line Add
FSoftware Collection Script
Unine Custom Collection Seript test

q 1 | "

Total 2 scripts or binaries | 1 script or binary selected

»

m

Figure: Configure Custom Software Data Collection

111! BE CAREFUL (Part 2) !!!1!
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Always be careful when importing scripts or binaries into JDisc
Discovery. Make sure your scripts and binaries have been checked
by your favorite anti-virus software. Otherwise you might risk to
spread viruses over your network

Make sure your homegrown scripts or executables run as fast as
possible and do not hang in any case. Intensive testing is
recommended before deploying your own scripts or binaries to your
productive environment.

Each custom attribute data collection delays the discovery of a
device while the script or binary runs (or until the timeout kills the
execution).

Make sure your scripts or binaries create the proper XML schema.
Otherwise, the output will be rejected!

12.3 Configure Custom Software Data Collection Scripts

Custom collection scripts must be configured to be executed. Once, they are imported
into JDisc Discovery, they can be configured in JDisc Discovery's discovery settings.

To configure custom software data collection scripts and binaries, open the Discovery
Configuration dialog from Discovery » Configuration, select the Data Collection »
Custom tab. The Data Collection table displays configured custom software data
collections. Enable or disable custom software data collections by using the check box.
Select a custom software data collection and choose the operating system platforms for
which the custom software data collection is targeted.
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-
1D Discovery Configuration

| standard | Custom | File Collection|

General I Scope I Directory | Data Collection | Discovery Jobs | Protocols | Filters. | S5H Keys

~Custom Attributes

Discover custom attributes

- Custom Software Data Collection

- Platforms

[ windows NT 4.0

[ Windows 2000

[ Windows 2000 Server
[ Windows XP

[ Windows Server 2003
[ Windows Vista

[] windows Server 2008
[ Windows 7
[ Windows 8
[ Windows Server 2012

Data Collection

Execute "Unix Custom Collection Script’ for Sun Solaris, MAC OS X, Linux, IBM AIX

Total 2 collections | 1 collection selected

d
Enable

EIE

Reset

Figure: Configure Custom Software Data Collection

You can run multiple custom software data collection scripts for a
operating system platform.
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13 Troubleshooting

The troubleshooting chapter explains how to troubleshoot JDisc Discovery if it does not
discover devices properly or does not collect device details as expected.

The most common problems for incomplete discovery results are:

Firewalls (either personal or network firewalls) blocking protocols. Refer to the
protocols section 3.2.2 to review protocols and ports.

Mis-configured/incorrect credentials prevent the discovery from identifying
devices properly and collecting device details.

Without credentials the discovery uses only anonymous protocols that do not
require credentials and collect only basic device details.

Mis-configured device type filters might exclude devices that should be
discovered.

We keep all information provided by you confidential and will not disclose any
information to other companies.

JDisc Discovery offers multiple ways to assist troubleshooting:

The support ZIP file provides all information that our support engineers need to
resolve product and device discovery issues.

The Data Quality tab shows how well the devices within your network have been
discovered and provides help on how to improve the data quality.

The Discovery Protocol Status report displays the overall status of all protocols
for a all devices. This report allows to quickly identify class problems, such as
incorrect login credentials, or firewalls block network traffic. In addition to that,
the Device Details dialog offers the Analyze » Protocols tab displays more
detailed protocol information for a single device.

The Discovery Log tab displays the sequence of all activity during the discovery
of a device.

The Diagnostics tab features a rule based expert system helping to identify
issues that prevent a device from being discovered properly. Moreover the
Diagnostics tab provides hints on how to resolve common problems.

The Parsing Issues tab displays the output of system commands that could not
be parsed correctly. This output can help JDisc Discovery's support to integrate
new versions of system commands or operating system versions.

The Unknown SNMP Devices report displays all devices supporting the SNMP
protocol, which JDisc Discovery could not identify. The output of the Unknown
SNMP Devices report can help JDisc Discovery's support to improve the
discovery by adding those unknown devices to future versions of JDisc
Discovery.
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e The Unknown Telnet Banners report displays all devices supporting the telnet
protocol, which JDisc Discovery could not identify. The output of the Unknown
Telnet Banners report can help JDisc Discovery's support to improve the
discovery by adding those unknown devices to future versions of JDisc
Discovery.

13.1 Support ZIP

The support ZIP function simplifies the interaction with JDisc's support and provides a
single file containing all server log files, discovery logs and related support information.

To accommodate to different problems, JDisc offers two support ZIP file types:
1. The product support ZIP
2. The device support ZIP

13.1.1 Product Support ZIP

The product support ZIP contains the license file and server log files. If your installation
is not working properly, choose the Administration » Create Support ZIP menu item.

) IDisc Discovery - JAMES SMITH connected to localhost | = | B |l
File Discovery Devices Software Metworking User Documents [Troubleshooting | Administration Help

* U | & Devices L

— — Discovery 3
| Discovery Status |

Status A, Create Supportélp

y z Discovery is idle /¢ Click for instructions on how
f-‘&} £ I 4 toimprove the data quality!

Figure: Create a product support ZIP file

From the Export Support ZIP dialog, choose a file name to store the product support
ZIP file. Optionally you can enter a message for JDisc's support that describes the
problem.
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- ~
D Export Support ZIP L-L-J
Creates a zip file containing diagnostic information for JDisc's suppart.
Support ZIP destination file | c:\temp\support. zip
Message to IDisc's support team
Dear Support,
I am having a problem scanning ...

Figure: Export a Support ZIP file

13.1.2 Device Support ZIP

The device support ZIP contains the license file, server log files, device details
including the discovery log of selected devices. Choose the device support ZIP when
you are facing issues when discovering one or multiple devices.

To create a device support ZIP, select one or more devices from a device report and
chose the context menu item Create Support ZIP. The information in the device support
ZIP is important for JDisc's support to resolve device specific discovery issues.
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f
D All Devices

doh
i

=2 @hmDa|e]:

Filter:
|| Case sensitive filter

Name

EIadEEﬂdosure =
BladeEnclosure-2
BladeEnclosure-3
BladeServer-1
BladeServer-10
BladeServer-11
BladeServer-12
Bladeserver-13
Bladeserver-14
BladeServer-15
BladeServer-16
BladeServer-17
EIadeServer 2

Pl

IP Address

12,119.74.240
12,216.107.252
12,216,105.92
12.216.106.37

12,216,105.103

12,216,106.198

< |

mn

Manufacturer

W__

Properties

Discover

Manage

Compare

Custom Attributes

Connect with

Troubleshoot

2 Delete Devices...

lm Create Supporr\gIP

Elada Endo
Blade Endo
Blade Endo
Server (Bla
Server (Bla
Server (Blar
Server (Blar
Server (Elar
Server (Elar
Server (Bla
Server (Bla
Server (Bla
Server (Blar _

S

»

Total 335 devices | 11 devices selected

Figure: Create a device support ZIP file

Finally, from the Export Support ZIP dialog, choose a file name to store the device
support ZIP file. Optionally you can enter a message for Company's support that

describes the problem.

13.2 Data Quality Tab

Click on the Data Quality tab within the status area in order to review the current data

quality. Red quality bars indicate a poor quality, yellow an fair quality and green a good

data quality.
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.
1D IDisc Discovery - JAMES SMITH connected to localhost

File Discovery Devices Software Metwerking User Documents Troubleshooting A

Help

o JollPd
Discovery Status

Status

/!\ Click for instructions on how

to improve the data quality!

| Devices I Ping I Network Neighborhood I Directory | Discovery Jobs| Data Quality | Datab

~Total

The total data quality of all aperating system families

Total|

| How to improve...

By Operating System Family

The data quality by operating system family

Windows |

| How to improve...

Linux |

How to improve...

VMware ESX Server |

How to improve. ..

Oracle VM Server | 0%

How to improve...

Citrix XenServer |

How to improve...

MAC OS5 X |

| How to improve...

Sun Salaris |

| How to improve...

HP-UX \

| How to improve...

IBM AL¥ | 0%

|  How to improve...

Figure: Data Quality Tab

Follow the How to improve... link in the right area in order to open a new diagnostics
report. This report displays a list of tasks on how to improve the data quality.
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r_j Diagnostics
Rle=2abhBala|o|s

Filter:

[ Case sensitive filter

Description

o) Enable Windows remote login to improve the discovery result
o Enable Cisco I05 remote login to improve the discovery result

ti
) Enable Linuwe/VMware ESX/Crace WM Devices with selected recommendation(s)
al Enable HP ProCurve remote login to | & Explaln.lk

O m ] 3

Total 5 diagnostic entries | 1 diagnostic entry selected

Close

Figure: Diagnostics Report

Use the context menu to open the list of devices to which a diagnostic entry applies or
use the Explain option in order to get more details on the diagnostic entry.

13.3 Protocol Status

The protocol status is the first place to start troubleshoot discovery problems as it
provides a quick overview of all devices. The protocols used by JDisc Discovery's
depend on the device type and operating system. The Discovery Scenarios chapter
presents an overview on how JDisc Discovery discovers the most important device
types and operating systems and also explains the protocols.
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13.3.1 Discovery Protocol Status Report

Open the Discovery Protocol Status report from the Troubleshooting » Devices »
Protocol Status menu. The Discovery Protocol Status report displays an overview of all
protocols including the number of devices in the Success, Warning and Failed category.
Select protocols and use the context menu to display all devices in any of the three
categories.

- 5
D Discovery Protocol Status = | -
= o = | £ 2
Fl==26DBDG 0|z
Filter:
[ Case sensitive filter
=
Protocol Success Warning Error

DMS T 212 33
HTTP 1] 148 104
HTTPS 1] L 33
MNetBIOS anonymous 63 51 138
Remote login 37 166 49
Remote login admin 42 202 3
SME anonymous 78 51 123
SMB authenticated 44 193 15
SMMPv 1 67 il 134
SMMPy 2C 50 63 134
SNMPv3 1] 251 i
55H 55 187 0
Telnet 4 297 1
Telnet banner parsing 28 51 173
VMware VIM APT 8 171 73
WBEM 17 56 179
WMI 40 83 124
Total 17 protocols | 0 protocols selected

Figure: Discovery Protocol Status Report

The protocol Warning category indicates configuration problems, such as missing
passwords.

13.3.2 Device Discovery Protocol Report

The Device Protocol Status report displays all devices including the status of selected
protocols.
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7 5
Select Discovery Protocols @

Discovery Protocals

Select Al
SNMPy: Disable All

[7] SMMPy3

WMI

[¥] Telnet

S5H

[#] Telnet banner parsing

SMB anonymous
SME authenticated
HTTP

[7] wBEM

Remote login

[#] Remote login admin
MNetBIOS anonymous
[¥] VMware VIM APT
DNS

HTTPS

e

Figure: Discovery Protocols Selection Dialog

Click Ok to open the Device Discovery Protocol Status report displaying the status of
the selected protocols for all devices.

13.3.3 Single Device Protocol Status

From the Device Details dialog select Analyze » Protocols to displays the status of all
protocols for the selected device.
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f ) Device Details for 'teetee-pc fritz.box’ = ﬂh‘
#|l-=Fe DhB0|WGE|&s

| General | Networking I Hardware I Firmware I Software | User | Virtual Computers | Custom Attributes I Roles I Groups | Analyze |

‘ Discovery Log | Protocols | Parsing Issues I Diagnosﬁcs|

Filter:
[7] Case sensitive filter
=
Protocol Protocol Status
DNS Timeout
HTTP Timeout
HTTPS Timeout
NetBIOS anonymous Success
Remote login Protocol not tested
Remote login admin Success
SMEB anonymous Multiple connections to a server or shared resource b...
SME authenticated Success
SMMPy 1 Timeout
SMMPy 2 Timeout
SMMPyv3 Access credentials missing
55H Protocol not tested
Telnet Protocol not tested
Telnet banner parsing Protocel not supported
VMware VIM APL Port unreachable
WBEM Port unreachable
WML Success
Total 17 device protocols | 0 device protocols selected

Close

Figure: Protocols Tab displaying the Protocol Status for a single Device

13.4 Discovery Logs

JDisc Discovery logs discovery activity during discovery and data collection of a device.
The discovery log also includes protocol information and data collected for each
protocol.

From the Device Details dialog select Analyze » Discovery Log to display the discovery
log.

The navigation tree in the left panel represents high-level discovery activity. Select an
item in the left panel to limit the log output in the content panel. Errors and warnings are
highlighted with icons.

13.5 Parsing Issues

To collect device details JDisc Discovery's discovery executes system commands on
Unix and MAC OS X computers. System command output often depends on the
operating system version. Though JDisc Discovery supports many operating system
versions, system commands might generate output that JDisc Discovery cannot parse.
To improve troubleshooting and support, JDisc Discovery stores unknown system
command output in the database. This information helps JDisc Discovery's support to
integrate new system command output formats into the product.
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From the Device Details dialog select Analyze » Parsing Issues to display unknown
system command outputs.

13.6 Common Windows Computer Configuration Problems

Windows computer protocols, services and local policies can be configured in many
ways to fit corporate security guidelines. However, some configuration settings, such

as:

Client for Microsoft Networks is not installed
File and Printer Sharing for Microsoft Networks is not installed or disabled
Simple File Sharing is enabled

Sharing and security model for local accounts is set to Guest only — local users
authenticate as Guest

Server service is stopped

negatively affect JDisc Discovery's ability to accurately discover Windows computers.

This section describes common configuration problems and symptoms to detect these
problems based on JDisc Discovery's protocol status values.

13.6.1 The Network Logon Service Was Not Started

Protocol Protocol Status

SMB authenticated An attempt was made to logon, but the network logon

service was not started

Remote login admin An attempt was made to logon, but the network logon

service was not started

WMI

Access denied

Table: The network logon service was not started

Can be caused by these Windows configuration options:

Client for Microsoft Networks is not installed
Netlogon service is stopped

13.6.2 10 Failure And Network Path Was Not Found Symptoms

Protocol Protocol Status
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NetBIOS anonymous IO Failure

SMB anonymous The network path was not found
SMB authenticated The network path was not found
Remote login admin The network path was not found

Table: 10 Failure and Network Path was Not found Symptoms
Can be caused by these Windows configuration options:

e File and Printer Sharing for Microsoft Networks is not installed or disabled
e Server service is stopped

13.6.3 Logon Failure And Access Denied Symptoms

Protocol Protocol Status

SMB authenticated Logon failure: unknown user name or bad password
Remote login admin Logon failure: unknown user name or bad password
WMI Access denied

Table: Logon failure and Access Denied Symptoms

The symptoms might be caused by an invalid logon credential / password combination
but also by these Windows configuration options:

e Simple File Sharing is enabled

e Sharing and security model for local accounts is set to Guest only — local users
authenticate as Guest

13.7 Unknown SNMP Devices

JDisc Discovery supports many SNMP based devices. When manufacturer ship new
devices the discovery's internal lookup tables and classes must be updated in order to
support them. SNMP based devices that JDisc Discovery does not identify are
classified as Unknown SNMP device. In such a case JDisc Discovery can access the
device via SNMP but does not know how to discover the device including assigning a
device type and model.

You can help improving JDisc Discovery's device coverage when you send the
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Unknown SNMP Devices report to JDisc Discovery's support. The development team
can then add those unknown SNMP devices to future product versions.

Open the Unknown SNMP Devices report from Troubleshooting » Devices » Unknown
SNMP Devices.

Submit the Unknown SNMP Devices report to JDisc Discovery's
support email-address. The development team can then add those
unknown devices to future product versions.

In addition to the Unknown SNMP Devices report, SNMP walks can also help to
support unknown device.

To start a SNMP walk:

e Download the SNMP Walk Tool from our web site:
www.jdisc.com/downloads/SnmpWalk.zip

e The SNMP walk tool already produces the output format that we need for our
SNMP simulator.

e Run the tool according the instructions and submit the result file to our support.
Depending on your corporate policies, you might send model, manufacturer and
serial number along with the SNMP walk to JDisc Discovery's support email-
address. This additional information helps JDisc Discovery's support to better
identify relevant SNMP variables in the SNMP walks.

Performing SNMP walks on unknown SNMP devices helps JDisc
Discovery's support team to add these unknown devices in future
product versions. Include (if possible) model, manufacturer and
serial number. This helps JDisc Discovery's support to identify
relevant SNMP variables in the SNMP walks.
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D Device Details for 'RackServer-4'

=2 hab W@ als

| General I MNetworking I Hardware I Firmware I Software I User I Virtual Computers | Custom Attributes | Roles I Groups ‘ Analyze |

Discovery Log Parsing Issues | Diagnostics

[=-Parsing issues

[EH-Unknown Command Outputs name is non-existent for this module

[ id get jdevip ip_6forwarding for a list of valid names, use name '?'

Figure: Unknown Telnet Banner Report

Submit the Unknown Telnet Banner report to JDisc Discovery's
support email-address. The support team can then add this
unknown telnet banner to future product versions.
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14 External Dependencies

The list of external depenencies and third party libraries is available from the About
Dialog within the application.
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